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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.i|[SYNHood full table drop 195
80. 246. 136. 215 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 17
176.13. 1. 212 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 17
80. 167. 195. 34 Denmar k 147.237.77.216 dover.idf.il]SINHood full table drop 6
80. 246. 136. 229 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
84.109. 38. 86 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
2.52.183.130 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
24.230. 64. 176 Lhited Sates 147.237.77. 216 dover.idf.il|]SINHood full table drop 4
2.54.36.128 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
84. 109. 242. 62 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 3
8.37.227. 1 Anonynous Proxy 147.237.77. 216 dover.idf.illJLM Under Attack Con Htp drop 2
46.19. 86. 195 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
70. 183. 204. 187 Lhited Sates 147.237.77.216 dover.idf.i|]SINHood full table dr op 2
37.26. 149. 168 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
213.151. 35. 218 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
79. 180. 12. 204 | srael 147.237.77. 216 dover.idf.i|SYNHood full table drop 1
5.11.41.55 Pal estinian Territory, Qcupi ed|147.237.77.216 dover. i df.il| TGP handshake vi ol ation, first packet not syn |drop 1
37.26.149. 183 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |S gnature Devi ce Action

138. 47. 27. 43 Lhited Sates 147.237.77. 74 lawidf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
184. 154. 151. 125|147, 237. 77. 216 |Lhited Sates  [dover.idf.il portscan: TCP D stributed Portscan 1
98.102.200. 172 |147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 4096 1
95. 35. 193. 35 147.237.77. 233 [l srael atal.idf.il SERVER- WEBAPP admi n. php access 1
37.143. 82. 50 147. 237. 72. 167 |Net her | ands ishurimaka.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
211.192. 116. 156|147. 237. 8. 46 okfrea’ Republic 1o chinuch.idf.il |ET SCAN Potential SSH Scan 1
211.192. 116. 156|147. 237. 8. 27 Okfrea Republic | o matal i df.i |[ET SCAN Potential SSH Scan 1
211.192. 116. 156|147. 237. 8. 14 okfrea’ Republic 1o orchot.idr.il  |ET SCAN Potential SSH Scan 1
_ _ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
179. 252. 215. 143|147. 237. 76. 30 |Rrazil hi nush. i df . il ) 1
Potential Scan or Brute Force
98.102.200. 172 |147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 3072 1
37.143.82.50 147.237.72. 167 |Net her | ands ishurimaka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
211.192. 116. 156(147. 237. 8. 28 Okfrea' RepubliC | oile-ks. idf.il |[ET SCAN Potential SSH Scan 1
211.192. 116. 156|147. 237. 8. 24 g‘f’rea’ Republic | |itestyle. idf.il|ET SCAN Potential SSH Scan 1
209. 41. 67. 92 147.237.0.19 |lhited Sates |madimatal.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
79.176.173. 155 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 159
149.78.154. 69 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 145
23.236.125.94 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 141
5.11. 41. 55 glcisgii:;a” Territory. {147, 237. 77. 216 |dover. i of i |dr op First packet isn't SN drop 123
213.89.8. 161 Sweden 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 114
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 101
37.8.59. 21 g‘ilcisgii:;a” Territory. {147, 237. 77. 216 |dover. i of i |dr op Frst packet isn't SN drop 89
24.230.64.176 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 85
173.54.15.189 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 63
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 58
181. 38.206.30 |Panana 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 58
107.223.129. 199|lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 55
66.249.78.173 |United Sates 147. 237. 77. 216 |dover. 1 | | €3M NG Engi nex TP Invalid invalid segnent retramsmssion. |, o 54
Ret r ansm ssi on Packet dr opped.
185. 120. 126. 40 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 53
46. 185. 153.85 |Jordan 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 51
205.203.135.1 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 51
46.19.86.152  |Israel 147, 237.72. 166 |aka i i1 |27 €AM NG Engine: TCP Invalid  invalid segnent retransmission drop 48
Ret r ansni ssi on Packet dr opped.
37.26.149.168 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 47
104. 237. 130. 101 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 46
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 42
79.177.172.24 |lsrael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SN drop 42
66.249.78.166 |Lnited Sates 147. 237. 77. 216 |dover i @ [ €M NG Engine: TCP Invalid — Jinvalid segnent retransmssion drop 42
Ret r ansni ssi on Packet dr opped.
64.233.172. 155 |lWhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 42
176.13.14. 175 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 40
66.249.78.159 |Wnited Sates 147. 237, 77. 216 |dover i @ [ €AM NG Engine: TCP Invalid — Jinvalid segnent retransmission drop 38
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 34
46. 19. 86. 84 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 34
157. 166. 167. 129|lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 33
52.16.5.197 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 29
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 28
46. 19. 86. 84 | srael 147.237.76.86 [navy.idf.il|dr op First packet isn't SN drop 27
64.233.172.163 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 27
212.179.90. 106 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
70.183.204. 187 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 25
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 25
46. 19. 86. 96 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 24
46.19. 86. 49 I sr ael 147. 237, 72. 156 |anan. i of 1 [ €A NG Engine: TCP Invalid — invalid segnent retransnission drop 24
Ret r ansm ssi on Packet dr opped.
79.180.140.11 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 24
46. 19. 85. 205 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 24
132.3.57.82 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 23
93.172.184.58 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 22
132.3.57.81 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
46. 19. 86. 88 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 21
2.52.183. 130 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 20
213.151. 35. 218 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
197. 135. 127. 225|Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 19
88.208.221.87 |Unhited Ki ngdom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 19
8.37.227.1 Anonynous Pr oxy 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 19
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
) . . Uhaut hori zed URL Access to
72.9.148.10  |Wited States |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Block |56
. . . Unaut hori zed URL Access to
79.182. 146. 171 |l srael 147.237.77.243|mobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bl ock 42
94.153. 10. 149 |Wkrai ne 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 94.153. 10. 149 B ock 28
146. 185. 234. 48 :3:;3} on 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut horized URL Access from 146. 185. 234. 48 B ock 28
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Par anet er Type Mol ati on PageNumin waw i df . i|/1362- he/ dover . aspx B ock 28
62.219.137.5 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 28
Illegal Byte Code Character in Method A[[#0]][[#0]][[#0]]!| ABEARPURER
130. 113. 30. 60 |Canada 147.237.76.86 |navy.idf.il &I} At A=A A«[ A2 Ao+[ [ #0] ] A- A¥4qAVA—A™][ [ #28] ] [ [ #15] ] AA?A. AYA; A8 ock 14
A?: A—A»AAA”
82.118. 24. 204 |Sweden 147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 82. 118. 24. 204 B ock 14
nobi | e. nei tav.idf.i _
212.199. 57. 200 |l srael 147.237.76. 39 | SSL Untraceabl e Gonnection - (pen Mde None 14
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 14
37.26.149. 168 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock 14
141.212.122. 96 |Lhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to /X Bl ock 14
176. 12. 136. 221 |I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 14
66.249.65.54 |Israel 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/main/sachar/fag. aspx Bl ock 14
Il1legal Byte Code Character in URL dAt[[#27]]" AexEA/AE® A x§
. . [[#1]] ! u[[#16] ] hAGE 6zA; ! [ [ #4] ] A" x+5A?A; [ [ #23] ] AsAuxzxT[#31] ] &€
130. 113. 30. 60 |Canada 147.237.76.86 |[navy.idf.il | ArneA xoA 2] [ #14] ] [ [ #8] ] A6t [ kA « AV quEA: AS- qoE Bock |14
pn6AVj [ #28] ] Asv<va
83. 130. 108. 178 |I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/ww aman.idf.il/ Bl ock 14
66.249. 78. 166 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to ww i df.il/894-he B ock 14
) . . Unaut hori zed URL Access to
216.9.110.6  |lhited States [147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 1518- he r ef uah. aspx& br ovser =1 Bock (14
37.142.68.96 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
94.153. 10. 149 |krai ne 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 14
77.125.153. 179 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 14
176.13.21. 139 |lIsrael 147.237.72. 156 |anan. i df . i | Too Many Cookies in a Request - 119 cooki es B ock 14
66.249. 67. 65 |lsrael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew pi ctures. asp B ock 14
Mal formed URL dAX[ [ #27] ] " A?xEAVAE° OTA x3[ [#1] ] %! u[ [ #16] ] hAE
130. 113. 30. 60 |Canada 147.237.76.86 |navy.idf.il i 6zA; | [ [#4]] A" x£5A2A [ [ #23] | AzAuxzx [ #31] ] A€} A™MX’A- xe B ock 14
A z[ [ #14] ][ [ #8] ] A—A€r [ kMl « AVEY gxEA- AS- qcEfx’pn6AYj [ #28] ] Avv<va
84.228.10.94 |israel 147.237.72. 166 |aka. i df .i | Unknown ‘Par gmet er ctl 00$ct | 00$(_:phMA| n$cphSachar $ct 151 in None 14
viw aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 14
218.87.48.233 |hi na 147.237.77. 176 |nat pash. i df . i | thaut hori zed LR. Access to Bock |14
W cogat . i df . i |/ shar ed/ user cont r ol s/ header upper /
46.121. 157. 120 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 14
Russi an Unaut hori zed URL Access to
146.185.234.48|_ " " 147.237.0.34 |tikshuv.idf.il tikshuv.idf.il/tenpl ates/ news/ news. i n. aspx/tenpl at es/ sendt of ri end/ sendt o [B ock 14
friend. aspx
109. 65. 20. 165 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 14
77.127.72.70 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
) . . Unaut hori zed URL Access to
199. 16. 156. 125 |Lhited Sates |147.237.77.216|dover.idf.i | W df i1 /i p Storagel il es/ 6 si ze220x0/ 17396,  pg B ock 14
. . Uhaut hori zed URL Access to
66.249.67.83 |l srael 147.237.77. 216 |dover. i df .il 147. 237.77. 216/ 1133- 18489- he/ dover . aspx Block |14
NLLL Character in Method A[[#0]][[#0]][[#0]]!| AAEA?PUREALI}  r A—
130. 113. 30. 60 |Canada 147.237.76.86 |navy.idf.il A A«[ A2 Ra+[ [ #0] ] A- A¥4qAVA—A™[ [ #28] ][ [ #15] ] AA?A. AYAcA’A?; A— |B ock 14
A»A~A~A”
93.172.188. 182 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
157.55.39.26 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Gode B ock 14
130. 113.30. 60 |Canada 147.237.76.86 |navy.idf.il Abnornal |y Long Request met hod B ock 14
207.46.13.35 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.75.7 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ Bl ock 14
17.138.58. 153 |lhited Sates |147.237.72.166|aka.idf .il Uhaut hori zed URL Access to ww aka. i df . i/ appl e-app-site-associ ation B ock 14
Unknown HTTP Request Method A[[#0]][[#0]][[#0]]!| AREAPUAEA
&I} Ar A=A A«[ A2 Ao+[ [ #0] ] A- A¥4qAVA—A™[ [ #28] ] [ [ #15] ] AsA?A. AYAGA
. . A2, A—AAAK in URL dAx[[#27]] " APxEAVAE® OTA x3
130. 113. 30. 60 |Canada 147.237.76.86 |navy.idf.il [[#1]] x! u[ [#16] ] A 62A; | [ [#4]] A x25A0A] [ #23] ] AbAuxaxT [ #31]] 4€ Bl ock 14
VA™MA- xo Z[ [ #14] 1 [ [ #8] ] A—A€L [ kM| « AVEY gx£A- AS- qcETx’
pn6AYj [ #28] ] Asv<va
94.23.30.222 |France 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 14
68.180. 230. 244 |Wnited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
157.55.39.51 |lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ B ock 14
62.219.137.5 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ None 14
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