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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
46. 19. 86. 28 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 38
0.0.0.0 147.237.77. 216 dover.idf.il |SINHood full table dr op 36
109. 67. 29. 179 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 30
2.54.53. 115 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 23
79.177.134. 85 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 22
80. 246. 136. 192 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 10
213.151.51. 104 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
79.178. 49. 53 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 5
37.142.105. 80 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
2.54.26.0 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 5
80. 246. 136. 134 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
46. 19. 85. 97 | srael 147.237.77.216 dover.idf.il |[SYINHood full table drop 4
46.19. 86. 120 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 4
46. 19. 85. 144 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 3
176.12. 136. 186 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
89. 138. 209. 112 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
2.54.154. 224 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 3
213. 57. 60. 27 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 3
80. 246. 136. 145 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
46. 19. 86. 117 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 3
2.54. 145. 205 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
173.71.48. 158 Lhited Sates 147.237.77.216 dover.idf.il |SINHood full table drop 2
37. 26. 149. 240 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
80. 246. 136. 121 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 2
76.216.154. 170 Lhited Sates 147.237.77.216 dover.idf.il |SYINHood full table dr op 2
2.54.154. 224 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 1
109. 64. 184. 47 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
109. 64. 184. 47 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
2.54. 145. 205 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 1
109. 66. 24. 218 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 1
109. 64. 184. 47 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 1
37.142.116. 214 | srael 147.237.77. 216 dover.idf.il |Invalid TGP H ags dr op 1
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41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 9
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 3
66.249. 78.173 |147.237.77.216|W0ited Sates dover.idf.il [ET SCAN NVAP -sA (2) 2
95. 86.122. 250 |[147.237.77. 233 I srael atal.idf.il ET D05 Large anount of TGP ZeroWndow - Possible N ller2 Chos 2
attack
82.80.196.44  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
210. 61. 150. 154 |147.237.0.35 |Tai wan akaws.idf.il |ET SCAN NVAP -sS w ndow 3072 1
210. 61. 150. 154 [147.237.0.35 [Tai wan akaws.idf.il |ET SCAN NVAP -f -sS 1
188. 68. 224. 151 |147. 237. 77. 205 |Pol and prisha.idf.il |ET SCAN NMVAP -sS w ndow 3072 1
82.192.68.46  |147.237.77. 216 |Net her| ands dover.idf.il [portscan: TCP Distributed Portscan 1
210. 61. 150. 154 |147.237.0.35 |Tai van akaws.idf.il |ET SCAN NVAP -sS w ndow 2048 1
209.41.67.92 |147.237.8.50 |lhited Sates e.tikshuv.idf.i|[ET SCAN NMAP -sS w ndow 1024 1
188. 68. 224. 151 |147. 237. 77. 205 |Pol and prisha.idf.il |ET SCAN NVAP -sS w ndow 4096 1
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62.201. 200. 132 |Iraq 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 106

109. 64. 206. 21 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 102
Sreamng Engine: TCP Invalid i i ssi

37.26.146.212 |israel 147.237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. | 90
Ret r ansm ssi on Packet dr opped.

85. 250. 156. 50 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 84

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 83

109. 160. 131. 115]l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 79

76.216.154. 170 |Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 72

46.121. 30. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 67

37.202.79. 32 Jordan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 64

46. 19. 86. 250 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63

2.54.187.178 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 53

176.13.1.75 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 45

100. 100. 44. 17 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 41

99. 224.238.30 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 40

37.26. 149. 240 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 39

109.75.78.5 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
Sreamng Engine: TCP Invalid i i ssi

66.249.78. 159 |Wnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. 36
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.78.166 |lited Sates |147.237.77.216|dover.idf.il 9 =g Invalid segnent retransmssion. g 36
Ret ransm ssi on Packet dr opped.

46.120. 171. 109 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31

100. 100. 4. 64 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 31

46. 185.198. 27 |Jordan 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29

52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 28

183.79. 221. 163 |Japan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26

76.198. 25. 56 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 25
Sreamng Engine: TCP Invalid i i ssi

66.249.78.173 |Wnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 24
Ret ransm ssi on Packet dr opped.

173.71.48.158 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 23

212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22

80. 246.130.92 |Israel 147.237.77. 226 "‘:"Y“ chamatz. aka. idf | o First packet ismt SWN drop 22

46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20

5. 102. 254. 148 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20

46.121. 211. 156 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
Sreamng Engine: TCP Invalid i i ssi

87.69.82.108 | srael 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. g 18
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

66.249.84. 165 |United Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. 18
Ret r ansm ssi on Packet dr opped.

46. 19. 85. 48 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 17

54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17

93.172.184. 58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16

67.68.241.150 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16

157.55.39.237 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 16

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
Sreamng Engine: TCP Invalid i i ssi

66.249.67.53  |Wnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 14
Ret r ansm ssi on Packet dr opped.

195. 34.150. 18 |Austria 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 13

213.89. 8.161 Sweden 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13

50.87.144.145 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 13

176.12.137.8 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi

46.19.86.171  |Israel 147.237.72. 167 |i shuri maka. i of . i | 9 =g Invalid segnent retransmssion. | 12
Ret r ansm ssi on Packet dr opped.

54.187. 55. 213 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi

46.19.86.254  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 12
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46. 19. 86. 42 | srael 147.237. 72. 166 |aka i df .i 1 9 g Invalid segnent retransmssion. | 12

Ret ransm ssi on

Packet dropped.
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46.116.125. 114 [l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Mainy of the Sane Response Code (404) B ock 2324
76.198. 25. 56 Lhited Sates |147.237.77.216|dover.idf.i | Mul ti pl e Unaut horized URL Access from 76.198. 25. 56 B ock 294
183. 79. 221. 163 |Japan 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 70
} . . Lhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 56
176.12. 140.74 |israel 147.237.77.243|nobi | e. i df . i | Unhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 42
82.118.24.206 |Sweden 147.237.77.233|atal .idf.il Ml tipl e Unauthori zed URL Access from 82.118. 24. 206 Bl ock 42
66. 249. 67. 65 I srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 28
207. 46. 13. 35 Lhited Sates |[147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/yohal an/ mai n0926. ht m B ock 14
178. 62. 222. 234 zlnt:gom 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 14
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.77. 216 |dover . i df . i | ww i cf i1/ at al 1/ Zkor/ vi ew i . asp B ock 14
46.19. 85. 170 I srael 147.237.76.86 |navy.idf.il Mitiple Illegal HITP Version from46. 19. 85. 170 Bl ock 14
95. 35. 193. 35 I srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut hori zed URL Access from 95.35.193. 35 B ock 14
82.118.24.206 |Sweden 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/wp-admn/ B ock 14
66.249.78.159 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waww i df.il/1133-17754 B ock 14
. . S Untraceabl e Gonnection - Protocol violation
192. 114. 91. 233 |l srael 147.237.72. 166 [aka. i df . i | (SSL OONN GLI ENT FELLO) None 14
141.212.122. 96 |lLnited Sates [147.237.0.34 |ti kshuv.idf.il Unaut hori zed URL Access to /x B ock 14
46.120.129.99 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 14
m ny- kosher - kravi . i j i
93.172.171. 237 |israel 147.237.0. 17 ny llegal Paraneter Encoding rnd in . None 14
df.il mny-kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
31.154.155. 211 |israel 147.237.72. 166 |aka. i df . i | thknown Par anet er __VI EVETATEENCRYPTED i n None 14
wwv aka. i df . i |/ mai n/ gi yus/ t al pi ot questi onnai re. aspx
207.46.13.171 |Wited Sates |147.237.77.243|nobi | e.idf .il Lhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 14
76.198. 25. 56 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ 6_s3_ |Bl ock 14
. . Lhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.77. 216 |dover . i df . i | v i o i1/ at al 1/ zkor/ vi ew i ngt op. asp B ock 14
46. 19. 85. 170 I srael 147.237.76.86 [navy.idf.il Mil tiple Ml formed URL from46. 19. 85. 170 Bl ock 14
95. 35. 193. 35 I srael 147.237.77.233|atal .idf.il PHP Attenpt Bl ock 14
84.110. 145. 248 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/https:/wan aka.idf.il/ [B ock 14
. . Unaut hori zed URL Access to
66.249.78.173 |[Israel 147.237.77.216|dover.idf .i | ww i of i1 /i nternati onal traini ng/catal og. asp Bl ock 14
206.144.84.189 |ited Sates |147.237.77.216|dover.idf.il Whauthori zed LRL Access to . . B ock 14
waw i df . i |/ engli sh/ rk=0/r s=zwasxt 9kp6j r laucpuf zgzwzcj y-
: . . Unaut hori zed URL Access to
157.55.39. 194 |lhited Sates [147.237.77.170 |n@arachot . i df . i | naar achot i df i 1/ pdf /111 es/ 5/ 112745, pf B ock 14
66.102.9. 13 Lhited Sates |147.237.72.166|aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
m ny- kosher - kravi . i _ .
93.172.171. 237 |Israel 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from93.172.171. 237 None 14
46.19. 85. 170 I srael 147.237.76.86 |navy.idf.il Aonornal |y Long Request request version Bl ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
213.57.211. 178 |[Israel 147.237.72. 166 [aka. i df . i | wiw aka. i o . i |/ nai v Sachar / tf asi m aspx None 14
77.126.232.64 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
188. 120. 148. 154/ srael 147.237.72. 166 |aka. i df . i | Unknown Par anet er __VI ENSTATEENCRYPTED i n None 14
wwv aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
46.19. 85. 170 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unknown HTTP Request Method from 46. 19. 85. 170 B ock 14
95. 35. 193. 35 I srael 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal .idf.il/admn. php Bl ock 14
85. 64. 90. 118 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
66.249.78.240 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 14
207. 46. 13. 35 Lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
157.55.39.199 |Wited Sates [147.237.77.176 |nat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 14
95. 35. 193. 35 I srael 147.237.77.233|atal .idf.il Admin Bl ocki ng Bl ock 14
46.19. 85. 170 I srael 147.237.76.86 |navy.idf.il Illegal HITP \ersion deflate, sdch B ock 14
82.118.24.204 |Sweden 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/wp/wp-admn/ B ock 14
66.249.67.65  |Israel 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 14
wwv i df il /atal 1/i zkor/ vi ew i ng. asp
Russi an Paraneter Type Mol ation
188. 143. 232. 16 . 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P acetol der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 14
Federati on . )
wan i df . i | /1283- en/ dover . aspx
46.19. 85. 170 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method : in URL gzip, B ock 14
. . Uhaut hori zed URL Access to
95. 175. 35. 73 I sr ael 147.237.76.86 |[navy.idf.il vaw navy. i df i |/ shar edl user cont r ol s/ header upper Bl ock 14
87.68.241.23  |israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in N None 14
wan aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
207. 46. 13. 35 Lhited Sates |[147.237.72.166|aka.idf.il Ml tipl e Unauthorized URL Access from 207. 46. 13. 35 Bl ock 14
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