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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 406
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 178
31.168.203.171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 73
80. 12. 63. 185 France 147.237.77. 216 dover.idf.il SYNHood full table drop 42
85. 65. 244. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 40
109. 186. 51. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 32
95. 86. 110. 111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.177.214.12 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 15
82.166. 101. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
46. 19. 85. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 12. 143. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 9
79.182. 181. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
185.32.179.8 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
31.175. 23. 28 Pol and 147.237.77.216 dover.idf.il SYNHood full table dr op 7
109. 67. 27. 23 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 7
5.22.129. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
89. 133. 36. 240 Hungary 147.237.77. 216 dover.idf.il SYNHood full table drop 6
50. 159. 6. 225 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 6
89. 138. 221. 170 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85.64. 1. 10 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
80. 246. 136. 179 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
213.57.12.77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 186. 185. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
213.57.210. 126 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.228.199. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.111.100. 100 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
174.102. 139. 58 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 86. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
89. 138. 226. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84. 228. 19. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.117. 158. 93 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 65. 215. 220 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 4
179. 158. 82. 203 Brazil 147.237.77. 216 dover.idf.il SYNHood full table drop 4
5.22.129. 224 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 64 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 88. 229. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
88. 8. 175. 150 Fai n 147.237.77. 216 dover.idf.il SYNHood full table drop 3
94.159. 183. 118 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 3
37.26. 148. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
80. 12. 63. 185 France 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
176. 13. 12. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
85. 250. 2. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 19. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 85. 146 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 2
5.28. 187. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
77.126.165. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.142.144. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.177.102. 193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
149. 78. 50. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
62.90. 107. 178 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Count |

143. 53. 85. 143 Lhi ted Ki ngdom 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Feder at i on

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
27.75.168.255 |147.237.0.19 |V etnam madi matal .idf.il ET SCAN Potential SSH Scan 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
27.75.168.255 |147.237.0.17 |\ etnam mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 4
80. 246. 136. 179 |147.237.0.19 |[Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
66.249.78.159  [147.237.77.216|Whited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 2
221.228.67.62 |147.237.72.156|Chi na anan. i df il ET SCAN Potential SSH Scan 1
183.87.125.98 [147.237.8.50 |india e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
182. 48.105. 216 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
176. 13. 23. 66 147.237.77. 233 [ srael atal.idf.il ET D5 Large armount of TCP ZeroWndow - Possible Niller2 1
DDos attack
93. 173. 35. 52 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46.148. 20. 22 147.237. 77. 226 |Li thuani a ww chanat z. aka. i df .il  [ET WEB SERVER Mii ebl ackcat scanner 1
37.105.22.21  |147.237.0.34 |RSSI&n ti kshuv. i df . ET SCAN Potential SSH Scan 1
Feder at i on
221.228.67.62 |147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
31.184.242.17 |147.237.77.216 gj::;”ion dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
183.87.125.98 |147.237.8.50 |india e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 249. 169. 58 [147.237.76. 38 [l ndonesia eeneitav.idf.il BT SOAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
109. 160. 190. 147|147, 237. 72. 166 |I srael aka.idf.il portscan: TGP Dstributed Portscan 1
91.147.180.56 [147.237.0.200 [Saudi Arabia mau. i df . il ET SCAN NMAP -sS w ndow 4096 1
221.228.67.62 |147.237.72.167 |China i shuri maka.idf.il ET SCAN Potential SSH Scan 1
37.195.22.21  |147.237.0.19 [SSI&" nedi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
87.68. 148. 2 I srael 147. 237. 76. 200 |ei tan. aka.i of . il Streamng Engi ne: TP Invalid segnent retransmssion. |, 372
Inval i d Retransnission Packet dr opped.
208.115.113.89 |LWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 180
84.108. 104. 109 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 148
46.19.86.115  |israel 147.237.72. 167 | srimaka idr i1 | €amng Engi ne: TCP Invalid segnent retransmssion. | 126
Inval i d Retransnission Packet dr opped.
5.28.177. 136 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 81
199. 249. 227. 159|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
82.102. 169. 113 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 66
46.19. 85. 181 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 62
50. 159. 6. 225 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 55
66. 249. 78. 159 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 55
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
82.166. 101. 22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 52
151. 80. 31. 115 Italy 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 52
46. 19. 86. 98 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 48
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
46.19.86.196  |Israel 147.237.72. 167 i shurimaka iof i1 || camng Engine: TCP Invalid segment retransmssion. f 48
Invalid Retransm ssi on Packet dr opped.
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 48
89.138. 199. 205 |Israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence mdgstvrf:;”lt wehdifferent ) onitor |47
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
88. 8. 175. 150 Spai n 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 44
66.249.78.166 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 41
46.116.161. 1 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
80.179.9.7 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
66.249. 78.159 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 37
37.142.116.214 [ srael 147. 237. 72. 156 |anan. i df .| Bad TCP sequence wﬁtrs\:;sx?c;fth moni tor |36
212.76.101. 122 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
80. 179. 9. 115 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
37.142.115.206 |israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence wﬁtrﬁf;ﬁ?&fth monitor (36
149. 88. 229. 142 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
198. 103. 184. 76 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
68. 180. 228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
109. 67. 60. 122 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
80.12. 63. 185 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
54. 244, 22. 103 Lhited Sates 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 32
66.249.78.166 |United Sates 147. 237.77. 216 |dover i of . i Streamng Engi ne: TP Invalid segnent retransmssion. |, 32
Inval i d Retransnission Packet dr opped.
31.154.157.231 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
66. 102. 8. 173 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 31
179. 158. 82. 203 |Brazil 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
46. 19. 85. 95 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
76.173.132.231 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 30
79.177.151.122 |israel 147.237.77. 226 [ chamatz. aka. idf |4 o First packet isn't SN drop 29
213. 244. 65. 138 _’?j”els: io:‘;‘:"”acupi o [147-287.77. 216 |dover i df i1 drop Frst packet isn't SN drop 28
37.201.193.2 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Oount
46.19.86.124  |Israel 147.237.0.19 |nadimatal .idf.j|| /20 &Y of the Sane Response Code (404) in Session from Bl ock 12662
46. 19. 86. 124
. . Uhaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | v cogat i o i /i p storagelfi1 es/ O/ si 2e220x0/ 3410.  pg. St Bl ock 840
87.68.148. 2 | srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 280
178.150. 15. 131 |krai ne 147.237.72. 166 |aka. i df . i | PHP At t enpt Bl ock 84
. . . Uhaut hori zed URL Access to
84.228.199. 104 |lIsrael 147.237.77.243|nobi le. i df .i | nobi l e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 B ock 84
178. 150. 15. 131 |lkrai ne 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 178. 150. 15. 131 Bl ock 70
] . . D stributed Lhauthorized URL Access on
72.9.148.10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx B ock 56
79.179.191. 113 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qly Molation in o None 28
wwn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
. . . Paraneter Type M ol ation searchText in
31.154.157.231 [lIsrael 147.237.0.34 |tikshuv.idf.il vown i kshuv. i df i 1/ 901- he/ ti kshuv. aspx B ock 26
54.244.22.103 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
157.55.39.110 |Uited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1120- he/ nakhal . aspx Bl ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
89. 139. 24. 94 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai r/ Sachar /tf asi m aspx None 14
46.19. 86. 124 I srael 147.237.0.19 |nadi matal .idf.il|{Too Many 404: Response Code per Session B ock 14
Russi an . . Paraneter Type Molation fronDate in
188. 143. 232. 16 eration 147.237.77.176 \nat pash. idf . il [ cogat .i df . |/ 901- en/ cogat . aspx Bl ock 14
142.54.172.110 |Uited Sates 147.237.76.200|ei tan. aka. i df . i | |Unhauthorized URL Access to dns. cl oud. ph/ B ock 14
85. 250. 65. 6 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/ gi yus/ waw navy.idf.il |B ock 14
66.249.78.173  |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 14
157.55.39.126 |Uhited Sates 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ robots. txt B ock 14
89. 234. 68. 70 Irel and 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 14
84.94.179.173 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
. . Uhaut hori zed URL Access to
212.150. 209. 2051 srzel 147.237.72. 166 aka. 1 df . i waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58607&doci d=25004 Bl ock 14
142.54.187.42 |wited Sates 147.237.77.234|hal ag. i df . il D stributed Waut hori zed LRL Access on dns. cl oud. ph/ B ock 14
’ . . . Uhaut hori zed URL Access to
69.171.230.102 |Lhited Sates  [147.237.0.34 |[tikshuv.idf.il 147.237.0. 34/ si p. st or agel fi | es/ 4/ si 26220x0/ 1744. | pg B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
94.159. 191. 0 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ i v sachar/ request . asp None 14
84.109. 153. 6 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 14
. . D stributed Lhauthorized URL Access on
46.116.172.12 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 14
151.80.31.115 |italy 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df.il/newsitel engli sh/ nain. asp Bl ock 14
87. 68. 166. 56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 14
109. 186. 40. 71 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka.idf.il/nitgaisim Bl ock 14
. . Dstributed Lhauthorized URL Access on
84.228.97.237 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o i1/ htt ps: / ww aka. i of i1/ B ock 14
50. 159. 6. 225 Lhited Sates 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
157. 55. 39. 64 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
87.69.134.245 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 14
77.125.97.81 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
46.19. 85. 109 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
178.150. 15. 131 |lkrai ne 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to wwv aka. idf.il/main/giyus/index. php Bl ock 14
142.54.172.106 |Uited Sates 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to dns. cl oud. ph/ Bl ock 14
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