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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 132
93.172.143. 172 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 17
80. 246. 137. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
46. 19. 86. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.181. 126. 27 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 6
79.182. 154. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.181. 126. 27 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 6
79.181. 20. 116 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 5
2.54.168. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
109. 65. 153. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.228.79.91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 160. 172. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.183.111.121 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
98. 27. 225. 40 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 4
79.182.39. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
91. 143. 235. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 64. 146. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
89. 138. 218. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
205. 126. 164. 128 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
84.108. 159. 95 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 3
46.19. 85.170 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
2.54.186. 18 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
46.116. 74. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
84.108. 92. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 85. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
132. 70. 66. 14 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
176.13.0. 19 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
176.13. 21. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
188. 225. 146. 199 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il SYNHood full table drop 1
80. 246. 136. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
79.177. 63. 148 | srael 147.237. 76. 31 nakchal .idf.il |Mcrosoft. NET-iri Par- Exec dest - reset 1
92.241.53. 179 Jor dan 147.237.77. 216 dover.idf.il SYNHood full table drop 1
83.137.1.199 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action ‘Count |

142.4.215.192  |Canada 147.237.77.74 |lawidf.il 19863: HITP. VérdPress Revsli der/ Showbi z PHP File Wl oad B ock 2
79.177.63. 148 I srael 147.237.76.31 |nakchal . i df.i||[C1000004: HTTP. options nethod (M crosoft) B ock 1
217.118.81. 20 Russi an Federation |147.237.77.216 |dover.idf.il [12580: HITP. SQ Injection (Qooki e Header) B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry|Ste

Signature

192.198. 151. 45 [147. 237. 72. 167 |Eur ope ishurimaka.idf.i|ET SCAN NVAP -sA (2) 5
212.94.120.17 (147.237.77.216 :Z:::tnion dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
012 94.120. 17 147, 237 77, 216 |FUSSi@N dover i df il SERVER- VEEBAPP WWor dpr ess ti mt hunb. php thene renote fil e include 5
Federation attack attenpt
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
212.94.120.17 |(147.237.77.216 RF«;Z:::S on dover.idf.il ET QURRENT_EVENTS Wirdpress timthunb | ook-alike donain list RFl |2
103. 232. 35.93 [147. 237. 77. 212|Hong Kong e.dover.idf.il |ET SCAN NVAP -f -sS 1
89.132.102. 70 |147.237.77. 216 |Hungary dover.idf.il portscan: TCQP Distributed Portscan 1
59.45.79.117  |147.237.77. 233|Chi na atal .idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237.77. 170|Chi na naarachot.i df .il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.72.14 |China dover.idf.il (o d)|ET SCAN Potential SSH Scan 1
50.97.52.131  [147.237.77.216|thited Sates dover.idf.il portscan: TCP O stributed Portscan 1
176.13.12. 165 [147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1
46.19.86.199 |147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
115.182.17. 13 |147.237.8.46 |China e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
46. 19. 85. 58 147.237. 72. 166 || srael aka.idf.il portscan: TCP DO stributed Portscan 1
103. 232. 35. 93 |147.237.77. 212 |Hong Kong e.dover.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
2.52.133.254 [147.237.72. 166l srael aka.idf.il portscan: TCP O stributed Portscan 1
92.210.16.28  |147.237.77. 216 |Ger many dover.idf.il portscan: TQP Distributed Portscan 1
80.82. 64. 81 147 237.0.33  |net her! ands il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
59.45.79.117  |147.237.77. 205|Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  [147.237.72. 167 |Chi na ishurimaka.idf.i|ET SCAN Potential SSH Scan 1
54.72.73.168 |147.237.77.216|lrel and dover.idf.il portscan: TCP O stributed Portscan 1
46.120.70. 128 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
117. 151. 64. 140 [147. 237. 77. 216 |Chi na dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 97 147.237.77. 216 |1 srael dover.idf.il portscan: TCP O stributed Portscan 1
115.182.17.13 [147.237.8.46 |China e.chinuch.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 657
191. 202. 43. 101 |Brazil 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 329
5.108.129. 115 |Saudi Arabia 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 182
77.127.250. 132 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 163
50. 206. 149. 130 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 126
149.78.154.69 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 94
74.83.221.201 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 94
92. 40. 248. 215 zi;g’gom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 93
46.19.86.186  |Israel 147237, 72. 166 |aka i o 11 |} @M NG Engine: TCP Invalid nvalid segnent retransmssion. Packet |, 72
Ret r ansni ssi on dr opped.
206.214.131.22 |lhited States [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 69
79.178.39.158 |lsrael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 58
84.228.79.91 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 50
85. 64. 80. 160 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 48
46.19. 86. 11 I'srael 147237, 72. 166 |aka i o 11 |} @M NG Engine: TCP Invalid Invalid segnent retransission. Packet |, 48
Ret r ansni ssi on dr opped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 46
84.109.124.84 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 45
37.142.108.91 | srael 147.237.72.166 |aka.idf.il |Bad TCP sequence mg?v(;:;a”m‘ wthdifferent — Joonitor |43
79.179.139.178 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 43
79.179.181. 116 |lsrael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 41
205. 126. 164. 128|Wnited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 40
164. 138. 126. 167 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 38
79.178.102. 151 |lsrael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 38
176.13.9.81 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 37
66.102.8.161  |uited Sates |147.237.77. 234 hal ag i o i | SAM NG Engine: TP Invalid nvalid segnent retransmssion. Packet | 36
Ret ransni ssi on dr opped.
66.249.78.166 |United Sares [147. 237, 77. 216 |dover. i o i| | SAM N Engine: TP Invalid nvalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 35
54.72.0.55 Irel and 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 34
79.180. 110. 226 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 32
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 30
212.179.90. 106 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 30
24. 29. 65. 63 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 30
46. 19. 86. 88 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 29
176. 13. 13. 87 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 25
85. 64. 102. 59 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 25
79.177.63.148 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 25
89.138.194.52 |israel 147.237.77. 234 |nal ag.i of .i[Bad TCP sequence ig;e”a”s”“ with different wndow | oo fos
213.57.140. 144 I srael 147.237.72. 166 |aka i df il [Bad TCP sequence mﬁsrcc;;ansmt wehdifferent — Joonitor |25
66.249.84.167 |Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 23
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 23
93.172.184.58 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 23
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 23
89. 138. 199. 205 I srael 147.237.77. 234 |nal ag.i of .i|Bad TOP sequence ?Cg;e”ansm't wth different wndow | pnivor |23
68.180.228. 112 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 22
109. 160. 133. 188l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 22
86. 145. 133. 176 E?ir:;gom 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 22
109. 67.123. 156 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 21
50.87.144.145 |lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 21
84.228.83.147 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 21
100. 100. 74. 205 147.237.72. 166 |aka. idf.il |dr op Frst packet isn't SYN drop 21
100. 100. 54. 214 147.237.72. 156 |anan.idf .il|dr op Frst packet isn't SN drop 19
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Oount
79.177. 104. 223 |I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 11769
5.22.129.158 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 1358
46.19. 86. 17 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 336
. . Parameter Type Molation f in
78.179.144.78 |Turkey 147.237.76.86 [navy.idf. il ww navy. i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 224
78.179. 144.78 |Turkey 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 78.179. 144. 78 B ock 196
109. 67.54.61  |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 112
. . Paraneter Type Molation d in
78.179.144.78 |Turkey 147.237.76.86 [navy.idf.il ww navy. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 98
. . Paraneter Type M ol ati on Sessi onCode in
78.179. 144. 78 |Turkey 147.237.76.86 |navy.idf.il vow nawy. i df . i 1/ shar ed! aj ax cr eat ecapt chai nage. aspx Bl ock 84
85. 65. 60. 23 I srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on wwy aka. i df .il/wwn tikshuv.idf.il |B ock 70
109. 67.54.61 |[Israel 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 109. 67. 54. 61 B ock 70
84.228.220.29 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwy aka. i df.il/main/ Bl ock 56
) . . D stributed Lhaut horized URL Access on
72.9.148.10  |[lhited Sates (147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- hel navy. aspx. aspx B ock 56
142. 4. 215. 192 |Canada 147.237.77.74 [lawidf.il PHP Att enpt B ock 56
142. 4. 215. 192 |Canada 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 142. 4. 215, 192 B ock 42
. - Paraneter Type Molation rnd in
78.179.144. 78 [Turkey 147.237.76.86 [navy.idf.il v nawy. i df .11/ shar ed/ aj ax/ cr eat ecapt chai mage. aspx Bl ock 42
46.19.85.244 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 42
78.179. 144. 78 |Turkey 147.237.76.86 |navy.idf.il PHP Attenpt B ock 42
109. 67.54.61  [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to vwwu anan. idf.il/sip_storage/files/4/ B ock 31
142. 4. 215. 192 |Canada 147.237.77.74 [lawidf.il Mil tiple Adnin Bl ocking from 142. 4. 215. 192 B ock 28
31. 168. 210. 154 |I srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 28
. . Unaut hori zed URL Access to
78.179.144. 78 [Turkey 147.237.76.86 |[navy.idf.il vaw nawy. | df i 1/ shar edl user cont r ol s/ header upper / Bl ock 28
Ostributed Paraneter Read Qnly Mol ation
84.228.109. 89 |lsrael 147.237.72. 166 [aka. i df . i | wwv aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx None 28
par anet er
Russi an . . : . o
2.93.193.166 | oo 147.237.77. 216 |dover.i df . il Dstributed Suspicious Response Code B ock 14
176.13. 4. 37 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
142. 4. 215. 192 |Canada 147.237.77.74 |lawidf.il Admi n Bl ocki ng B ock 14
] . - Unknown Paraneter _ VI EASTATEENCRYPTED i n
107. 107. 61. 234 |Wited Sates |147.237.72.166|aka. i df.i | vaw aka. i df i 1/ mai v sachar / vi ewpni of . asp None 14
66.249.78.95 |[Israel 147.237.77. 216 |dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 14
42.98.236.87 |Hong Kong 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
198. 204. 249. 34 |Lhited Sates |147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/defaul t.aspx B ock 14
79.177.63.148 |Israel 147.237.76.31 |nakchal .idf.jl |19 Be Cde Caracter in Paraneter \alue at 29 for Bock |14
wwv nakhal . i df.il/scriptresource. axd
142.54.174.69 |Wited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed LRL Access to dns. cl oud. ph/ B ock 14
92.124. 69. 93 :Z:::tnl on 147.237.77.216|dover.i df . il Paraneter Type Miolation lang in wwidf.il/1283-en/ dover. aspx Bl ock 14
62.219.137.5 |Israel 147.237.72. 156 |anan. i df . i | SSL Lhtraceabl e Connection - (pen Mde None 14
79.177. 200. 141 [I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 14
185. 27. 105. 180 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
107.150.55.53 |Wited Sates [147.237.77.19 |lawforumidf.il |Uauthorized LR Access to dns. cl oud. ph/ B ock 14
66.249. 78. 159 [l srael 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 14
. . . |Whaut hor i zed Met hod PCST for
46.19.85.244  [Israel 147.237.76. 147 |chi nuch. aka. i df . i) " T 17 900- hef chi nuch. aspx None 14
) - - Unaut hori zed URL Access to
207.46.13.35 |Lhited Sates [147.237.72.166|aka.idf.il aka. i df i | /| Ui m common/ i ncl udes/ bi gnevwnd. asp B ock 14
Illegal Byte de Character in Qery Sring
79.177.63.148 |[lIsrael 147.237.76.31 |nakchal .idf.il d=2WPEf j R0Hb4Jsj 2361 ¢v5 M1 ¢Ya[ [ #4] 1 [[#2] ] [ [#3]] 3s[ [ #19] ] C3KsKCcK3s[ [ |B ock 14
#3] ] si ¢ [#19] ][ [#19]] SS on ww nakhal .i df .i1/scriptresource. axd
142.54.187.45 |[Uhited Sates |[147.237.77.74 |lawidf.il Unhaut hori zed URL Access to dns. cl oud. ph/ Bl ock 14
. - D stributed Lhaut hori zed URL Access on
109. 186. 76. 16 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /vw aka. i o i1/ B ock 14
94.230. 86. 249 |Israel 147.237.76.30 |hinush.idf.il Uhaut hori zed LRL Access to wwwu hi nush. atal .idf.il/ Bl ock 14
66.249.67.53 |Israel 147.237.77.216|dover. i df .i |l D stributed Suspici ous Response Code B ock 14
185. 27. 105. 180 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter gigyus in aka.idf.il/ None 14
80.179. 5. 48 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
5. 140. 162. 189 gz;:l’] o 147.237.77. 216 |dover . i df . i | Paraneter Type Violation SortDir in wawidf.il/1283-en/ dover. aspx B ock 14
. . Unaut hori zed URL Access to
66. 249.78. 159 [l srael 147.237.77. 216 [dover. i df . il v i df i 1/ 1283- 16552- e/ dover . aspx-ti t| ef or B ock 14
109. 65. 2. 66 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 14
. . D stributed Lhaut hori zed URL Access on
89.138.194.52 |[Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 14
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