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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 173
81.218. 241. 25 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 92
85. 65. 24. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 30
176.13.17. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
146. 185. 61. 218 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
79.120. 228. 134 Hungary 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.179.197. 2 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
212.199. 99. 132 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
2.52.36.31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79. 183. 69. 63 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
194. 90. 83. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
2.54.143. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 13. 19. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 250. 225. 25 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
109. 64. 206. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 247 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.179.197.2 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
93.173. 10. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
66. 102. 8. 168 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
46. 120. 103. 230 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.54.131.234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
190. 210. 8. 205 Argentina 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 78. 81. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 186. 51. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
172.56. 26. 78 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 4
109. 64. 6. 45 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
80. 246. 136. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 85. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.181. 20. 52 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
212.179. 64. 162 | srael 147.237. 72. 166 aka.idf.il Bl ock_Up Al _Nets drop 3
64.233.172. 162 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
176.13. 17. 87 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
85.218. 72. 75 Sntzerl and 147.237.77. 216 dover.idf.il SYNHood full table drop 2
93.172. 66. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
85. 250. 74. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
79.176.122.110 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.129. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
128. 139. 18. 166 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
185. 27. 105. 184 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.13. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.14.2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
66. 102. 8. 152 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 1
5. 8. 66. 69 Russi an Federation 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1
46.19. 86. 247 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
176.228.13.72 | srael 147.237.77. 216 dover.idf.il Inval i d TP H ags drop 1
66.102. 8. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
46. 19. 86. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
89. 139. 30. 71 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

At t acker At acker .

count ry ’Target Address |Site Sgnature
81. 218. 251. 250 |l srael 147.237.77. 170 [maar achot . i df . i [|C1000004: HTTP. options nethod (M crosoft) B ock
31.154.25.122 |[Israel 147.237.77.74 [lawidf.il C1000004: HTTP. options nethod (M crosoft) B ock
120. 25. 210. 25 |China 147.237.77. 170 |n@ar achot . i df . i 1|3593: HITP. SQ Injection (INQN B ock
210.31.77.19 |china 147.237.77.19 |l aw forumidf il ﬁfg:abmg PHP-C3 Query String Parameter Command |njection Bl ock 1




|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

10-22-2015-15:04:00 to 10-22-2015-16:04:00

|Signature

37.237.112.24 147.237.77. 216 Irag dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.44.30 147.237.72. 166 I 'srael aka.idf.il portscan: TGP D stributed Portscan 1
198. 20. 69. 98 147.237. 72. 167 Lhited Sates i shurimaka.idf.il ET DROP Dshiel d B ock Listed Source 1
192. 115. 64. 250 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
125. 65. 165. 215 147.237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
85. 250. 206. 59 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
69. 171. 228. 119 147.237.72. 166 Lhited Sates akaidf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 88 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 102 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
37.142. 147. 54 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
193. 105. 134. 220 147.237.77. 74 Sweden lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
176.13.13. 81 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 69. 165. 43 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
85. 130. 206. 67 147.237.72. 166 I 'srael aka.idf.il portscan: TGP D stributed Portscan 1
68. 180. 228. 112 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 134 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1




10-22-2015-15:04:00 to 10-22-2015-16:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Sig nature
5.175.13.138 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 855
213.151.58.173 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 625
2.54.182. 127 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 531
46.19. 86. 79 I'srael 147.237.77. 203 |mobi e .11 | ©AMNG Engine: TP Tnval i d i malid segrent retransmssion. |y o 210
Ret r ansm ssi on Packet dr opped.
79.182.212. 124 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 162
37.231.63.41 Kuvai t 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 154
2.54.46. 10 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 125
2.54.11.137 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 124
46.19.86. 0 I'srael 147 237.72. 167 [i shurimaka i i | | €M NG Engine: TQP Inval id finvalid segnent retransnission. | op 108
Ret r ansni ssi on Packet dr opped.
82.80.26.75 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 103
89. 108. 144. 114 |Lebanon 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 97
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 97
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 93
149.78.154.69 |l srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 79
212.179.197. 2 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 74
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 71
66. 102. 8. 173 Lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 71
66.102.8.173  |lnited Qates 147.237.77. 216 |dover.ir.i1 |/ €AM NG Engine: TCP Invalid |imvalid segnent retransmssion. |y 70
Ret r ansm ssi on Packet dr opped.
199. 203. 123. 201|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 66
79.178.153. 252 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 64
188. 161. 15. 62 g‘ilcisgii:;a” Territonyi 47 237.77. 216 |dover. i df . i1 drop First packet isn't SWN drop 63
172.56. 26. 78 Lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 62
85. 250. 74. 44 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 58
94.209. 245.80 |Netherl ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 56
213.151.51. 210 |lsrael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 56
66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 52
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 52
79.120. 228. 134 |Hungary 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 50
66.102. 8. 178 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 49
95.86. 72. 118 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 49
185. 72.217. 12 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 45
95. 86. 115. 21 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 43
2.54.135. 137 | srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 42
37.142.117.75 [israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence ﬂﬁtﬁ;ggﬂg ‘2‘ th monitor |40
37.142.116.214 |israel 147. 237.72. 156 |anan.i of .| Bad TCP sequence wﬁtﬁ;jgzgc; ‘(’: th monitor (37
41.234.181. 252 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
46. 19. 86. 31 | srael 147.237. 72. 167 |i shurimaka. i df . i Stream ng Er.]gl ne: TCP Invalid finvalid segnent retransnissi on drop 36
Ret r ansm ssi on Packet dr opped.
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
66.249.78.166 |Uited Sates 147. 237.77. 216 |dover . i f .1 Streaning Bngine: TCP Invalid |invalid segnent retransmission. |, 36
Ret r ansm ssi on Packet dr opped.
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 33
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 32
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 30
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
66.102.8.178  |wnited Sates 147. 237.77. 216 |dover. i df . Streamng Engine: TCP Inval id finvalid segnent retransmssi on drop 30
Ret r ansni ssi on Packet dr opped.
46.19.86.182  |israel 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 30
Ret r ansm ssi on Packet dr opped.
66. 249. 88. 81 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 28
37. 26. 146. 224 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 27
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
46.10.85.80 [l srael 147.237.0.19 |madimatal .idf.i1][o0 VY of the Sane Response Qode (404) in Session from Bl ock 238
46. 19. 85. 80
2.52.148.106 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 98
) . . O stributed Unaut hori zed URL Access on
72.9.148.10  [Wited Sates  |147.237.76.86 [navy.idf.il vt navy. i df i 1/994- 8613- hel navy. aspx. aspx B ock 56
109. 67.57. 165 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip_storagel/files/4/ B ock 42
88. 208. 252. 225 w';:c‘:om 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 88. 208. 252. 225 B ock 42
109. 67.57. 165 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 28
37.26.149. 166 |Israel 147.237.77.243|nobi [ e.i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index B ock 28
46.19.85.153 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 27
Ostributed Paraneter Read Qnly Mol ation
79. 180. 150. 160 | srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
) - . Unaut hori zed URL Access to
199. 16. 156. 125 |Lhited Sates  [147.237.77.216|dover.idf.i | v i1/ p storagelfi1 es/ 6/ si ze220x0/ 17396. | pg B ock 14
66. 249.78.159 |Israel 147.237.77. 216 |dover . i df . i | D stributed Uhaut hori zed LR. Access on Bl ock 14
wan i df . il /atal 1/ i zkor/ vi ew i ngt op. asp
46. 19. 85. 80 I srael 147.237.0.19 |nadimatal.idf.il|Too Many 404: Response Code per Session B ock 14
82.80.196. 44 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
66.249.78.173 |l srael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code Bl ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
176.13.1.21 I 'srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 14
46.10.86.49  |Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qy Miolation in - None 14
waw aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx
2.52.39.197 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79. 183. 183. 241 |l srael 147.237.72. 166 |aka. i df . il voww aka, i df i |/ i 1V g yus/ t al pi of quest i onnai re. aspx None 14
212.199. 57. 202 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 14
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df.il/1283-19085- en/ dover. aspxj un |B ock 14
109. 67. 130. 233 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
84.95.232.36 |[Israel 147.237.77.216|dover.i df .i | Mil tiple Untraceabl e SSL Sessions from84. 95. 232. 36 (Cpen Mde) None 14
66. 249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il D stributed Waut hori zed URL Access on 147.237.76. 42/ robot s. t xt B ock 14
184. 105. 139. 68 |Lhited Sates  [147.237.72.166|aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 14
46.19. 86.247 |Israel 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 14
88. 208. 252. 225 LK?';gegom 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR Access to aka.idf.il/wp-adnin/ B ock 14
80. 230. 18. 122 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 14
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to waw i df.il/atal 1/izkor/vi ew i ngt op. asp B ock 14
46.19. 85. 80 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 14
109. 186. 51. 226 |l srael 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: Qpen Mde None 14
. - D stributed Lhaut hori zed URL Access on
84.228. 106. 220 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ B ock 14
68.180.228. 175 |Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 14
185.32.179. 45 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 14
66.249. 64.37 |Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 14
. . O stributed Unaut hori zed URL Access on
2.54.40. 14 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 14
80. 246. 137. 61 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 14
- . D stributed Lhaut hori zed URL Access on
66.249. 78. 166 |l srael 147.237.77. 216 |dover . i df . i | vow i df i |/ atal /i zor/ vi ew i nut op. asp B ock 14
. . . NLLL Gharacter in Paraneter Value at 17 for
120. 25. 210. 25 |Chi na 147.237.77. 170 |maar achot . i df . i | naar achot i df . i 1/ pl us/ car buyact i on, php B ock 14
85. 64. 241. 178 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ t ext. css B ock 14
188. 143. 232. 35 gcsj::tr: on 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 14
- . D stributed Lhaut hori zed URL Access on
66.249.67.59 |lsrael 147.237.77. 216 |dover.i df .i | vow i df i1/ atal /i zor/ vi ew i nut op. asp B ock 14
109. 67.57. 165 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 109. 67. 57. 165 Bl ock 14
Ostributed Paraneter Read Qnly Mol ation
82. 80. 45. 93 I srael 147.237.72. 166 [aka. i df . i | w aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 14
par anet er
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 14
Ostributed Paraneter Read Qnly Mol ation
46. 19. 86. 49 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ i yun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
173.245.115. 78 |Lhited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
87.69.85.182 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 14
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