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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 196
176.12.143. 197 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 51
192. 114. 23. 209 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 48
46.19. 85. 143 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 36
194. 90. 153. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46. 19. 86. 62 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
87.121.106. 17 Bul gari a 147.237.77. 216 dover.idf.il SYNHood full table drop 16
5.22.129. 85 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Qdi dest - r eset 16
62.219.129. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
31. 168. 79. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
5. 29. 203. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
37.60.41. 168 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
84.111.114.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
77.127.112. 19 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 7
80. 246. 137. 28 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 7
138. 134.102. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 66. 56. 241 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.177.54. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.109. 213. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.44.132.75 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
78.170. 64. 107 Tur key 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31. 154. 3. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 67. 211. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.15. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.52.212 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.116. 198. 47 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 4
213.151. 40. 239 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.142. 107. 167 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 4
176. 12. 150. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.228.17. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
199. 231. 179. 2 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 213 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 3
46.19. 85. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 21. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
212.143. 147. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.26.146. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
5.22.129. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
69. 112. 100. 5 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 1
79.179. 27. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.180. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
162. 213. 152. 192 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1
84.111. 33. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.50. 45. 151 Lhited Arab Emirates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46. 19. 85. 225 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 1
80. 246. 139. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
94. 188. 161. 145 I srael 147.237.77. 216 dover.idf.il C1000004: HITP. options nethod (M crosoft) B ock 1
212.117. 143. 250 I srael 147.237.76. 31 nakchal .idf.il |CL000004: HTTP. options nethod (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

2.54.33.200 147.237.72.166  |lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
190. 96. 6. 130 147.237. 8. 28 Giile e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.50.17.54 147.237.76.202 |[Lhited Arab Enirates e haag.idf.il ET SCAN NVAP -f -sS 1
159. 203. 95. 199 147.237.0. 17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
117.135.163. 104  |147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
93. 174. 89. 142 147.237.76. 30 Net her | ands hi nush. i df .i | ET SCAN NVAP -sS w ndow 3072 1
84.108. 167. 80 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.183. 128. 205 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 59 147.237.72.166  [Israel akaidf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
37.217.28. 244 147.237.77.216  |Saudi Arabia dover.idf.il portscan: TCP O stributed Portscan 1
192. 118. 99. 100 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
2.50.17.54 147.237.76.202 |Lhited Arab Enirates e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
182. 48. 105. 216 147.237.76. 31 Chi na nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
117.135.163.104  |147.237.72.14 Chi na dover.idf.il(old) ET SCAN NVAP -sS wi ndow 2048 1
109. 186. 34. 115 147.237.72.166  [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
89. 248. 172. 199 147.237.77.61 Net her | ands e.cogat . idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.218. 118. 126 147.237.72.166  [Israel akaidf.il portscan: TCP DO stributed Portscan 1
79.179. 182. 40 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
217.194.199.223  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 1
193. 106. 52. 37 147.237.72.166  [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1




10-22-2015-14:04:06 to 10-22-2015-15:04:06

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
95. 86. 122. 48 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 650
2.54.13. 253 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 612
166.137. 126.53 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 482
95. 86. 109. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 319
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 287
Sreanming Engine: TGP Invalid i i ssi
62.90.94.178  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segrent retransmssion. |, 250
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 122
192. 58. 30. 28 F nl and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 122
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 81
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 69
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 65
176. 67. 100. 63 g";'cisgi'géa” Tertitoryly 47, 237.77. 216 dover. i o . i1 drop First packet ism't SWN drop 63
Sreamng Engine: TGP Invalid i i ssi
46. 19. 86. 87 | srael 147.237.72. 167 |i shuri maka. i df . i g _g Inval i d segnent retransnission. drop 60
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.123  |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g ., 60
Ret r ansni ssi on Packet dr opped.
64.233.172.171 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 60
141. 0. 14. 189 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 57
194. 90. 254. 244 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 56
148.177. 129. 213 |Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 53
85. 64. 162. 155 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
46. 19. 86. 12 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 53
69.112.100.5 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 52
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
83.236.171.94  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
Sreamng Engine: TGP Invalid i i ssi
46.19.86.229  |israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 48
Ret r ansni ssi on Packet dr opped.
82.80.131.213 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
79.183. 186. 197 |l srael 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SW drop 47
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
31.168.79.187 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
183.79.222. 2 Japan 147.237. 77. 216 |dover.idf .i | drop First packet isn't SW drop 44
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
176. 106. 226. 1261 srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
41.33.232.66 Egypt 147.237. 77. 216 |dover.idf .i | drop First packet isn't SW drop 43
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 10 I'sr ael 147. 237.72. 167 i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g ., 42
Ret r ansni ssi on Packet dr opped.
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 42
93.173.164.97 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
212.235.98. 139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 40
62.40.172.229 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
Sreaning Engine: TGP Invalid i i ssi
66.249. 78.166 |Wnited Sates 147.237.77. 216 |dover. i of .i | 9 =g Invalid segment retransmssion. |, 36
Ret r ansmi ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
64.233.172. 163 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
80.178.162.82 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
82.80. 153.208 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
79. 179. 215. 95 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31
66. 102. 8. 173 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
46. 19. 86. 62 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
109. 67. 211. 135 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Oount
5.22.130. 153 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Sane Response Code (404) B ock 10431
46. 19. 85. 210 I srael 147.237.0.19 |nadimatal .idf.il [DOstributed Too Mny of the Same Response Code (404) B ock 1960
185.32. 179. 186 |Israel 147.237.0.19 |madi matal .idf.i| /o0 My of the Save Response Code (404) in Session from Bock  [1820
185. 32. 179. 186
82.80.17. 163 I srael 147.237.76.200|eitan. aka. i df .i| [Dstributed Too Many of the Same Response Code (404) B ock 378
68.180.228.112 [lhited Sates 147.237.77. 216 |dover. i df .i | Mil ti pl e Unhaut hori zed LRL Access from 68. 180. 228. 112 B ock 140
212.143. 147. 130|I srael 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 212.143. 147. 130 B ock 98
Pal estini an Unhaut hori zed URL Access to
82.102. 233.179 ) - [147.237.77. 176 |nat pash. i df . i | WA cogat . i df . i 1/1058-en/ ctl 00_ucmul ti si debar_gener al si debar _spcd |Bl ock 84
Territory, Gecupied . . - ;
etail s rptsubcategories ctlOL i nnerl evel cont ai ner
- . - Unhaut hori zed URL Access to
176. 12. 136. 205 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 70
62.219.133. 251 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka. idf.il/sip storagelfiles/ 4/ B ock 70
; . . O stributed Whaut horized URL Access on
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il vani navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
Uhaut hori zed URL Access to wwwu i df . il/1806- he/ dover . aspx"
105. 156. 32. 183 |Morocco 147.237.77.216|dover . i df . i | i d="ct|00_ucheader ucnavbar_rptcat_ctl 00 rptinnercat_ctl 11 ai nnerca |B ock 28
tlink
. . Unaut hori zed URL Access to
212. 150. 215. 2541 srael 147.237.77. 170 [n@ar achot . i df . i | nar achot i df i 1/ pdf /11 1 es/ Of 112280, pl B ock 28
62.219.133. 251 |[Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 62.219. 133. 251 B ock 28
188.143.232. 21 |Russian Federation [147.237.76. 147 |chi nuch. aka. i df . i [|Mil tipl e Unauthorized URL Access from 188. 143.232. 21 B ock 28
68.180.228. 112 |lhited Sates 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw idf.il/english Bl ock 28
46.19. 85. 161 I srael 147.237.77. 216 |dover . i df . i | Ml tiple Ml formed URL from 46. 19. 85. 161 B ock 28
212.25.107. 145 [Israel 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 28
176. 13, 18. 248 | srael 147. 237 0. 19 madimatal .idf.il Pargmat er 'I_'ype‘\A ol aFlon ct‘I 00$ont ent A acetbl der 16t xt Capt cha i n B ock 28
nadi matal .idf.il/nobil e/l ogin. aspx
46.19. 85. 161 I srael 147.237.77. 216 |dover.idf .i | Mil tipl e Unknown HTTP Request Met hod from 46. 19. 85. 161 B ock 28
. . Unaut hori zed URL Access to
66.249.78.173 |l srael 147.237.77. 216 |dover. i df .i | W i df i 1/at al 1/ zkor/ print_bottomasp B ock 14
151.80.31.115 |italy 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 14
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
46.116.184. 113 [Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ mai 1V sachar / vi evpni of . aspx None 14
46.19. 85. 161 I srael 147.237.77. 216 |dover.i df . i | Mal formed URL B ock 14
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
77.237.138.51 |Czech Republic 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to / Bl ock 14
. . Unhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.77. 216 |dover. i df . i | W i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 14
180. 211. 174. 33 |Bangl adesh 147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mthod B ock 14
Unknown Par anet er
80. 246. 136. 105 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHol der $passwor dUpdat e$t xt Passw [None 14
ordRepeat in ww aka.idf.il/nain/giyus/faqg. aspx
188.138.1.218 |Ger many 147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to 147.237.76. 30/ B ock 14
- . Unaut hori zed URL Access to
151.80.31.134 |italy 147.237.76.86 [navy.idf.il navy. i df .|/ 1132- 8613- he/ navy. aspx. aspx Bl ock 14
46. 19. 85. 161 I srael 147.237.77.216|dover. i df .i | Mil tiple Abnormal |y Long Request from 46. 19. 85. 161 Bl ock 14
207.46.13.73 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
79.176.52.222 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/https:/ww aka. idf.il/ [B ock 14
66.249.78.102 [Israel 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 14
180. 211. 174. 33 |Bangl adesh 147.237.76.42 |refuah.idf.il NULL Character in Method B ock 14
. - O stributed Whaut hori zed URL Access on
109.65.99.87 [l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 14
. ] O stributed Whaut horized URL Access on
46.19.85.230  |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 14
80. 246. 136. 158 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
17.138.59. 79 Lhited Sates 147.237.77.216|dover. i df .i | Unhaut hori zed LRL Access to ww i df.il/appl e-app-site-association |B ock 14
. . - Unhaut hori zed URL Access to
84.95.146.110 |[Israel 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df .1 1/si p st orage/ il es/ 8 si 2e220x0/ 2128, | pg B ock 14
. . Unaut hori zed URL Access to
79.177.19.112  |israel 147.237.77.234|hal ag. i df . il 147. 237, 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 14
66.249.78.166 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df . il /aman/ B ock 14
183.79.222.2  |Japan 147.237.77. 216 |dover . i df . i | Wnaut hori zed UR. Access to wawidf.il/english/nevs/jenin st g |1y
target="_hl ank
141.212.122. 96 |lhited Sates 147.237.0.15 |kosher-kravi . i df. i|Uhaut horized URL Access to /x B ock 14
Pal esti ni an . . . . .
46. 32. 208. 53 Territory, Grcupi ed 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/89%4-ar B ock 14
81.218.50.210 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 14
37.26.149.214 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 14
. . . . . /|Uhaut hori zed Met hod PCST for
188.143.232. 21 |Russian Federation [147.237.76.147 [chi nuch. aka. i df .il| "o CF o i 900- hel chi nuch. aspx None 14
62.219.174.1  |israel 147.237.72. 166 |aka. i df . i | tnknown Paraneter docld. .. in None 14
) ) ) ) T " ’ v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
84.95. 232. 36 I srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None 14
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