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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 62
220.171.43.1 Chi na 147.237.77. 216 dover.idf.il SWNHood full table drop 12
81.218. 48. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
82.213. 48. 225 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SYNHood full table drop 9
46.19. 85. 118 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SSL-renegotiati on-Qi dest - r eset 9
37.26. 146. 203 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
176. 13. 21. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84. 253. 54. 97 Sw t zerl and 147.237.77. 216 dover.idf.il SWNHood full table drop 3
2.52.34.23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212. 14.228. 162 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SYNHood full table drop 3
147.235.185. 74 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
37.76.221.76 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SYNHood full table drop 2
74.143.58. 3 Lhited Sates 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1
176. 13. 16. 250 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 1
80. 179. 255. 6 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 147 chinuch.aka.idf.il |B ock Wp All Nets drop 1
5. 8. 66. 69 Russi an Federation 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 176 test.ncore.idf.il |Block Ulp All Nets drop 1
66. 87. 120. 75 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure |Devi ce Action |Count
212.179.197.2 I srael 147. 237.76. 42 refuah.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 2
79.182. 105. 16 I srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
84.228.127. 150 | srael 147.237.77.170 |maarachot.idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
27.75. 168. 255 147.237.0.34 Mi et nam tikshuv.idf.il ET SCAN Potential SSH Scan 3
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
190. 124. 35. 115 147. 237.72. 217 N caragua eidf.il ET SCAN NMAP -sS wi ndow 3072 1
188. 86. 253. 131 147. 237. 0. 200 Spai n ndu. i df il ET SCAN NVAP -f -sS 1
172. 8. 58. 186 147.237.77. 19 Lhited Sates | awforumidf.il ET SCAN NMAP -sS w ndow 2048 1
169. 229. 3. 90 147. 237. 76. 39 Lhited Sates nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
80. 82. 78. 169 147.237.76. 198 Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
77.126. 117. 20 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
222.186. 58. 131 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
190. 124. 35. 115 147.237.77. 226 N car agua ww chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 3072 1
190. 124. 35. 115 147. 237.72. 217 N car agua eidf.il ET SCAN NVAP -sS w ndow 4096 1
188. 86. 253. 131 147. 237. 0. 200 Spai n mdu. i df il ET SCAN NMAP -sS w ndow 2048 1
173. 193. 252. 242 147. 237.77. 227 Lhited Sates e. hanaz. i df .il ET SCAN NMAP -sS w ndow 4096 1
172. 8. 58. 186 147.237.77. 19 Lhited Sates | awforumidf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 169 147. 237.76. 201 Net her | ands e.atal.idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 169 147. 237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
222.186. 58. 131 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
2.52.33.187 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
190. 124. 35. 115 147. 237.77. 226 N car agua ww chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1




10-22-2015-08:04:07 to 10-22-2015-09:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 569
193.34.57.101 |[Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 191
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 122
178. 135. 149. 10 |Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 116
79.181.173.193 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 108
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 79
137.135.176.71 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 70
5.22.129. 209 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 66
132. 66. 237. 191 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53
37.26. 147. 242 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 48
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 46
188. 120. 150. 212|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45
81.218.251. 252 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 45
192. 0. 81. 190 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 45
2.54. 60. 135 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
207.195.86. 1 Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 36
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
82. 205. 90. 201 (F;ajcis;iigjja” Territory. 1y 47 237. 7. 216 |dover.idf. i1 |dr op First packet ism't SN drop 33
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32
46.19.85.3 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 29
176.13.5. 118 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 28
199. 203. 94. 202 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 28
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
212.76.101. 122 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
176.13.2. 218 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
66.249.78.173 |Uited Qates 147. 23777, 216 |dover i1 | SAM NG Engine: TCP Invalid invalid segnent retransmssion. |y 24
Ret r ansm ssi on Packet dr opped.
212.179.21. 194 |israel 147. 237. 76. 200 [ei tan aka. i of . { | SAM NG Engine: TCP Inval id - invalid segnent retransnissi on. drop 24
Ret r ansni ssi on Packet dr opped.
176. 13. 16. 109 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
64.233.172. 163 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
192.117. 150. 233l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 23
93.172.0. 25 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
194.90.25.122 |Israel 147. 237, 76. 200 [ei tan aka. i of | | SAM NG Engine: TCP Inval id - invalid segnent retransmssion. |y 22
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 16 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
213. 8. 68.217 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
80. 246.130.35 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
93.172.184. 58 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
46. 19. 86. 162 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 19
79.176.199. 101 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
37.26. 146. 203 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
81.218.48. 37 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
46. 19. 86. 216 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
100. 100. 58. 97 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
79.179.55.169 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
46.19.86.216  |Israel 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Code (404) in Session from g 3420
46.19. 86. 216
194.90.25.122 |israel 147.237.76.200|ei tan. aka. i df . i | Too My of the Sane Response Code (404) in Session from g 2720
194. 90. 25. 122
. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | v cogat i i /i p_storagel i es/ O/ si 7e220x0/ 3410. | p, Sr¢ Bl ock 294
176.13. 4. 177 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 140
2.54.136. 36 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 42
188. 143. 232. 11 stﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 42
151.80.31.115 |italy 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 42
: . . D stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il Wi navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 28
2.54.15. 234 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 28
. . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. | df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 28
81.218.37.2 I srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/favicon.ico B ock 28
192. 114. 23. 210 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
188. 143. 232. 22 R‘SIS:;”i o 147. 237. 76. 147 |chi nuch. aka. i df . i | Mil tipl e naut horized URL Access from 188. 143. 232. 22 B ock 28
68.180.228.112 [nited Sates  |147.237.77.216|dover.idf.i | D stributed Suspici ous Response Code B ock 28
. . . Uhaut hori zed URL Access to
62. 90. 99. 139 I srael 147.237.77.243|nobi | e.i df . i | nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 28
194.90.25.122 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
208.115.111.73 [nited Sates  |147.237.77.216|dover.idf.i | D stributed Suspici ous Response Code B ock 14
66. 249. 64. 37 I 'srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LR. Access to list.ips.gov.il/ Bl ock 14
. . Lhaut hori zed URL Access to
176.13.7. 69 I srael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 14
. . Uhaut hori zed URL Access to
81.218.34.242 |Israel 147.237.77.234|hal ag. i df . il vow | ogj st cs. atal i of.i1/si p storagel fil s/ 4/ si ze338x0/ 1564 | pg B ock 14
203. 160. 125. 53 [New Zeal and 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw idf.il/xmrpc. php B ock 14
66.249.78.166 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 14
188. 143. 232. 22 RJSIS:;”i o 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chinuch. aka.idf.i1/900-he/  |Bl ock 14
157. 55. 39. 50 Lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 14
212.143. 186. 129/l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to wwn ti kshuv.idf.il./ B ock 14
. . D stributed Unaut hori zed URL Access on
66.249. 64.108 [Israel 147.237.77.74 [lawidf.il 147 237. 77. 74/ robot s. tt B ock 14
. . . Uhaut hori zed URL Access to
194.90.25.122 |lIsrael 147.237.76.200|ei tan. aka. i df . il w6 tan. aka, i o i1/ dat at abl es. hebr ew B ock 14
185. 32. 179. 228 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
207. 46.13. 35 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/mil ui nhovot B ock 14
66.249.78.173 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response CGode B ock 14
61.135.190.71 [China 147.237.0.19 |madimatal .idf.il Lhaut hori zed URL Access to 147.237.0.19/ B ock 14
157. 55. 39. 51 Lhited Sates 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ B ock 14
74.82.47.2 Lhited Sates 147.237.72.167|i shurimaka.i df . il Uhaut hori zed URL Access to 147.237.72. 167/ B ock 14
212. 179. 159. 253i srael 147.237.72. 166 |aka. i df . i | Illegal Byte (bde Character in LR /main/kapatz//res B ock 14
our ces/ i nages/ i nner page/ goback. gi f
: . . D stributed Unaut hori zed URL Access on
199. 16. 156. 125 |lhited Sates  [147.237.77.216|dover.idf .il vawei i 1/si p storagelfi1 es/ 6/ si ze220x0/ 17396. | pg B ock 14
66. 249. 67. 65 I srael 147.237.77.216|dover. i df . i | D stributed Suspi ci ous Response Code B ock 14
. . Uhaut hori zed URL Access to
31.168.151. 111 |[lIsrael 147.237.72. 166 |aka. i df . i | i aka, i df i1/ nai r/ sachar / undef i ned B ock 14
82.80.128.8 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 14
207.46.13.46  |Wnited Sates  [147.237.76.86 [navy.idf.il Lhaut hor i zed URL Access to navy.idf.il/chi nuch/ B ock 14
66.249.78.173 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawwidf.il/atal 1/izkor/vi ew i ng. asp |B ock 14
m ny- kosher-kravi . id
61. 135. 190. 201 |China 147.237.0. 17 f inly D stributed Unaut hori zed URL Access on 147.237.0. 17/ Bl ock 14
. . Uhaut hori zed URL Access to
192.117. 150. 233|I srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1135- he/ at al . aspx B ock 14
157.55.39.200 [thited Sates  |147.237.77.176 [nat pash. i df .| Unaut hori zed URL Access to 147.237.77. 176/ Bl ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
79.180. 174. 107 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i o . i |/ nai v Sachar / t f asi m aspx None 14
. . . Uhaut hori zed URL Access to
199. 16. 156. 126 |lnited Sates  [147.237.77.216|dover.idf .il vawe i o i 1/si p storagel i1 es/ 6/ si ze220x0/ 17396. | pg B ock 14
66.249.78.159 |Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 66.249. 78. 159 B ock 14
. . . Uhaut hori zed URL Access to
46.19. 85. 144 I srael 147.237.77.243|nobi | e.i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1880 B ock 14
92.225.38.238 |Ger many 147.237.77.216|dover. i df . i | Suspi ci ous Response Code B ock 14
: . . Unhknown Par aneter 136c¢d360 in
207.46.13.119 |lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ i n/ hore/ def aul t . aspx None 14
. . D stributed Uhaut hori zed URL Access on
81.218.34.242 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 14
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