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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 601
185. 58. 201. 28 Lebanon 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 403
68. 99. 190. 196 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 75
24.188.139. 73 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 64
77.127.128. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
220. 181.108. 182 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 8
79.182. 220. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
85.17.155.1 Net her | ands 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
162. 213. 152. 192 Lhited Sates 147. 237.76. 197 e hinush.idf.il |[Block Np Al Net drop 1
62. 75. 207. 109 Cer many 147.237.76. 199 e.nakchal .idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220(147. 237.0.19  |Sweden madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
188.18.200.82 [147.237. 76. 86 23::;'}0'1 navy. i df . il ET SCAN NVAP -sS wi ndow 2048 1
169. 229. 3. 92 147.237.77.61 |Lhited Sates |e.cogat.idf.il ET SCAN Potential SSH Scan 1
115 254,85 210 |147 237 0.35 lindia akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
223. 4. 208. 34 147.237.76. 38 |[China eengitav.idf.il ET SCAN Potential SSH Scan 1
85.114.137.161 |(147.237.8.24 |Germany elifestyleidf.il ET SCAN NVAP -sS w ndow 2048 1
223.4.208. 34 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
81.167.178.87 |147.237. 72. 217 |Nor way eidf.il ET SCAN Behavi oral .Unusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
221.7.249. 237 147.237.0. 15 Chi na kosher-kravi .idf.il ET SOAN Behavi oral - Uhusual | y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
195. 68. 62. 253  |147.237.77. 212 |Uni ted Ki ngdom|e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220|147. 237. 77. 178 |Sweden e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
188.18.200.82 [147.237. 76. 86 23::;'}0'1 navy. i df . il ET SCAN NVAP -sS wi ndow 4096 1
188.18.200.82 |147.237.76.86 |FSSIn navy. i df .l ET SCAN NMAP -f -sS 1
Feder at i on
169. 229. 3. 90 147.237.76.42 |wnited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
85.114.137. 161 |147.237.8.24 |Germany elifestyleidf.il ET SCAN NMAP -sS wi ndow 4096 1
223.4.208. 34 147.237.0. 200 |China . i df il ET SCAN Potential SSH Scan 1
85.114.137. 161 [147.237.8.24 |Germany elifestyleidf.il ET SCAN NVAP -f -sS 1
223. 4. 208. 34 147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
79.143.180. 44 [147.237.8.27 |Gernmany e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 68. 62. 253  |147.237. 77. 226 |Uni ted Ki ngdom|wmn chanatz. aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry|Target Address ‘S’te ‘Signature
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 248
149. 255.208.3 |lraq 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 225
37.26.147.155 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 123
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 76
46. 19. 85. 218 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 66
50.204.33.171 |lhited Sates 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 64
199. 58. 81. 144  |Canada 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 39
2.54. 29. 252 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 37
24.188.139.73 |lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 33
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 29
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 28
46.19. 86. 50 I'srael 147237, 72. 166 |aka i o 11 |} 2 NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 25
66.249.78.173 |Uited Sates 147,237, 77. 216 |dover. iof || €2M NG Engine: TGP Invalid Invalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
2.52.3.249 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SWN drop 24
100. 100. 6. 237 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 24
100. 100. 64. 27 147.237.72. 166 |aka. idf.il |dr op First packet isn't SYN drop 24
71.113.167.213 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 22
79.178.61.254 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
54.72.0.55 Irel and 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 20
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i of .i|dr op SAMrul e drop 18
85. 65. 72. 102 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 17
212.179.90.106 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 13
69.117.134. 148 |lhited Sates 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 12
66.240.78.150 |Uited Sares  |147. 237, 77. 216 |dover i i| 2 SAM NG Engine: TP Invalid Ivalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 12
101. 199. 112. 53 |Chi na 147.237.77. 216 |dover.idf.i|dr op First packet isn't SWN drop 11
207.46.13.178 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 10
141.161. 133.90 |lWhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 10
67.194.229. 137 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 10
151.80.31. 115 |ltay 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 10
46. 19. 85. 89 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 9
185. 120. 126. 65 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
176. 13.6. 30 | srael 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 9
212.199. 182. 150|l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 9
198. 135.124. 14 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
134. 255. 164. 137]|ltay 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 8
46. 19. 85. 17 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 8
93.172. 145. 99 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
79.182.220.14 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 8
66.240.78.166 |Wnited Sares  |147. 237,77, 216 |dover i ar i ' SAM NG Engine: TP Invalid nvalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 173 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 8
86. 96. 201. 66 ;ii]rtaetdesﬁrab 147.237.77. 216 |dover. i df .i|dr op First packet isn't SWN drop 8
157. 55. 39. 26 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
80. 141. 65. 181  |Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 7
77.127.128. 155 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 7
46.236. 24. 51 United Kingdom |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 7
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|Top Attackers In V\AF|
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: : : Distributed Uauthorized URL Access on
72.9.148. 10 Lhited Sates  |147.237.76.86 |navy.idf.il Vv navy. i df i |/ 994- 8613- he/ navy. aspx. aspx B ock 56

86. 96. 201. 66 LQ:;L”” 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed LR Access to w cogat . i df . i | /894-ar Bock |42
m ny- kosher - kravi . i |Prameter Type Molation

176.12. 145. 205 |l srael 147.237.0. 17 : ct | 00$Cont ent P aceHbl der 1$t xt AreaRenarks in B ock 28
df.il mny- kosher-kravi .idf.il/tenpl ates/trai ni ng/trai ni ng. aspx

188. 143. 232. 22 RJSIS;;ni o 147.237.76. 147|chi nuch. aka. i df . i1  |Miltiple Unauthorized URL Access from 188.143.232. 22 B ock 28

68.180.228.112 |lhited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wau i df.il/newsite/hebrew nain.asp |B ock 28

98.211.55. 64 Lhited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response CGode Bl ock 28

120. 25.210.25 |China 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 14

66.249.78.173 |[Israel 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewing. asp |B ock 14

31.154. 92. 82 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/https:/ww aka.idf.il/ |B ock 14

207.46.13.178 |wnited Sates  |147.237.77.216|dover.idf.i | D stributed Suspicious Response Code B ock 14
m ny- kosher - kravi . i _ ,

176. 12. 145. 205 |l srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from 176. 12. 145. 205 None 14

66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14

. . . D stributed Uhauthori zed URL Access on

185. 20. 4. 220 Uni ted Kingdom|147.237.77.216|dover.idf.il v i i 1/ 894- en/ i dff gdover . asp B ock 14

157. 55. 39. 26 Lhited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response CGode Bl ock 14

66.249.78.234 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 14

. . Unaut hori zed URL Access to
45.35.71. 179 147.237.77. 216 |dover . i df . i | Wi i df i |/ shar el user cont ol s/ header upper / B ock 14
207.46.13.178 |Wited Sates 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 207.46.13. 178 Bl ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n

79.180.11.5 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ i v Sachar/ r equest . aspx None 14

66.249.78. 159 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 Bl ock 14

157.55.39.173 |Uited Sates  |147.237.77.233|atal .idf.i | Distributed thauthorized UR. Access on Bl ock 14

147.237. 77. 233/ r obot s. t xt
46.236.24.51  |United Kingdom|147.237.77. 216|dover.i df .i| Distributed thauthorized UR. Access on Bock |14
w i df . i |/ 894-en/i df gdover. aspx

Unaut hori zed URL Access to

176.12.151.98 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77, 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 14
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch Bl ock 14
Russi an . . . Unaut hori zed Met hod PCBT for
188.143. 232. 22 Federation 147.237.76. 147 chi nuch. aka. i df . i | wwn chi nuch. aka. i df . i 1 /900- he/ chi nuch. aspx None 14
157.55.39.237 |Uhited Sates  |147.237.77.216|dover.idf .l Distributed Suspici ous Response Code B ock 14
66. 249. 65. 99 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
176.13. 5. 149 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 14
66.249.78.166 [Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww i df.il/idf/tenpl ates/al bumaspx |B ock 14
188. 143. 232. 22 RJSIS:;”i o 147.237.76. 147 |chi nuch. aka. i df .i|  |hauthori zed LRL Access to vam chinuch. aka. i df .i1/900- he/ B ock 14
m ny- kosher - kr avi . i - i
176.12. 145. 205 |israel 147.237.0.17 my l1egal Paraneter Encoding rnd in . None 14
af.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
69.58.178.59  [Uited Qates  [147.237.77. 176 |nat pash. i df . i | thaut hori zed LRL Access Lo Bt ock 14
vwwv cogat . i df . i |/ shar ed/ user cont r ol s/ header upper /
66. 249. 67. 59 I srael 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 14
. . . URL is Above Root Oirectory
180. 153. 180. 135|Chi na 147.237.76.31 |nakchal .idf.il nakhal i df.i1/. /shared ol i entscripts/j queryl/ gl obal .| s B ock 14
66.249.78.242 |Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 11
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