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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

162. 213. 152. 192 Lhited Sates 147. 237.76. 30 hinush.idf.il |Block Np All Net drop 1
162.213. 152. 192 Lhited Sates 147.237. 76. 196 e.sviva.idf.il |Bock Np Al Net drop 1
197.133. 153. 73 Egypt 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action

199. 58. 81. 144 Canada 147. 237.77. 216 dover.idf.il Q@14: HITP. Fuck in url B ock 133




10-22-2015-05:04:03 to 10-22-2015-06:04:03

|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
177.44.189. 40 |147.237.0.16 |Razil ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 2
177. 44.189. 40 |147.237.0.200 |Razil . i df i | ET SCAN Potential SSH Scan 2
177.44.189. 40 |147.237.72. 156 |Brazi | anan. i df.il ET SCAN Potential SSH Scan 1
177.44.189. 40 [147.237.8.28 |mazil €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
198.20.69.98 |147.237.77.243|lhited Sates |[nobile.idf.il ET DRCOP DBshield B ock Listed Source 1
177.44.189. 40 |147.237.0.19 |Brazil madi matal .idf.il ET SCAN Potential SSH Scan 1
195. 68. 62. 253 [147.237.77.74 E?irf;gom lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 124. 35. 115 |147.237.0.19 [N caragua nadi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
177.44.189. 40 |147.237.77.121|Razil e navy.idf.il ET SCAN Potential SSH Scan 1
177.44.189. 40 [147.237.76. 201 |Erazil e.atal.idf.il ET SCAN Potential SSH Scan 1
177.44.189. 40 [147.237.76.38 |Brazil e.eneitav.idf.il ET SCAN Potential SSH Scan 1
177.44.189. 40 |[147.237.72. 167 |Fazil i shuri maka.idf.il ET SCAN Potential SSH Scan 1
177.44.189. 40 [147.237.72.14 |Brazil dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
195. 68. 62. 253 |147.237.77. 176 ?i;;gom nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
177.44.189. 40 [147.237.0.17 |Prazil mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
85.242.138.19 |147.237.0.35 |Fortugal akavs. i df.il ET SGAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
190. 124. 35. 115 |147.237.0.19 [N caragua madi matal .idf.il ET SCAN NVAP -f -sS 1
177.44.189. 40 [147.237.77.74 |Eazil lawidf.il ET SCAN Potential SSH Scan 1
177.44.189. 40 [147.237.76.176 |Brazil test.ncore.idf.il ET SCAN Potential SSH Scan 1
177.44.189. 40 |147.237.76.34 |Razil yohal an. i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
197.133. 153. 73 |Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 3766
31. 25. 75. 34 (F;ajcis;iigjja” Territory, 1947, 237.77. 216 |dover. i of . i |dr op First packet isn't SN drop 378
199. 58. 81. 144  |Canada 147.237.77. 216 |dover. i df . i|dr op First packet isn't SYN drop 347
64.233.172. 171 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 259
107.167.109. 28 |lLhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 225
64.233.172.155 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 201
64.233.172. 163 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 192
197.133. 153. 73 |Egypt 147.237.77. 216 |dover. i df .i|dr op drop 187
199.58.81.144 |Canada 147.237.77. 216 |dover.idf.i|Bl ock HTTP Non Conpl i ant Response out of state noni t or 118
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 81
105. 182. 224. 13 |Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 69
58.172.72.53 Australia 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 54
197.133. 153. 73 |Egypt 147.237.77. 216 |dover.idf .i|Bad TCP sequence Inval i d ACK nunber noni t or 52
99.132.72.114 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 39
54.187.55.213 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 32
37.26. 146. 243 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 31
85. 65. 244.190 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 31
17.142.152.68 |lhited Sates 147.237.77. 216 |dover. i df . i|dr op First packet isn't SYN drop 27
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 24
212.199. 182. 150|l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 22
99.132.72.114 |lhited Sates 147.237.77.74 |lawidf.il |dr op First packet isn't SYN drop 21
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 20
54.224.21.23 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
54.72.73.168 Irel and 147.237.77. 216 |dover. i df . i|dr op First packet isn't SN drop 18
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i|dr op SAMrule drop 17
176.12.142.30 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 16
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 16
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 16
17.142.152.85 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 15
180. 166. 23.5 Chi na 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 14
183. 79. 219. 142 |Japan 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 14
128.204.23.21 |Russian Federation 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 14
17.142.152.89 |lWhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 14
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 13
32.42.15.123 Net her | ands 147.237.77.74 |lawidf.il |dr op First packet isn't SYN drop 13
198.58.96.215 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
89.138.226.39 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 12
162.243.199.26 |Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
17.142.145. 3 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 12
17.142.152. 72 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 12
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 11
66.152. 117. 140 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 11
93. 172. 184. 58 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 11
197.133. 153. 73 |Egypt 147.237.77. 216 |dover.idf.i|Bad TCP sequence Invalid ACK nunber alert 11
212.179.90. 106 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 11
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 10
17.142.152. 111 |Whited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 10
66. 152. 117. 140 |Wnited Sates 147. 237, 77. 216 |dover i @ [ €A NG Engine: TCP Invalid — invalid segnent retransnissi on. drop 9
Ret r ansn ssi on Packet dr opped.
17.142.152.94 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
199.58.81. 144 |Canada 147.237.77.216|dover. i df .i | Mil tipl e Unknown HTTP Request Method from 199.58. 81. 144 B ock 1611
: . . Uhaut hori zed URL Access to
68.180.229.239 |lLnited Sates |147.237.72.166|aka.idf .il vw aka. i df i 1/ consol e/ cor e/ doc.ngr/ gener al . aspx B ock 84
68.180.230.29 |lhited Sates [147.237.77.176|matpash.idf.il | rameter Type Volation Pagehimin B ock 84
waw cogat . i df . i |/1038- he/ cogat . aspx
] . . Paraneter Type M ol ati on PageNumin
68.180.230. 224 [lnited States  |147.237.76.31 |nakchal .idf.il | = "0 o 075 hel nakhal aspx Bl ock 84
. . . DO stributed Whaut hori zed URL Access on
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il vt navy. i df . i 1/994- 8613- hel navy. aspx. aspx Bl ock 56
68.180.228.112 |[Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1283-en/ dover. aspx B ock 42
157.55.39.101 |lhited Sates  [147.237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed LRL Access to www chi nuch. aka.idf.il/404. htm Bl ock 28
91.200.12.9 Wkrai ne 147.237.77.74 |lawidf.il PHP Attenpt B ock 28
151.80.31.115 |italy 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Qode B ock 28
199.58.81. 144 |Canada 147.237.77. 216 |dover.idf .i | Unknown HTTP Request Method fuck in URL Bl ock 14
157.55. 39. 13 Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 14
184. 105. 247. 196|Wnited Sates  |147. 237. 77. 243 |nobi [ e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 14
91.200.12.9 kr ai ne 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 91.200.12.9 Bl ock 14
31.193.51.78 France 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 14
207.46.13.178 |wnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/english/news/ main Bl ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 10 ) 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 14
Federation . )
waw i df . i1 /1283- en/ dover . aspx
. . . Unaut hori zed URL Access to
66. 249. 67. 27 I srael 147.237.77.243|nobi | e.i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 14
178. 255. 87. 242 z‘;;gom 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ robot s. t xt B ock 14
188. 143. 232. 22 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
) . . Uhaut hori zed URL Access to
91.200.12.9 Wkrai ne 147.237.77.74 [lawidf.il wan | aw i df.il/sip storagel fil es/7/307. pdf / xnhrpc. php Bl ock 14
66. 249. 67. 46 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 14
180. 76. 15. 145  |Chi na 147.237.77.233|atal .idf.il Lhaut hori zed LR. Access to atal .idf.il/shared/ clientscripts/{1} B ock 14
66.249.78.173 [Israel 147.237.77.216|dover.idf .i | O stributed Suspicious Response Code B ock 14
183. 79. 219. 142 |Japan 147.237.77.216|dover . i df . i | D stributed Suspicious Response Qode B ock 14
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