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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
72.64.105. 199 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
183. 60. 48. 25 Chi na 147.237.76. 197 e hinush.idf.il [Block Udp All Nets_Con_Li mt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 5
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
169. 229. 3. 91 147.237.72. 167 Lhited Sates i shuri maka. i df.il ET SCAN Potential SSH Scan 1
79.143. 180. 44 147. 237.76. 42 Ger many refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 147. 237. 8. 46 Net her | ands e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 2048 1
198. 20. 69. 74 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET DRCP Dshiel d B ock Listed Source 1
193. 105. 134. 220 147. 237.76. 42 Sweden refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
182. 48. 105. 216 147.237.8.27 Chi na e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 229. 3. 92 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
111. 93. 198. 54 147. 237. 77. 205 I ndi a prisha.idf.il ET SCAN NVAP -sS w ndow 4096 1
71. 6. 165. 200 147.237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37.143.82.50 147. 237. 8. 46 Net her | ands e. chinuch.idf.il ET SCAN NVAP -sS w ndow 4096 1
37.143. 82.50 147.237. 8. 46 Net her | ands e.chinuch.idf.il ET SCAN NVAP -f -sS 1
198. 199. 65. 204 147. 237. 76. 200 Lhited Sates eitan aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
188.138.9. 50 147. 237. 76. 44 Ger many e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 229. 3. 92 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
197.133. 153. 73 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4387
197. 133. 255. 116|Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 268
197.133. 161. 25 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 219
107.77. 89. 80 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 78
197. 133. 153. 73 |Egypt 147.237.77. 216 |dover.idf.il |drop drop 54
189. 38.134. 239 |Bazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
180. 253. 118. 225]l ndonesi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 38
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36
66.249.78. 166 |Uited Sates  [147. 237. 77, 216 |dover g i1 || 2™ NG Engine: TP Invalid invalid segnent retransmission. drop 30
Ret r ansm ssi on Packet dr opped.
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 26
192.99. 12. 99 Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
89. 138. 245. 201 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
197.133. 153. 73 |Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 18
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16
91. 106. 32. 66 Iraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
173.246.207.36 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
66.240.78.173 |United Sates 147,237 7. 216 |dover icr. i1 | @M NG Engine: TP Invalid — finvalid segnent retransnissi on drop 12
Ret r ansn ssi on Packet dr opped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
131.128.73.3  |United Sates  |147. 237 7. 216 |dover icr.i1 | S@M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
192.99.12.99  |Canada 147.237.77. 216 |dover.if i1 [Bad TCP sequence mdz)jrsa:;nr Wth different monitor  [8
180. 253. 118. 225|I ndonesi a 147.237.77.216|dover.idf.il [(Bad TCP sequence Inval id ACK nunber noni t or 7
107. 185. 255. 17 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
46.19.86. 78 | srael 147.237.76.31 |nakchal .idf.il |dr op First packet isn't SYN drop 6
50. 153. 190. 204 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
66.249.78.159 |Uited Sates  [147. 237. 77, 216 |dover.iar i1 [ @M NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
173.21.50. 72 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 4
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
24.228.91. 56 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
65.55.210.130 |Uited Sates 147, 237. 76,200 |ei tan aka i of | 2 N9 ENgine: TGP Invalid - finvalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
80. 246. 133. 135 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
37.140. 188. 78 :ZZ::FI on 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
157.55.39.255 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
197.133. 153. 73 |Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 4
90.196.54. 1 United Kingdom|147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 4
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
32.42.15.123 Net her | ands 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 3
157.55.39. 237 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
75.75.52. 193 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
199. 126. 224. 174|Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3
37.140. 188. 112 :Zg::t”i o 147.237.72. 166 |aka. i df . 29; ?2:5?2 siri]gér?e: TP Invalid 'Pg‘éi];td ;eggggi retransmssi on drop 3
199. 30. 24.137 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
192. 99. 12. 99 Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
199.30. 24,139 |United Sates  |147. 237. 76. 200 e tan. aka i of || S NG Engine: TCP Invalid  Jinvalid segnent retransnissi on drop 2
Ret r ansm ssi on Packet dr opped.




10-22-2015-04:04:00 to 10-22-2015-05:04:00

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
} . . D stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
66.249.78.159 [Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 42
. . D stributed Uhaut hori zed URL Access on
41.43.201.226 |Egypt 147.237.77.216|dover.i df . il v i df i 1/1133- 22777-ar | dover . aspx) Bl ock 28
: . . Unaut hori zed URL Access to
199. 16. 156. 125 |Uited Sates  [147.237.77.216|dover.idf . il vowei i1/ p storagelfi1 es/ 6/ si ze220x0/ 17416. | pg Bl ock 14
77.237.146.28 [Czech Republic [147.237.77.19 |l awforumi df . i l|Unaut hori zed URL Access to / B ock 14
178. 49. 154. 143 RJSIS;;ni o 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df . i|/1044- he/ i shuri m aspx B ock 14
66.249.78.166 [Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 14
199. 16. 156. 126 |Uhited Sates 147.237.77.216|dover. i df . il Mil ti pl e Wnaut horized URL Access from 199. 16. 156. 126 B ock 14
91.121.83.118 |France 147.237.77. 216 |dover . i df . il Mil ti pl e Unaut hori zed URL Access from91. 121. 83. 118 B ock 14
. . D stributed Unaut hori zed LRL Access on
41.43.208.124 |Egypt 147.237.77.216|dover.i df . il v i df i 1/1133- 22777- ar / dover . aspx) B ock 14
188. 143. 232. 22 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code Qust om Tenpor ary B ock 14
66.249.78.173 |[Israel 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 14
} . . Uhaut hori zed URL Access to
199. 16. 156. 126 |Uhited Sates  [147.237.77.216|dover.idf .l vowei i1/ p_storagel i1 es/ 4/ si ze220x0/ 17374. | pg Bl ock 14
91.121.83.118 |France 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to ww i df . il/1133- 22638- he/ dover . aspx. B ock 14
66.249.78.159 | srael 147.237.77. 216 |dover. i df . i | Distributed thauthorized URL Access on B ock 14
wn i df il /atal 1/i zkor/ vi ew i ng. asp
. . URL is Above Root Drectory
192. 99. 12. 99 Canada 147.237.77. 216 |dover.i df . il v df i1/ ../ shar el user cont rol s/ header upper/ Bl ock 14
66.249.78.173 |l srael 147.237.77.216|dover . i df . il Unhaut hori zed LRL Access to waw i df.il/see Bl ock 14
; ; Unaut hori zed URL Access to
104.236. 61. 18 147.237.76.31 [nakehal . i df . il nakhal . i df . i | / 894- he/ nakhal . aspxshar ed/ user cont r ol s/ header upper/ Bl ock 14
197.133. 153. 73 |Egypt 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 14
41.43.192.2 Egypt 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to ww i df.il/1133-22777-ar/ dover. aspx) Bl ock 14
URL is Above Root Drectory
140. 207. 198. 223|Chi na 147.237.0.34 [tikshuv.idf.il |wwtikshuv.idf.il/../shared/clientscripts/jquery.plugins/jquery.equal heig B ock 14
hts.js
. . Unaut hori zed URL Access to
66.249.78.159 |[Israel 147.237.77.216|dover.i df . il vou i df i |/ enpl at es/ shar ed/ user cont rol s/ navenu/ nazi . df . | Bl ock 14
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