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10-22-2015-03:04:07 to 10-22-2015-04:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature
220. 181. 108. 157 Chi na

|Device Action |Count|
147.237.76. 86 navy.idf.il |TQP handshake violation, first packet not syn drop 77
66. 249. 78. 173 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 10
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 3




10-22-2015-03:04:07 to 10-22-2015-04:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

51. 254. 130. 59 Lhited Ki ngdom 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1




10-22-2015-03:04:07 to 10-22-2015-04:04:07

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
85.114. 137. 161 147. 237. 72. 166 Ger many aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
85. 25. 103. 50 147. 237.76. 197 Ger many e. himush. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
82.117. 208. 243 147.237.8.24 e.lifestyleiidf.il |ET SCAN NVAP -sS w ndow 1024 1
188.138.9. 50 147. 237. 77. 205 Ger many prisha.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
119. 90. 138. 214 147.237.8. 24 Chi na elifestyle.idf.il |ET SCAN NMVAP -sS w ndow 2048 1
85.114. 137. 161 147. 237. 72. 166 Ger many akaidf.il ET SCAN NMAP -sS wi ndow 3072 1
85.114. 137. 161 147. 237. 72. 166 Ger many aka.idf.il ET SCAN NVAP -f -sS 1
85. 25. 103. 50 147. 237. 76. 196 Ger many esvivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
41.140. 253. 9 147.237.76. 31 Mor occo nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
198. 20. 70. 114 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
193. 105. 134. 220 147. 237.77. 178 Sweden e. mat pash. i df .il ET SCAN NVAP -sS wi ndow 1024 1
119. 90. 138. 214 147.237.8.24 Chi na elifestyleiidf.il |ET SCAN NVAP -sS w ndow 3072 1
119. 90. 138. 214 147.237.8. 24 Chi na elifestyle.idf.il |ET SCAN NVAP -f -sS 1




10-22-2015-03:04:07 to 10-22-2015-04:04:07

|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
99.132.72.114 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 184
17.228.227.18 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 159
66. 87. 151. 77 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 135
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 102
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 69
197. 135. 255. 37 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 60
166. 170. 5. 51 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
62.219.109. 181 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 40
54.244.22.103 |Whited Sates 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 39
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 39
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
46. 116. 156. 58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
2.52.166. 15 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
71.176.17.108 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 34
68. 180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34
66.102. 8. 173 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 31
154.106.83.76 |Tunisia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
173.3.85.65 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
72.164.143.29 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
64.233.172. 163 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
66.249.78.166 |Lhited Sates |147.237.77. 216 |dover.idf.il Stream ng Engl ne: TGP Invalid invalid segnent retransnissi on. drop 26
Ret r ansm ssi on Packet dr opped.
78.95.104.160 |Romani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
99. 132.72. 114 Lhited Sates 147.237.77.233 |ata .idf.il dr op Frst packet isn't SN drop 26
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 22
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
66. 249. 88. 81 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 21
68.198.72.189 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
68.199. 81. 143 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
66.249.88.101 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 19
165. 124. 144. 249|Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
24.130.48. 144 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 17
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
32.42.15.123 Net her | ands 147.237.77.233 |atal .idf.il drop First packet isn't SN drop 13
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 12
134. 196. 163. 223|Thai | and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
212.199. 182. 150|I srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 11
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
66.102.8.173  |Wited Sates |147.237.77. 216 |dover.idf. il Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dr opped.
66.249.78.173 |lnited Qates  |147. 237. 7. 216 |dover. i of .i Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 8
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 67 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
193. 169. 234. 5 :Z:::Inl on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
157.55.39.237 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
54.244.22. 103 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i I|dr op First packet isn't SN drop 7
157.55.39.255 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
66. 87. 67. 43 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
93.221.5. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7




10-22-2015-03:04:07 to 10-22-2015-04:04:07

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
i www. chamat z. aka. i df ) )
198. 204. 230. 130|Lhited Sates 147.237.77. 226 i Mul ti pl e Uhaut hori zed URL Access from 198. 204. 230. 130 Bl ock 350
_ www. chamat z. aka. i df , _ ,
198. 204. 230. 130|Lhited Sates 147.237.77. 226 i Mil tiple Admin Bl ocking from 198. 204. 230. 130 B ock 182
. www. chamat z. aka. i df
198. 204. 230. 130|Lhited Sates 147.237.77. 226 il PHP At t enpt Bl ock 112
210.172. 144. 87 [Japan 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 210.172. 144. 87 B ock 56
] . . O stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il vt navy. i df i 1/994- 8613- hel navy. aspx. aspx Bl ock 56
68.180. 228.112 |[lhited Sates 147.237.77.216|dover.i df . il DO stributed Suspici ous Response Qode B ock 42
165. 124. 144. 249|United Sates 147.237.77. 216 |dover.idf.il O stributed Suspicious Response Code B ock 42
151.80.31.115 |[italy 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 28
Russi an - . Paraneter Type Mol ation fronate in
188.143. 232. 37 e ot i on 147.237.77. 176 [nat pash. i df . i | v cogat . i df i 1/ 901- en/ cogat . aspx Bl ock 28
176. 12. 145. 142 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock 14
66.249.78.111 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 14
54.244.22.103 [Lnited Sates 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
210.172. 144. 87 [Japan 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/test/wo-adnmn/ B ock 14
. . D stributed Lhaut horized URL Access on
176. 13.5. 183 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 14
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf.il Unaut hori zed LRL Access to wwuidf.il/atal 1/izkor/vi ew i ng. asp [B ock 14
66. 249. 64. 37 I 'srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 14
. . D stributed Lhaut hori zed URL Access on
66.249. 78.166 |l srael 147.237.77. 216 |dover . i df . il vow i df i 1/ at al 1/ zkor / vi ew i . asp Bl ock 14
_ waw. chamat z. aka. i df [unaut hori zed URL Access to
198. 204. 230. 130|Lhited Sates 147.237.77. 226 il W chanat 7. aka. i df . i 1/ reeaspupl oad/ upl oadt est er . asp B ock 14
157.55.39. 255 |lhited Sates 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 14
66. 249. 64. 42 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 14
www. chamat z. aka. i df
198. 204. 230. 130|Lhited Sates 147.237.77. 226 il Admi n Bl ocki ng B ock 14
66.249.78.166 [Israel 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw i df.il/nazi B ock 14
210.172. 144. 87 [Japan 147.237.72. 166 [aka. i df . i | Ostributed Unauthorized URL Access on aka. i df.il/wp-admin/ B ock 14
. . Unhaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1065- he/ dover . aspx Bl ock 14
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