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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count]|
220.181.108. 177 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 265
62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 3
68.116.5. 134 Lhited Sates 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249.84.166 |[147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
187. 163. 144. 167(147. 237.0.34  |Mexi co tikshuv.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1

Potential Scan or Brute Force
182. 48. 105. 216 [147.237.8.24 |China e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
173.193. 252. 242|147. 237.77. 121 |thited Sates |e. navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
158. 85. 158. 198 [147.237.0.19 |Wited Sates [madimatal.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
111.93.198.54 |147.237.77.61 |India e.cogat.idf.il ET SCAN NMAP -sS w ndow 3072 1
220.181.108. 92 |147.237.77.216|Chi na dover.idf.il portscan: TCP D stributed Portscan 1
182. 48.105. 216 |147.237.8.46 |China e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
173.193. 252. 242|147. 237.77. 121 |Lhited Sates |e.navy.idf.il ET SCAN NMVAP -sS w ndow 4096 1
169. 229. 3. 91 147.237.76.202|thited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
139. 162. 144. 227|147.237.0.15  |Net her| ands kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.77.61 |India e.cogat.idf.il ET SCAN NMVAP -sS w ndow 1024 1
46. 151. 55. 40 147. 237. 76. 147 |krai ne chinuch.aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
14,175, 102. 244 |147. 237 76.42 M et nam refuahid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
201 127 176. 1501147 237 76.30 | co b rshL i | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
82.145.222. 7 Eur ope 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 2407
70.197.162. 254 |lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 148
149.78.154.69 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 128
197.135. 255. 37 |Egypt 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 89
41. 68.99. 67 Egypt 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 84
95. 86. 90. 29 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 54
41. 33. 232. 66 Egypt 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 53
176.13.5.73 | srael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 38
185. 26. 180. 207 LK?ir::gom 147.237.77. 216 |dover.i of .i|dr op First packet isn't SN drop 34
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 33
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 31
41. 33. 231. 90 Egypt 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 29
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 29
23.126.102.45 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 28
24.130.48.144 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 26
198.58.102. 117 |thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 26
54.72.0.55 Irel and 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
132.72.233.223 |lsrael 147. 237. 77. 216 |dover. i of .i |dr op Frst packet isn't SN drop 25
86.108.95.192  |Jordan 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SN drop 25
68.196.94.231 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 25
68.180.220. 230 |United Sares |147. 237, 72, 166 |akaicr. i1 || SN Engine: TP Invalid Invalid segnent retransmssion. Packet |, 24
Ret r ansni ssi on dr opped.
207.46.13.178 |lhited States [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 19
68.180.228. 112 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 19
66.102.8.178  |Uited Sares |147. 237, 77. 216 |dover i of i || CAM N Engine: TP Invalid Invalid segnent retransmssion. Packet |y 18
Ret r ansni ssi on dr opped.
212.199. 182. 150|l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 18
212.179.90. 106 |l srael 147. 237. 77. 216 |dover. i of .i |dr op Frst packet isn't SN drop 17
66. 102. 7. 226 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SWN drop 17
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op SAMrul e drop 16
68. 4. 124. 213 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 16
64.233.172.155 |lLited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 15
93.172.184.58 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 14
66.249.78.150 |United Sares [147. 237, 77. 216 |dover. i o i || SN Engine: TP Invalid Invalid segnent retransmssion. Packet |, 14
Ret r ansni ssi on dr opped.
66.249.88.101 |lLhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 14
151.80.31. 115 |ltay 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 14
66.249.78.173 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 14
66.249.78.173 |Uited Sates |147. 237, 77. 216 |dover i of i | | SN Engine: TP Invalid Invalid segnent retransmssion. Packet |, ., 12
Ret r ansni ssi on dr opped.
41.234.80.204  |Egypt 147, 237. 77, 216 |dover i i [ €2 NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 12
Ret r ansni ssi on dr opped.
100.30.24.210 |Uited Sates |147. 237, 77. 216 |cover i 1| ' SAM NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, ., 12
Ret r ansmi ssi on dr opped.
104. 131. 199. 242|Uhited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 12
50. 87. 144. 145 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 11
109. 64. 200. 226 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 11
109. 66. 194. 3 | srael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 9
100. 40. 147. 162 |hited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 9
79.179. 144. 235 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 9
37.142.64. 48 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
157.55.39.237 [hited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 8
24.130.241.190 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 8
207.46.13.178 |uited Sates |147. 237, 77. 216 |dover. i of . [ €AM NG BNgine: TCP Inval i d Invalid segnent retransmssion. Packet |, 8
Ret r ansni ssi on dr opped.

68.189.187. 121 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
91.200. 12. 7 Wkrai ne 147.237.77.74 |lawidf.il PHP Att enpt B ock 168
91.200.12.7 Wrai ne 147.237.77.74 |lawidf .il Mil ti pl e Unauthori zed URL Access from 91.200. 12. 7 B ock 154
68.180.228. 112 |Wnited Sates|147.237.77.216|dover.idf.il |[Dstributed Suspicious Response Code B ock 84
68.180. 229. 239 |Wited Sates|147.237.72. 166 |aka. i df . il Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 84
72.9.148.10 Lhited Sates|147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwn navy. i df . il/994-8613- he/ navy. aspx. aspx B ock 56
178. 255. 215. 87 |France 147.237.77.216|dover.idf.il |Miltipl e Wauthorized URL Access from 178. 255. 215. 87 B ock 28
68.180.228. 112 |lhited Sates|147.237.77.216|dover.idf.il| |Paraneter Type Miol ation PageNumin waw i df .il/1133-ar/dover. aspx B ock 28
66.249.78.166 |l srael 147.237.77.216|dover.idf.i| |Dstributed Suspicious Response Qode B ock 28
151.80.31.115 |italy 147.237.77.216|dover.idf.i|l |Wauthorized UR. Access to wawidf.il/atal B ock 14
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 14
46.19.85.0 I srael 147.237.77.216|dover.idf.i| |Abnormal |y Long Request request version B ock 14
194. 187. 168. 19 |Fol and 147.237.77.216|dover.idf.i| |Dstributed Suspicious Response Code B ock 14
66. 249. 67. 65 | srael 147.237.77.216|dover.idf .i| |Mitiple Unauthorized URL Access from 66. 249. 67. 65 B ock 14
208.115.113. 82 |[Wnited Sates|147.237.0.34 |ti kshuv. i df.il|Unauthorized URL Access to tikshuv.idf.il/sitel unsel ecatbl e. aspx B ock 14
178. 255. 87. 242 LK!iﬂr:gegom 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 14
66.249. 78. 248 |lsrael 147.237.76.42 |refuah.idf.il |Ostributed Whauthorized LRL Access on 147.237.76. 42/ robot s. t xt B ock 14
Illegal HITP Version __atuvc=19%7C42; _ atuvs=56281c54676303d9000;
46.19.85.0 | srael 147.237.77.216|dover.i df .i| | _pk_id. 20. 8af c=860f cOa3f b072567. 1445469270. 1. 1445469270. 1445469270. |B ock 14
; _pk_ses. 20. 8af c=*
207. 46. 13. 39 Uhited Sates|147.237.0.34 [ti kshuv.idf.i[|Uauthorized URL Access to wwwutikshuv.idf.il/site/links. aspx B ock 14
66.249.78.102 |lsrael 147.237.77.216|dover.i df.i| |Wauthorized URL Access to 147.237.77.216/ 1133- he/ dover . aspx Bl ock 14
212.34.11. 4 Jor dan 147.237.77. 176 [nat pash. i df . i [|Dstributed 111egal HITP \ersion B ock 14
46.19.85.0 I srael 147.237.77.216|dover.idf.il |Malformed URL vvvvvvv=d752a4b9vvvvvvv_d752a4b9; B ock 14
207.46.13.46  |United Sates|147.237.76.86 |navy.idf. il m:‘;@; e e e ﬁ;ﬁ;szsg?( aspx Bock |14
66.249.78.159 |[Israel 147.237.77.216|dover.idf.il |Miltipl e Wauthorized LRL Access from 66.249. 78. 159 B ock 14
212.34.11. 4 Jor dan 147.237.77. 176 [mat pash. i df . i [|Distributed Mal forned URL B ock 14
178. 255. 215. 87 |France 147.237.77.216|dover.i df.i| |Wauthorized UR. Access to wwidf.il/atal 1/izkor/ nain. asp Bl ock 14
Unknown HTTP Request Met hod
46.19.85.0 I srael 147.237.77.216|dover.idf.i| | NET_Sessi onl d=wuw01k550t 02dnnf | badsnRo; in URL B ock 14
vvvvvvv=d752a4b9vvvvvvv_d752a4b9
207.46.13.119 |lnited Sates|147.237.72. 166 |aka. i df . il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
91.200.12.7 kr ai ne 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www mag. i df . il /592-4071-en/ i ndex. php Bl ock 14
212.34.11. 4 Jor dan 147.237.77. 176 |nat pash. i df . i [|Di stributed Unknown HTTP Request Met hod B ock 14
184. 154. 174. 162|Uhited Sates |147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 14
46.117.63.121 | srael 147.237.77. 234|hal ag. i df . i | i;t ;'sk;u;‘;d2?;7?;:;287‘;?@%/@%??? fr;i . Bock |14
208.115.113.82 [Wnited Sates|147.237.0.34 |[tikshuv.idf.il|Paraneter Type Vol ation catld in tikshuv.idf.il/sitelstory.aspx B ock 14
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