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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 102. 8. 168 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1646
50. 175. 19. 51 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 942
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 434
66. 249. 67. 219 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 368
220. 181.108. 100 Chi na 147.237.77.176 nat pash. i df . i | TCP handshake vi ol ation, first packet not syn |drop 244
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 213
66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 17
2.54.45. 15 | srael 147.237.72. 167 i shurimaka. i df.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 7

66. 249. 67. 59 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
62.219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al Nets dr op 3

66. 102. 8. 178 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

96. 244. 132. 13 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Up Al _Nets drop 1

66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash. i df . il TCP handshake viol ation, first packet not syn |drop 1
197.27.75. 124 Tuni si a 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

108. 59. 8. 70 Lhited Sates 147. 237.76. 42 refuah.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
176. 13. 22. 68 147.237.76.86 |lsrael navy.idf.il I NDI CATOR- SCAN myscan 2
176. 13. 22. 68 147.237.76.86 |[lIsrael navy. i df.il GPL SCAN nyscan 2
111.93.198.54 |147.237.77.61 |Iindia e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
103.232.35.93  |147.237. 76. 202 [Hong Kong e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
198. 199. 65. 204 |147.237.76.148|lhited Sates  |ggcenter.aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85.114.137.161 |(147.237.77.74 |Ger many lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
185, 120. 196. 49 |147. 237, 72. 166 ke idh il ET PQLICY I ncom ng Basic Auth Base64 HITP Password 1
det ect ed unencrypt ed
85.114. 137. 161 |147.237.77. 74 |Ger many lawidf.il ET SCAN NVAP -f -sS 1
59. 106. 108. 116 |[147.237. 77. 216 |Japan dover . idf.il Tehila - Perl LW wth fake user agent 1
169. 229. 3. 91 147.237.76.202|thited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
168. 187. 246. 41 |147.237. 77. 227 |Kuvai t e hamaz.idf.il ET SCAN NMAP -sS wi ndow 2048 1
139. 162. 144, 227|147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.77.61 |India e.cogat.idf.il ET SCAN NMAP -sS wi ndow 3072 1
103.232.35.93  |147.237. 76. 202 [Hong Kong e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
103.232.35.93  |147. 237. 76. 202 [Hong Kong e halag.idf.il ET SCAN NVAP -f -sS 1
85.114.137. 161 |147.237.77.74 |Ger many lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
185.100. 85. 71 |147. 237.76. 30 hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
78.24.220.21  |147.237.0.17 ?éj:i;’}m mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
45.79.188.5 147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
168. 187. 246. 41 [147.237.77. 227 |Kuvai t e hamaz.idf.il ET SCAN NVAP -sS wi ndow 4096 1
14.134.164.60 [147.237.76.44 |China e.refuah.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
168. 187. 246. 41 |147.237. 77. 227 |Kuwai t e. hanaz. i df .i ET SCAN NVAP -f -sS 1
139. 162. 141. 72 |147.237.76. 34 |Net her| ands yohal an. i df .i| ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
82.145.222. 7 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 746
95. 86. 90. 29 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 167
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 110
82. 145. 219. 159 |Eur ope 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 106
37.76.217. 90 (F;ajcis;iigjja” Territoryly 47 237.77. 216 |dover. i df . i1 drop Frst packet isn't SWN drop 105
84.94.92. 185 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 88
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 87
1.144.96.76 Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 83
50. 175.19.51 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 80
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 71
108.59.253.71 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 60
5. 254, 65. 125 Romani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
66.102.8.173  |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streaning Bngine: TCP Invalid limvalid segnent retransmission. 54
Ret r ansni ssi on Packet dr opped.
149. 78. 145. 140 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
150. 108. 157. 65 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 46
64.233.172.171 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 41
5. 43. 204. 36 gcis;ii:(ijan Territory, 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 39
109. 66. 177. 12 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
64.233.172.163 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 33
37.142.239. 243 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
64.233.172.155 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
66.249.78.159 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Streaning Bngine: TCP Invalid limvalid segnent retransmission. 26
Ret r ansni ssi on Packet dr opped.
66.249.84.165 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
176.13.11.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
66.249.84.167 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
5.170. 34. 80 Italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
212.179. 90. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 21
185. 88. 24. 245 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
84.108. 75. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
68. 180. 229. 239 |Lnited Sates 147. 237. 72. 166 |aka. i df . | Strean ng En.gl ne: TCP Invalid |invalid segnent retransnissi on. drop 20
Ret r ansm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 20
86.91. 185. 105  |Net her| ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
31.223. 176. 114 glcisgiig;a” Territoryly 47 237.77. 216 |dover. i . i1 drop Frst packet isn't SIN drop 19
79. 255. 8. 193 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
192. 116. 162. 182|l srael 147.237.72. 167 |ishuri maka. i df . i |dr op First packet isn't SN drop 16
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
66.249.84.166 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
162.243.199. 26 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
68. 180. 230. 224 |Uhited Sates |147.237.76.31 |nakchal . i df.i||Paraneter Type Miol ati on PageNumin wa nakhal . i df .il/1073- he/ nakhal . aspx |B ock 84
72.9.148.10 Lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to wwn navy. i df . il/994-8613- he/ navy. aspx. aspx  |B ock 56
68.180. 229. 239 |Lhited Sates |147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 56
66.249.78. 173 |Israel 147.237.77.216|dover.idf.i|l |Mitiple Wauthorized URL Access from 66.249. 78. 173 B ock 56
. . |Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1t xt Last Nang i n
84.228.32.86 |Israel 147.237.76.42 |refuah.idf.il Wi ref ua. at al i df i 1/ 1518- hel ref uah. aspx B ock 42
. . . |Uhaut hori zed URL Access to
79.177.194.5  |israel 147.287.77.243|nobi le.idf il | 5 N T ca eqoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 42
66.249. 78. 159 |l srael 147.237.77.216|dover.idf.i| |Miltiple Unauthorized URL Access from 66.249. 78. 159 B ock 28
79.177.194.5  |lsrael 147.237.77.243|nobi | e.idf .i| |Miltiple Uhauthorized URL Access from79.177.194.5 B ock 28
149. 78. 221. 205 [l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 149. 78. 221. 205 B ock 28
149. 78. 221. 205 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/valtanimai n/ sel ectusertype.asp  |B ock 14
. . . Unhaut hori zed URL Access to
199.16. 156. 124 |United States |147.237.77.216(dover. idf.il | & b storagel 11 es/ 1/ si ze220x0/ 16641, | pg B ock 14
41.238.187. 142 |Egypt 147.237.77. 176 |mat pash. i df . i I|PHP At t enpt B ock 14
79.178.36. 145 |l srael 147.237.76.42 |refuah.idf.il [Wauthorized URL Access to 147.237.76. 42/ styl el shared/ t ext . css B ock 14
68.101.96.250 |Lhited Sates |147.237.72.166aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
66.249.67.65 |Israel 147.237.77.216|dover. i df .i| |Uauthorized URL Access to wanidf.il/international _training/catal og. asp B ock 14
157.55.39.9 Lhited Sates |147.237.77.216|dover.idf.il |Unhauthorized URL Access to 147.237.77.216/robots. txt B ock 14
77.237.146. 28 Fcépizri . 147.237. 77. 176 |nat pash. i df . i I[unaut hori zed LR Access to / B ock 14
66. 249. 78. 159 |l srael 147.237.77.216|dover.idf.i| |Uauthorized LRL Access to wwwvidf.il/atal 1/izkor/vi ew i ngt op. asp B ock 14
. . . URL is Above Root Directory
202. 102. 99. 103 |Chi na 147.237.77.233|atal .idf.il wwatal i df.il/../shared/cli entscripts/si debar/si debar .| s B ock 14
41. 238. 187. 142 |Egypt 147.237.77. 176 |mat pash. i df . i l|Uhaut hori zed URL Access to waw cogat.idf.il/xnirpc. php B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.180.113. 73 |Israel 147.237.72. 166 |aka. i df . i | v aka. | df i 1/ mai v/ Sachar / tf asi m aspx None 14
68. 180. 228. 175 |Uhited Sates [147.237.76.42 |refuah.idf.i| |Dstributed Unauthorized URL Access on 147. 237. 76. 42/ robot s. t xt B ock 14
66. 249. 67. 245 |l srael 147.237.0.34 |tikshuv.idf.il|Unauthorized URL Access to waw tikshuv.idf.il/mai n/ haredi nicont act us. aspx |Bl ock 14
157.55.39.36 |Lhited States |147.237.77.176 [mat pash. i df . i I{haut hori zed URL Access to www cogat . idf.il/tenpl ates/ news/ B ock 14
77.237.146. 28 gpif)ri . 147.237.77.233|atal .idf.i| |wauthorized LR. Access to / B ock 14
66.249. 78. 166 |l srael 147.237.77.216|dover.idf.i| |Dstributed Suspicious Response Code B ock 14
207.46.13.119 |lhited Sates |147.237.72.166aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
66. 249. 64. 205 |l srael 147.237.76.31 |nakchal . i df. i [[Uhaut hori zed LRL Access to 147.237.76. 31/ robots. t xt B ock 14
66. 249. 67. 253 |l srael 147.237.0.34 [ti kshuv. i df.i[[naut hori zed URL Access to waw tikshuv.idf.il/nain/giyus/ general . aspx B ock 14
178. 255. 215. 87 |Fance 147.237.77.216|dover.idf .i| [Miltiple Unauthorized URL Access from 178.255. 215. 87 B ock 14
66.249.78.173 |Israel 147.237.77.216|dover.idf .i| |Dstributed Suspicious Response Code B ock 14
66.249.67.53 |lIsrael 147.237.77.216|dover.idf.i| |Dstributed Suspicious Response Code B ock 14
66.249. 78. 159 |l srael 147.237.77.216|dover.i df.i| |Dstributed Suspicious Response Code Bl ock 14
. . Uhaut hori zed URL Access to
188. 165. 15. 138 |France 147.237.77. 234 [hal ag. i df . i | v | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/trajector/ Bl ock 14
37.26.149. 135 |lsrael 147.237.77.234|hal ag. i df . i| |Wauthorized UR Access to 147.237.77.234/ i nages/ shared/ bul | et 1. gi f B ock 14
. . D stributed Unhauthori zed URL Access on
66.249.67.65 |Israel 147.237.77. 216 |dover.i df . i | vow i df i 1/ at al 1/ zkor/ pri nt_bot t om asp B ock 14
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