10-22-2015-00:04:04 to 10-22-2015-01:04:04

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M tikshuv.idf.il

M navy.idf.il

M chi nuch. aka. i df . il

B mny-kosher-kravi.idf.il

M madimatal .idf.il

Matal.idf.il
refuah.idf.il

M nakchal .idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

W 79. 180. 213. 246
143.117.17. 186

I 66. 249. 78. 159
194. 102. 61. 162

" réfber W 149. 78. 154. 69
Attacks M 66.249.78. 173

[ 94.195.104. 2

W 72.9.148. 10
199. 30. 24. 225

W 41.33.231.90

Top Attackers



10-22-2015-00:04:04 to 10-22-2015-01:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

84. 95. 206. 27 | srael 147.237. 72. 167 ishurimaka. idf.il |Anonal y-SSL-renegotiation-di dest - r eset 20
46. 19. 86. 80 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 4
176. 13. 9. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176.12. 136. 94 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
91. 106. 102. 150 Jordan 147.237.77. 216 dover.idf.il SYNHood full table drop 2
185. 61. 136. 94 Lkrai ne 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
110. 216. 2. 154 Chi na 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.248.116.57 147.237.77. 216 Mor occo dover.idf.il SERVER- WEBAPP adm n. php access 2
139. 162. 141. 72 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
66.102. 8. 173 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
45,33.7.101 147. 237.76. 201 e.atal.idf.il ET SCAN Potential SSH Scan 1
45.33.0.185 147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
41.248. 116. 57 147.237.77. 216 Mor occo dover.idf.il SERVER- WEBAPP Phor um adm n access 1
190. 124. 35. 115 147.237.0.35 N car agua akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 194 147.237.8. 24 Net her | ands elifestyle.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
46.19. 86. 122 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
45,33.7.101 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
143.117.17.186 |Uhited K ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 132
194. 102. 61. 162 |Rormani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 83
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 78
94.195. 104. 2 United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 69
212.14. 228.6 (F;ajcis;iigjja” Territory.ty 47 237, 77. 216 |dover. idf. i1 |dr op First packet isnt SWN drop 32
100. 37.157.11 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 30
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
83. 208. 62. 25 Czech Republic 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 27
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 24
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
82. 145. 221. 239 |Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
69. 203. 14. 65 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
2.52.63.81 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
71.57.133. 201 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
66.249. 78. 159 |Lhited Sates 147, 237. 7. 216 |dover it i1 || €M NG Engine: TCP Invalid |invalid segnent retransnission drop 20
Ret r ansni ssi on Packet dr opped.
78.123.122. 242 |Fance 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
74.90.9. 39 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
212.179. 90. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
37.142.231.167 [Israel 147.237.72. 166 |akaidf.il  [Bad TOP sequence wﬁtﬁ;gxl;gth moni tor (17
91. 10. 167. 47 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
197.133.182. 83 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
79.181.120.15 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
77.42.129.119 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 15
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
109. 64. 200. 199 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
108.59.253.71 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
100. 100. 19. 165 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 12
46.19.85.132  |israel 147, 237.72. 166 |aka i or. 11 || €M NG Engine: TCP | nvalid |invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.
41.43.173.30 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
68.180.229. 121 |Wnited Sates 147. 237.76. 200 [ei tan aka. i of . { | SAM NG Engine: TCP Inval id - finvalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet  dr opped.
104. 175.65. 123 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
66. 102. 9. 81 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
37.142.64. 4 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
198.58.96.215 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
93.172.151. 111 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
100. 127. 208. 196 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 10
66.249.78.173 |Whited Sates 147, 237. 7. 216 |dover it i1 || €M NG Engine: TCP Invalid invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.
78.55.193.221  |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
151. 80.31.115 (italy 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
37.239.8.90 Iraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
105. 228. 222. 74 |South Arica 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
109. 64.81.199 |[Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
96. 254. 126. 174 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
64.233.172.155 |Uited Sates 147. 23777, 216 |dover. i a1 || €M NG Engi ne: TCP | nvalid invalid segnent retransnission drop 8
Ret r ansm ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
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|Top Attackers In V\AF|

A tacker Devi ce

Target Address |[Site S gnature

‘Count

Country Action
. . . Paraneter Type Mol ati on SearchText in
79.180. 213. 246 [l srael 147.237.0.34 |tikshuv.idf.il vwn ti kshuv. i df i 1 /938- hef ti kshu. aspx B ock 168
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 56
] . . Unaut hori zed URL Access to
72.9.148.10  |lhited States |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 56
199. 30. 24. 225 |Whited Sates [147.237.76. 147 [chi nuch. aka. i df .il Lhaut hori zed URL Access to ww chi nuch. aka. i df . i1/404. htm B ock 42
66.249.78.173 |Israel 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 28
66.249.78.173 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 78. 173 Bl ock 28
66.249. 78. 159 [l srael 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response Code B ock 28
83.130. 113. 116 |I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 14
66.249. 78. 166 |l srael 147.237.77. 216 |dover. i df .i | D stributed Suspici ous Response Code Bl ock 14
178. 255. 87. 242 E:'r:;gom 147.237.0.19 |nadimatal .idf.il Unaut hori zed LRL Access to 147.237.0.19/robot s. t xt B ock 14
. . Unaut hori zed URL Access to
77.125. 119. 229 |I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 14
31.154.91. 201 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ nav. css  |Bl ock 14
URL is Above Root Directory
202.102.99.80 |ina 147.237.77.233|atal .idf.il www atal .idf.il/../shared clientscripts/jquery.plugins/jquery. equal hei|B ock 14
ghts.js
109. 67.11. 184 |[Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/hi nush/site/ he/ hi nush. asp |B ock 14
. . Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf .il i df .1 1/1129- hel kkkkkkk=bf 6bf 9bSkkkkkkk_bf 6bf 9b5 Bl ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.126. 253. 238 |l srael 147.237.72.166 |aka. i df . i | aka. i o i |/ mai 1V sachar/  equest . aspx None 14
66. 249. 65. 224 |Israel 147.237.77. 216 |dover . i df .i | D stributed Suspici ous Response Code B ock 14
207.46.13.88 |Uited Sates |147.237.72.166|aka.idf.i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
115. 230. 126. 48 |Chi na 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wn i df . il /ckfinder B ock 14
. : Unhaut hori zed URL Access to
188.165. 15. 89  |France 147.237.72. 166 [aka. i df . i | wan aka. i df . i | / sachar/ f or ns/ downl oadf or m asp Bl ock 14
213.172.183. 61 |Pol and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
m ny- kosher - kravi . i i i
176.13.19. 249 |l srael 147.237.0. 17 Ny- Kosher-kra dliilegal Paraneter Encoding rnd in . None 14
f.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
’ . . Par anet er Type M ol ati on PageNumin
68.180. 228. 112 [Lhited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1283- en/ dover . aspx B ock 14
188.165.15.89 |France 147. 237.72. 166 |aka. i df . i | thknowun Paraneter catidin None 14
wwn aka. i df . i |/ mai n/ snal i nd snal i m aspx
. . Unaut hori zed URL Access to
82. 166. 125. 124 [l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 14
m ny- kosher-kravi .id _ _
176. 13.19. 249 |l srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encodi ng from176. 13. 19. 249 None 14
5.8.242.73 Iraq 147.237.77. 216 |dover.idf . il O stributed Unauthorized URL Access on wanidf.il/arr/ B ock 14

10-22-2015-00:04:04 to 10-22-2015-01:04:04



