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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il |[SYINHood full table drop 90
79.179. 36. 42 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 30
79.178.171. 148 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 18

89. 138. 211. 245 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4

64. 206. 201. 66 Lhited Sates 147.237.77. 216 dover.idf.il |SINHood full table drop 4
24.189. 133. 119 Lhited Sates 147.237.77. 216 dover.idf.il |[SYINHood full table drop 2
79.179. 118. 29 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 2

79. 180. 149. 204 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 2
79.179.118. 29 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount
52.1.90.117 Lhited Sates 147. 237.77. 216 dover.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
200. 54. 186. 226 Gile 147.237.77. 176 nat pash. i df . il 12580: HITP. SQ Injection (Qookie Header) B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 67. 227 [147.237.77.176|Uited Sates |[natpash.idf.il ET SCAN NVAP -sA (2) 2
41.248.116.57 |147.237.77. 216 [Morocco dover.idf.il SERVER- WEBAPP adm n. php access 2
188.53. 142. 211 [147.237.0. 33 |Saudi Arabia  |idf.il ET SCAN NVAP -sS wi ndow 4096 1
188.53. 142. 211 [147.237.0.33 |Saudi Arabia |idf.il ET SCAN NVAP -f -sS 1
114.33.5. 218|147 237 76.30 |Tai van hivmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 248. 167. 155 |147. 237.0. 15 Net her | ands kosher-kravi .idf.il ET SOAN Behavi .Oral Uhusual | y fast Termnal Server Traffic, Potential 1
Scan or Infection
79.143.180. 44 |147.237.77.176|Ger many nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
41.248.116.57 [147.237.77. 216 [Mor occo dover.idf.il SERVER- WEBAPP Phor um adm n access 1
41.248.116.57 |147.237.77.216 [Morocco dover.idf.il GPL WEB SERVER i i sadm n access 1
188.53. 142. 211 [147.237.0.33 |Saudi Arabia  |idf.il ET SCAN NVAP -sS wi ndow 2048 1
176.13.19. 192 [147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
94.102. 48. 194 |147.237. 72. 166 [Net her | ands akaidf.il ET SCAN NMAP -sS w ndow 1024 1
87.69. 5. 213 147.237.77. 216 (I srael dover.idf.il portscan: TCQP D stributed Portscan 1
66.249.78. 173 [147.237.77.216|Wited Sates |dover.idf.il portscan: TP D stributed Portscan 1
41.248.116.57 |147.237.77. 216 |Morocco dover.idf.il SERVER || S iisadmin access 1
198. 199. 65. 204 [147.237.76.30 |lhited Sates |hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.248.116.57 |147.237.77.216 |[Morocco dover.idf.il ET SCAN Wiat Wb Véb Appl i cation Fingerprint Scanner Defaul t 1
User - Agent Det ect ed
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
143.117. 17. 184 LKJ?ir:;gom 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 1379
213. 151. 63. 202 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 1090
143. 117. 17. 186 zint:gom 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 733
2.54.32.13 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 297
95. 86. 77. 79 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 211
178. 81. 57. 65 Saudi Arabia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 153
197. 133. 182. 83 |Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 153
2.54.54.130 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 123
68. 96. 59. 120 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 102
46. 19. 86. 122 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 83
149.78.154.69 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 83
91.228.167.130 [Sovakia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 81
105. 199. 31. 124 |Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 77
192.198. 151. 43 |Eur ope 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 63
52.20. 44. 204 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 63
91.228.167.109 |49 ovakia 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 62
109. 64. 111. 221 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 59
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 57
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 49
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 49
82.145. 222. 43  |Europe 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 48
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 45
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 42
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 40
197. 221. 245. 73 |Zi nbabwe 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 36
37.211.207.15 |Qitar 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 36
74.6.254.113 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 36
151. 80.31.115 (italy 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 34
66.249. 78. 166 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 34
86.198.125. 8 France 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 34
66.249.78.173 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 33
68.180.228. 112 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 33
37.231.140. 151 |Kuvait 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 30
207.46.13.178 |lhited States [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 30
157.55.39. 255 [lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 29
37.26. 146. 244 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 28
93.172.184.58 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 27
212.179.90. 106 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 26
197.7.35.94 Tuni si a 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 26
149. 200. 169. 223|Jor dan 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 26
37.142.200.175 |israel 147.237.72.166 |aka.idf.il |Bad TCP sequence mﬁﬁsg Lans”“ wehdifferent | onitor |25
79.179. 36. 42 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 25
66.102. 9. 101 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 24
37.26.149.240 | srael 147237, 72. 166 |aka i o 11 |} €2 NG Engine: TCP Invalid nvalid segnent retransmssion. Packet |, 24
Ret r ansni ssi on dr opped.
66.102.8.168  |uited Sates [147. 237, 77. 216 |cover. i o i| | SAM NG Engine: TP Invalid nvalid segnent retransmssion. Packet | 24
Ret ransni ssi on dr opped.
66. 102. 9. 81 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 24
71.236.169.75 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 23
37.142.111.52 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 23
54.224.21.23 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 23
2.54. 36. 227 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 22
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|Top Attackers In V\AF|

Devi ce

A tacker

ountry Target Address |Site Sgnature Action ‘Count

176. 12. 142. 221 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 1722
91.200.12.7 krai ne 147.237.77.74 |lawidf .il Dstributed PHP Attenpt B ock 168
91.200.12.7 kr ai ne 147.237.77.74 [lawidf.il Mil tiple Unaut horized URL Access from 91.200. 12.7 B ock 154
176. 12. 148. 135 |I srael 147.237.0.19 |nadimatal .idf.il I(;Z.'\l?yl:; tlgg Sane Response (pde (404) in Session from B ock 70
72.9.148.10  |Wited Sates [147.237.76.86 [navy.idf.il muazs;' izz?_ e 10 navy. aspx. aspx Bl ock 56
37.77.49. 24 Iraq 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www idf.il/arr/ Bl ock 42
54, 244.22.103 [Wited Sates [147.237.76.147|chi nuch. aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 42
77.126. 253. 238 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
66. 249. 78. 159 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 159 Bl ock 28
85. 65. 4. 219 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
66.249.78.173 |l srael 147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 28
151.80.31. 115 |[italy 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code Bl ock 28
85. 250. 94. 175 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
176.13.18.71  |Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to www navy. i df . il/si ze220x0/ si p_st or age [B ock 22
66.249.78.173 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw idf.il/1133-18935- he/ dover Bl ock 14
66.249.67.65 |[lIsrael 147.237.77.216|dover . i df . il Distributed Suspici ous Response Qode B ock 14
93.172.130. 151 |l srael 147.237.0. 17 ][ninly- kosher -kravi . i d Mitiple Ill1egal Paraneter Encoding from93.172.130. 151 None 14
38.111.147.84 |Uited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1233-he/ atal . aspx  [B ock 14
84.108. 171. 251 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf . il Mil tipl e Unauthori zed URL Access from 66. 249. 78. 166 B ock 14
151.80.31. 123 |italy 147.237.0.34 |tikshuv.idf.il f?f:;&?ﬁ'ﬁ?l /L;af:dfizzrigmd of header upper/ B ock 14
66.249.65.99 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66. 249.78. 242 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/robots. txt B ock 14
66. 249. 78. 109 |l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 14
109. 67.28.99 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
46.19.85.28  |israel 147.237.72. 166 |aka. i df . i | \'\/Aiu Iotl iaﬁ)'iinult;gffm_gaﬁsjﬁ‘g )r om 46. 19.85. 28 (Prot ocol None 14
84.111.241.16 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66. 249. 78. 166 |l srael 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to waw idf.il/niluim B ock 14
66.249.67.53  |Israel 147.237.77. 216 |dover . i df . i | mﬁt?riif/ﬁgﬁiwpﬁﬁ; o Jpresent . ht rganp Bl ock 14
157.55.39. 237 |uited Sates |147.237.77.216|dover. i df il thaut hori zed LR Access to Bl ock 14

v, i df . i | /1133-12847- he/ dover . aspxx3 Aj x3 A?" x3 3 A~ Ay Avs
66.249. 78. 159 |l srael 147.237.77.216|dover.i df . il D stributed Suspi ci ous Response Code Bl ock 14
Unknown Paraneter _ VI EASTATEENCRYPTED i n

185. 27.105. 80 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ i v Sachar/ request . aspx None 14
. . DO stributed Unaut hori zed URL Access on

149. 88.92. 166 |l srael 147.237.77.234|hal ag. i df . i | 147. 237 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 14

. . S Lhtraceabl e Gonnection - Protocol violation

46.19. 85. 28 I srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 14

84.228. 126. 154 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
. . D stributed Lhauthorized URL Access on

66.249.78.173 |Israel 147.237.77.216|dover.idf . il v i df i 1/t al 1/ zkor/ vi ew i . asp B ock 14

66.249.67.59 [lIsrael 147.237.77.216|dover . i df . i Distributed Suspicious Response Qode B ock 14

37.26.147.255 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 14

. . . Uhaut hori zed URL Access to
91.200.12.7 kr ai ne 147.237.77.74 [lawidf.il wiw g, i df . i 1/ 592- 4071- en/ i ndex. php B ock 14
. . Unknown HTTP Request Method COXK in URL

212.2.242.85 |Kyrgyzstan 147.237.77. 176 |nat pash. i df . i | v cogat . i df i 1/ 994- 9653 en/ cogat . aspx Bl ock 14

151.35.15.192 [itay 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/gen204 B ock 14

46.19.85.154 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . Uhaut hori zed URL Access to

66.249.67.59 |lIsrael 147.237.77.216|dover. i df . il v i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 14

176. 12. 148. 135 |l srael 147.237.0.19 |[nadimatal .idf.il Too Many 404: Response Code per Session B ock 14

m ny- kosher-kravi . id i i
93. 172. 130. 151 |I srael 147.237.0.17 my llegal Paraneter Encoding rnd in . None 14
foil mny- kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx

80. 246. 136. 151 |l srael 147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 14

212.116.164.9 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14

66. 249. 78. 166 | srael 147.237.77. 216 |dover . i df . i | Distributed Whauthorized LR Access on B ock 14

ww i df.il/atal 1/izkor/ nain. asp
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