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Attacker

Address Attacker Country
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66. 249. 88. 91 Lhited Sates 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 530
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash. i df .i | ;c/]; handshake vi ol ation, first packet not drop 60
46.19. 85. 224 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 56
197.157.131. 21 Rwanda 147.237.77. 216 dover.idf.il SYNHood full table drop 12
84.111. 36. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.117.154. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
214. 4. 253. 121 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
31.154.91. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79. 183. 33. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
100. 100. 90. 111 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
83. 130. 99. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.142.177.111 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags drop 2
46. 19. 85. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
66. 249. 88. 81 Lhited Sates 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . ) 1
37.76.204. 174 zlcisgi'géa” Territory, 147. 237.77. 216 dover.idf il SYN A ood out of context drop 1
212.143. 156. 33 I srael 147.237.77. 216 dover i df il :;]; handshake violation, first packet mot |, ., 1
149. 78. 80. 252 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
37.76.204. 174 gaﬁs;i'g&a” Territory, 147.237.77.216  |dover.idf.il SYN F ood unveri fied cookie drop 1
79.176. 214. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93. 174. 93. 100 Net her | ands 147.237. 76. 200 eitan.aka idf.il |Block Np Al _ Net drop 1




10-21-2015-22:04:09 to 10-21-2015-23:04:09

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

213.151. 50. 148 I srael 147.237.77. 216 dover.idf.il |CL000098: B ock - dns poi soning B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

CGountry

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
58.253.96. 122 (147.237.0.33 [China idf.il ET SCAN NMAP -sS w ndow 2048 1
46.19.85.129  |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
43.229.53.89 |147.237.0.34 |Japan tikshuv.idf.il ET SCAN Potential SSH Scan 1
183, 0. 6. 245 147 237.76. 44 |cni na o refuah i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
43.229.53.89 |147.237.0.15 |Japan kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
124.122. 74,66 |147. 237 0.34  |Trai 1 and tikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249. 78. 159 |147.237.77.216|lhited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
62.210.25.83  [147.237.0.200 |France . i df il ET SCAN NVAP -sS wi ndow 2048 1
61.182.170.38 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
58.253.96. 122 (147.237.0.33 [China idf.il ET SCAN NVAP -sS wi ndow 3072 1
58.253.96. 122 [147.237.0.33 [China idf.il ET SCAN NVAP -f -sS 1
43.229.53.89 [147.237.0.200 |Japan rdu. i df il ET SCAN Potential SSH Scan 1
43.229.53.89 |147.237.0.19 [Japan nadi matal.idf.il |ET SCAN Potential SSH Scan 1
176.13.15. 20 |147. 237 77 233 |1 r ael atalidh il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos 1
attack
85. 250. 218. 189 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
62.210.25.83 |147.237.0.200 |France mu.idf il ET SCAN NVAP -sS wi ndow 4096 1
62.210.25.83 [147.237.0.200 |France ndu. i df il ET SCAN NVAP -f -sS 1
61.182.170.38 (147.237.0.19 |[China madimatal .idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature

109. 65. 135. 120 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 754
143.117.17. 184 |United Ki ngdom 147.237. 77. 216 |dover.i df . i |dr op First packet isn't SN drop 739
130.154.3.250 |Whited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 487
79.178.194. 109 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 415
79.183. 33. 26 | srael 147.237. 77. 216 |dover.i df .i |dr op First packet isn't SN drop 388
130.154.0.250 |Whited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 283
213.57.135.55 |Israel 147. 237.72. 166 |aka it i1 |29 TP SINWACK retransmt with different wndow oo oo 175

sequence scal e
105. 198. 242. 170|Egypt 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 156
85.181.135.97  |Ger many 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 150
168. 63.139.43 |lhited Sates 147.237. 77. 216 |dover. i of . i |dr op Frst packet isn't SN drop 144
149.78.154.69 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 143
207.244.70.35 |lhited Sates 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 141
79.181.120. 187 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 136
141.0. 15. 26 Eur ope 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 102
143.117.17. 186 |United Ki ngdom 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 88
84.228.11.173 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 84
54.72.0.55 Irel and 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 80
24.237.158. 1 Lhited Sates 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 78
31. 44.139. 237 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 75
87.195.251. 73  |Net her| ands 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 68
82.192. 68. 46 Net her | ands 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 67
12.249.99.202 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 66
79. 180.24.5 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 59
86. 56. 80. 26 Ger many 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 59
37.140.188. 78 |Russi an Federation 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 57
5.22.129. 138 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 57
46.43.72. 102 g";'cisgiig;a” Territory, 147.237.77. 216 |dover. i of . i |dr op First packet ism't SWN dr op 57
54.72.73.168 Irel and 147.237.77. 216 |dover.i df . i |dr op First packet isn't SN drop 57
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 56
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 53
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.i df .i |dr op First packet isn't SN drop 51
185. 19. 220. 197 ga:lcis;ii:;a” Territory, 147.237.77. 216 |dover. i of . i |dr op First packet isn't SN dr op 48
185. 24. 76. 152 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 47
176. 13. 18. 97 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 47
212.179.90. 106 |l srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 44
197. 246. 213. 57 |Egypt 147.237.77. 216 |dover.i df .i|dr op First packet isn't SN drop 44
188.247.74.76 |Jordan 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 42
70.193.103.81 |lhited Sates 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 42
151.80.31. 115 |ltay 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 41
185.120. 126. 51 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 41
66. 249. 88. 81 Lhited Sates 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 40
212.106. 89. 195 g‘ilcisgii:;a” Territory, 147. 237. 77. 216 |dover. i df .i [dr op Frst packet isn't SN drop 40
67.191. 35. 57 Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 39
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 37
37.142.190.95 |Israel 147.237.72. 166 |aka i ar i1 [229 TP SINFACK retransmt with different window oy o 36
sequence scal e

93.172.184.58 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 35
109. 173.57.80 |Russi an Federation 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 35
2.54.61.22 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 35
85. 65. 67. 168 | srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 35
134.99.174. 12  |Ger many 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 34
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess dgnature Action ‘Count
91.200. 12. 19 Wkrai ne 147.237.77.74 |law i df.il Dstributed PHP Attenpt Bl ock 336
91. 200. 12. 19 Wrai ne 147.237.77. 74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 91.200. 12. 19 B ock 322
91. 200. 12. 63 kr ai ne 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 165
91. 200. 12. 71 kr ai ne 147.237.77.74 [lawidf.il Mil tipl e Unaut horized URL Access from 91.200. 12. 71 B ock 154
91. 200. 12. 63 Wrai ne 147.237.77. 74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 91.200. 12. 63 B ock 154
91.200. 12. 71 kr ai ne 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 84
91.200.12.71 Wkrai ne 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 84
68.180.228.112 |hited Sates [147.237.77.216|dover.idf .il Distributed Suspicious Response Code B ock 70
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 56
" ] ] Unaut hori zed URL Access to
84.228.11.173 | sr ael 147.237.0.19 nadi matal .idf.il nadi matal .idf.il/shared aj ax/ updat enakat qaunti ty. aspx B ock 42
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 42
66.249.78.166 |lsrael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 166 Bl ock 42
- . . Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 1$t xt Entrance in
84.228.11.173 [Israel 147.237.0.19 |[madi matal .idf.il nadli matal i df i |/ 1088- hel ner et 7. aspx B ock 41
66.249.78.166 I srael 147.237.77. 216 |dover. i df . i | Distributed thauthorized URL Access on B ock 28
wwy i df.il/atal 1/izkor/vi ew i ny. asp
} . . . D stributed Uhauthorized URL Access on
65. 55. 210. 90 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i | o chi nuch. aka. i df i 1 /404 htm B ock 28
85.250.94.175 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 28
131. 253. 25. 227 |Wited Sates [147.237.76. 147 [chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm B ock 28
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
212.117. 154. 242 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ nai v achar / tf asi m aspx None 14
176. 13. 22. 90 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 14
77.127.167. 143 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka.idf.il/https:/ww aka.idf.il/ B ock 14
94.159.214.77 |[israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.67.53  |Israel 147. 237.77. 216 |dover . i df . i | Distributed Whauthorized LR Access on B ock 14
viwn i df . i | /atal 1/i zkor/ vi ew i ng. asp
31.154.91.201 [israel 147.237.77.216|dover.idf .i | NLLL Character in Method B ock 14
. . SS. Uhtraceabl e Gonnection - Protocol violation
80. 246. 136. 151 |l srael 147.237.77. 216 |dover . i df . i | (SSL OO LI ENT HELLO) None 14
194.90. 83.233 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 14
. . D stributed Lhaut hori zed URL Access on
66.249.78.173 |Israel 147.237.77. 216 |dover . i df . i | wwi o i1/t al 1/ Zkor/ vi ew text . asp B ock 14
151.80.31.115 |[italy 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 14
. . Paraneter Read Qnly Molation in
46.116. 169. 8 I srael 147.237.72. 166 |aka. i df . i | v aka i df . i 1/ mai n/ sachar /£ or got passvor d. aspx None 14
212.199. 57. 205 |lsrael 147.237.77.216|dover. i df .i | SSL Uhtraceabl e Connection - (pen Mde None 14
- kosher - kravi . i df i
176.13.23.226  |Israel 147.237.0.16 | Whaut hori zed LRL Access to o Bl ock 14
il wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx
. . DO stributed Unaut hori zed URL Access on
79.177.57.119 |Israel 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ r eset . css B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 66. 108. 76 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ nai v Sachar / pni asubnit t edsuccessf ul | y. aspx None 14
37.26.148.189 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
80. 246. 136. 151 |l srael 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 14
: . . . D stributed Uhauthori zed URL Access on
207. 46. 13. 48 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i | i chi nuch. aka, i df i1/ 404, htm Bl ock 14
66.249.78.173 |lsrael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to ww i df.il/atal 2/izkor/print_bottomasp |B ock 14
151.80.31.115 |italy 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wawidf.il/igf B ock 14
. . D stributed Lhauthori zed URL Access on
62.219. 134. 244 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 14
. . S Uhtraceabl e Gonnection - Protocol violation
213.151.50. 148 |[Israel 147.237.77.216|dover. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 14
. . D stributed Lhauthori zed URL Access on
84.229.28.13  [Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 14
178. 255. 215. 87 |France 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/atal 1/i zkor/ mai n. asp B ock 14
79.178.155. 242 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 14
38.111.147.84 |lnited Sates [147.237.77.233|atal .idf.il Mil tipl e Unauthorized URL Access from 38.111. 147. 84 Bl ock 14
) . . Unaut hori zed URL Access to
91.200.12.19  |kraine 147.237.77.74 |lawidf.il wiw g, i df . i 1/ 592- 4071- en/ i ndex. php Bl ock 14
84.108.170. 226 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
207.46.13.119 |lhited Sates [147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/klali.aspx B ock 14
. . D stributed Uhauthori zed URL Access on
176. 13. 3. 214 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42 styl el shar ed/ reset . css B ock 14
180. 153. 180. 111 |chi na 147. 237.72. 166 |aka. i df . i | UL is Above Foot Drectory B ock 14
v aka. i df.il/../resources/scripts/site.js
79.180.122. 119 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 14
46.116.81.222 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
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