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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 63
77.127.203. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
151. 46. 60. 207 Italy 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 6
109. 66. 108. 76 | srael 147.237. 72. 166 aka.idf.il B ock Up Al Nets drop 6
109. 66. 108. 76 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
46.19. 86. 171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.144. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
204.29.71. 132 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 4
85. 64.85. 111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62.219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Udp Al Nets drop 3
46.121. 203. 136 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
37.26.146. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
2.54.131. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
93. 173. 243. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.131.58 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
87.68.157. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 139. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
71.6.135.131 Lhited Sates 147.237.76. 39 nobi | e. neitav.idf.il|B ock Wdp All Nets drop 1
2.54.37.104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
77.126.233. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
132. 76. 10. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
190. 73. 172. 56 147. 237.72. 156 \enezuel a anan. i df.il ET SCAN Potential SSH Scan 1
169. 45. 161. 24 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
128.127.0. 45 147.237.8. 46 Italy e.chinuch.idf.il ET SCAN NVAP -sS w ndow 3072 1
114. 112. 90. 54 147. 237.76. 34 Chi na yohal an. i df . il ET SCAN NVAP -sS wi ndow 1024 1
84.109. 177. 209 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
67.52.232. 163 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
195. 68. 62. 253 147.237.0.15 Uhi ted Ki ngdom kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 73. 172. 56 147. 237.72. 166 Venezuel a aka.idf.il ET SCAN Potential SSH Scan 1
169. 45. 161. 24 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
169. 45. 161. 24 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -f -sS 1
128.127.0. 45 147.237. 8. 46 Italy e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 172. 76 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.183.9. 222 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
198. 199. 65. 204 147. 237.76. 147 Lhited Sates chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1




10-21-2015-20:04:08 to 10-21-2015-21:04:08

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Ste |Signature

109. 67. 48. 131 | srael 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 1582
37.26. 149. 220 | srael 147.237.77. 216 |dover. i df.i |dr op Frst packet isn't SWN drop 423
87.69. 189. 146 | srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 363
213. 151. 55. 214 |l srael 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 241
89. 139. 14. 126 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 171
137.135.176.71 |lhited Sates 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 145
176. 18. 8. 93 Saudi Arabia 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 134
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.i |dr op Frst packet isn't SN drop 90
37.34.90. 171 Pal estinian Territory, Qcupiedl147.237.77.216 |dover.idf.i[dr op First packet isn't SYN drop 89
2.54.60. 54 | srael 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 83
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SN drop 80
132.76. 10. 41 | srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 75
108. 193. 255. 113 |Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 74
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf .i|dr op First packet isn't SN drop 72
82. 145. 209. 94 Eur ope 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 70
82.113.99. 61 Ger many 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 69
37.26. 148. 168 | srael 147.237.77. 216 |dover. i df.i |dr op Frst packet isn't SN drop 67
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 67
212.179. 90. 106 |l srael 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 66
5.29.92.99 | srael 147.237.77. 216 |dover. i df.i |dr op Frst packet isn't SN drop 66
66.249.78.159 |Uhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 64
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 64
66. 249. 78. 166 Lhited Sates 147.237.77. 216 |dover. i df.i |dr op Frst packet isn't SN drop 63
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 62
66.249.78.173 |lLhited Sates 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 61
176. 65. 6. 156 Pal estinian Territory, Qcupiedl147.237.77.216 |dover.idf.i[dr op First packet isn't SN drop 61
109. 160. 177. 207 |l srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 59
2.52.57.127 | srael 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 58
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df.i |dr op Frst packet isn't SWN drop 58
178. 240. 155. 234 |Tur key 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 57
79.181.144.21 | srael 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 56
54.72.73.168 Ireland 147.237.77. 216 |dover. i df.i |dr op Frst packet isn't SWN drop 56
212.199.57.199 |lIsrael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 55
109. 64. 171. 245 |l srael 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 52
79.180. 143. 25 | srael 147.237.77. 216 |dover. i df.i |dr op Frst packet isn't SWN drop 51
93.173.26.91 | srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 51
66.102. 9. 91 Lhited Sates 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 50
68.180.228.112 |lhited Sates 147.237.77. 216 |dover. i df.i |dr op Frst packet isn't SWN drop 49
84.228.11.173 | srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 48
190. 104. 177. 30 |Par aguay 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 47
100. 100. 10. 128 147.237.72.166 |aka.idf.il |dr op Frst packet isn't SWN drop 46
93.172.184.58 | srael 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 46
2.52.29.52 | srael 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 42
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf .i|dr op First packet isn't SN drop 41
206. 130. 174. 19 |Canada 147.237.77. 216 |dover.idf .i|dr op First packet isn't SYN drop 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 38
46.19. 85. 198 | srael 147.237.77. 216 |dover.idf.i |dr op Frst packet isn't SWN drop 36
79.182.218. 144 |Israel 147.237.77. 234 |hal ag.idf .i[Bad TCP sequence|SyNretransnit wth different wndow scal e [moni tor 36
91.177.19.24 Bel gi um 147.237.77. 216 |dover. i df .i |dr op First packet isn't SN drop 34
46. 19. 86. 155 | srael 147.237.77. 216 |dover.idf.i |dr op Frst packet isn't SWN drop 34
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count

2.54.1.250 | srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Uhaut hori zed LRL Access from2.54. 1. 250 B ock 84

109. 65. 219. 59 |l srael 147.237.72. 166 |aka. i df . i | Miltiple Illegal Byte Qode Character in URL from 109. 65. 219. 59 B ock 70
; . . Unaut hori zed URL Access to

72.9.148.10  [Wited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
. . . Unaut hori zed URL Access to

84.228.11.173 |[lIsrael 147.237.0.19 |nmadimatal .idf.il naci matal i df i |/ shar ed) aj ax/ updat enakat gaunt i ty. aspx Bl ock 42

m ny- kosher - kr avi . i _ _

176. 13.9.171 | srael 147.237.0. 17 df il Mitiple Il1egal Paraneter Encoding from176.13.9. 171 None 41
188. 143. 232. 16 RJSS;:I”i o 147.237.76. 147|chi nuch. aka. i df .i|  [Mitiple Uhauthorized URL Access from 188.143. 232. 16 B ock 28
. . . Unaut hori zed URL Access to
2.54.1. 250 | srael 147.237.77. 243 |nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1673 Bl ock 28
176.13.6.52 I srael 147.237.72.166|aka. i df . i | Suspi ci ous Response Code_CQust om Tenpor ary B ock 28
66. 249. 78. 166 [l srael 147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 28
62.219.137.5 |[Israel 147.237.72. 156 [aman. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 28
77.126.83.22 |lIsrael 147.237.77.243|mobi | e. i df . i | Suspi ci ous Response Code B ock 14

! ny-kosher -kravi . i df . |0 stributed Uauthorized URL Access on
66.102.9. 112 Uited Sates  |147.237.0. 16 il wwe ny- kosher-kravi .idf.i1/1746-hellifestyl e. aspx Bl ock 14
URL is Above Root DOrectory
183. 136. 142. 99 [Chi na 147.237.0.34 |tikshuv.idf.il wan ti kshuv. i df.il/../shared clientscripts/jquery. pl ugins/jquery. scrol | f|Bl ock 14
olowjs
130. 43. 180. 32 E;Ir:;gom 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwwi i df . il/894-en/i df gdover. aspx B ock 14
79.182. 119. 146 |I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.78.173 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew norei nfo. asp |B ock 14
176.13.21.96 |[Israel 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 14
45. 63. 107. 26 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 200/ B ock 14
85.64.3.84 | srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 14
- - Unaut hori zed URL Access to
77.127.203. 194 [l srael 147.237.77.234|hal ag. i df . i | 147.237. 77, 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 14
66. 249. 78. 159 |l srael 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 14
167. 114. 64. 100 |Canada 147.237.0.34 |ti kshuv.idf.il Paraneter Type Molation catld in vwwtikshuv.idf.il/site/general.aspx |B ock 14
79.182. 218. 144 |I srael 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 14
’ . . Unhaut hori zed URL Access to
68.180.228. 175 [Lhited Sates [147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 9724- he/ r ef uah. aspx Bl ock 14
178. 62. 197. 136 LKli“r:;gom 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
46.19.85.236 |Israel 147. 237.72. 166 |aka. i df . i | thknown Par et er V1 EVSTATEENCRYPTED i n None |14
wan aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
109. 65. 219. 59 I srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res Bock |14
our ces/ i mages/ i nner page/ goback. gi f
79.180. 193. 184 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 14
66.249. 78. 159 [l srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/print_bottomasp |B ock 14
Russi an . . . Unaut hori zed Met hod PCBT for
188. 143. 232. 16 ration 147. 237. 76. 147 |chi nuch. aka. i df . i | vaw chi nuch. aka. i df . | / 900- he/ chi nuch. aspx None 14
2.54.4.112 I srael 147.237.72. 166 |aka. i df . i | tnknown Par anet er __V1 EVETATEENCRYPTED i n None 14
vwwy aka. i df . i | / mai n/ gi yus/ t al pi ot quest i onnai r e. aspx
84.111. 108. 229 [I srael 147.237.77. 170 [maar achot . i df . i | Ml ti pl e Unaut horized URL Access from 84. 111.108. 229 B ock 14
’ . . . Unhaut hori zed URL Access to
69.171.230. 122 |Lhited Sates [147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p. st or agel f | es/ 4/ si 26220x0/ 1744. | pg B ock 14
. . . URL is Above Root Drectory
180. 97.63.56  [China 147.237.77. 170 |maar achot . i df . i | vww naar achot i df i1/ ../ shared/ ol i ent scri pts/j query/ gl obal .| s Bl ock 14
. . . Unhaut hori zed URL Access to
46.19.86.193 |Israel 147.237.77. 243 |nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 14
Unknown Par arret er
79. 180. 220. 196 [l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPt acekHbl der $enai | Updat e$r pt Errai | Subj ect [None 14
sLi st $ct | 00$chbEwai | Subj ect in ww aka. i df. i |/ nai n/ gi yus/ f ag. aspx
188. 143. 232. 16 RJSS;:I”i o 147.237.76. 147 |chi nuch. aka. i df .i|  [Whauthorized UR. Access to waw chi nuch. aka. i df . i | /900- he/ B ock 14
m ny- kosher - kr avi . i - -
176.13.9.171 |israel 147.237.0.17 my llegal Paraneter Encoding gnysPLL ) RUSG in None 14
af.il mny-kosher -kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
2.54.13.94 I srael 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to waw i df.il/navy. B ock 14
84.111.108. 229 [I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/O B ock 14
. . . Unaut hori zed URL Access to
180.97.63.73  |China 147.237.77.74 [lawidf. il viwy | aw i df . i |/ shared/ cli entscri pts/fag/fag. js¥afsiteversion Bl ock 14
. . Paraneter Type M ol ation Mast er $Header 1$ucHeader Sear ch$t xt Sear ch in
109. 160. 233. 15 |I sr ael 147.237.77.74 (lawidf.il v mag, i df . i 1/490- he/ pat zar . aspx Bl ock 14
79.181.215.52 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css |B ock 14
66.249.78.173 |[Israel 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 14
2.54.146.242 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 14
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