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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
79. 182. 140. 249 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 89
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46.116. 252. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
31. 154. 86. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
95. 86. 87. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
84.228. 18. 212 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
5.28.172. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
66. 249. 67. 59 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
84.94. 48. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
94.191. 188. 6 Dennar k 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
46. 19. 86. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 82. 78. 169 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 1
180. 97. 106. 162 Chi na 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
180. 97. 106. 37 Chi na 147.237.76. 86 navy.idf.il Bock Np All _Net drop 1
80. 82. 78. 169 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|Bock Np Al Net drop 1
197. 0. 26. 167 Tuni si a 147.237.77. 216 dover.idf.il SYNHood full table drop 1
71.6.135. 131 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
180. 97. 106. 37 Chi na 147. 237. 76. 147 chinuch.aka.idf.il |Bock Np All Net drop 1
109. 67. 121. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
180. 97. 106. 161 Chi na 147.237.76. 197 e. hinush.idf.il Bock Np All _Net drop 1
180. 97. 106. 37 Chi na 147.237.76. 34 yohal an.i df .il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature |Devi ce Action |Oount |
109. 65. 136. 48 I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
46.121.41.19 I srael 147.237.77.226 |waw charmat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

61.149. 161. 186 |147.237.77.235|Chi na svivaidf.il GPL SCAN nmap TCP 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
41.109.13.146 [147.237.77.216|Ageria dover.idf.il portscan: TCP D stributed Portscan 1
175. 136, 225, 220|147, 237. 76,30 | aysia Hmshi df | ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

39.32.251.196 |147.237.77. 216 |Paki stan dover.idf.il portscan: TCP D stributed Portscan 1
89. 139. 178. 158 |[147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
37.26.148.190 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
84.228.222.203 |147.237.72. 156 |l srael aman. i df.il portscan: TCP D stributed Portscan 1
27.75.168.255 |147.237.76. 200 |\ et nam eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
79.182.59.223  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
27.75.168.255 |147.237.76.34 |\ etnam yohal an. i df .il ET SCAN Potential SSH Scan 1
79.179.55.169  [147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
27.75.168.255 |147.237.8.46 |V etnam e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
79.143.180. 44 |147.237.76. 196 |Ger many e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
27.75.168.255 |147.237.0.15 |V etnam kosher-kravi .idf.i [ET SCAN Potential SSH Scan 1
66.249.78.166 [147.237.77.216|Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
2.54. 44. 140 147.237. 72. 166 |I srael aka idf.il portscan: TCP DO stributed Portscan 1
46. 165. 239. 212 |147. 237. 76. 201 |Ger many e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
192.118.11. 120 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149.78.92.220 [147.237. 72. 156 |I srael aman. i df.il portscan: TCP D stributed Portscan 1
37.142.132. 140 |147.237.72. 166 |l srael aka idf.il portscan: TCQP D stributed Portscan 1
87.69. 112. 84 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.148.130 |[147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
80. 82. 79. 104 147.237.77.233|Netherlands  |atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
27.75.168.255 |147.237.76.42 |V etnam refuah.idf.il ET SCAN Potential SSH Scan 1
79.181.155. 178 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
27.75.168.255 |147.237.72. 167 | et nam ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
79.177.160. 108 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
27.75.168.255 |147.237.0.35 |V etnam akavs. i df .i | ET SCAN Potential SSH Scan 1
78.95.176.116  |147.237.77. 216 |Romani a dover.idf.il portscan: TCQP D stributed Portscan 1
5.28.163. 130 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 397
79.182.127. 203 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 366
69.170.53.194 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 311
95. 25. 235. 85 Russi an Federation 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 201
95. 25. 205. 15 Russi an Federati on 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 167
93.217.233. 132 |Ger many 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 143
2.54.152.229 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 116
149.78.154. 69 |Israel 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 106
37.26.146.193 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 96
185. 71. 143. 45 glcisgii:;a” Territory. 147, 237. 7. 216 |dover. i df. i |dr op Frst packet isn't SN drop 84
54.244.22.103 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 79
82. 166. 22. 13 | srael 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 74
141. 0. 14. 145 Eur ope 147.237.77. 216 |dover . i df .i|dr op First packet isn't SN drop 72
130. 193. 165. 119]Irag 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 67
66.249.78.159 |Wnited Sates 147. 237 77. 216 |dover. i i [ SN NG Engine: TCP Invalid - finvalid segnent retransnissi on drop 60
Ret r ansni ssi on Packet dr opped.
66.249.78.173 |United Sates 147. 237, 77. 216 |dover. 1 o i [ €3M NG Engi ne: TCP Invalid  Jinval id segnent retransmssion. | 60
Ret r ansm ssi on Packet dr opped.
54.72.73.168 Irel and 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 55
94.191.188. 6 Denmar k 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 55
46.185.141.11  |Jordan 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 54
176. 13. 6. 183 | srael 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 52
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 51
176. 193. 101. 153|Russi an Federation 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 50
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 48
93.184. 12. 14 g‘ilcisgii:;a” Territory. 147, 237. 7. 216 |dover. i df. i |dr op Frst packet isn't SN drop 46
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 46
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 46
37.26.146. 141 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 45
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 44
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 44
2.54.190. 225 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 43
105.109. 43. 124 |Ageria 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 41
185. 76. 33. 113 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 41
92.241.50. 64 Jor dan 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 40
37.142.96.104 |israel 147.237.72. 166 |aka.idf.il |Bad TCP sequence m@a‘sg Lansm't wth different | onitor 40
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 39
41. 33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 39
93.172.184.58 |lsrael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 39
183.79.221.75 |Japan 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 38
151.80.31. 115 |ltay 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 36
82.145. 221. 245 |Eur ope 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 36
46. 60. 35. 32 g‘ilcisgii:;a” Territory. 147, 237. 7. 216 |dover. i df. i |dr op Frst packet isn't SN drop 35
66.249.84.166 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 34
95. 26. 69. 130 Russi an Federation 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 32
5.28.172.65 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 30
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 30
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 30
66.249.78.166 |United Sates 147. 237, 77. 216 |dover. 1 o i [ €3M NG Engi ne: TP Invalid  Jinval id segnent retransmssion. | 30
Ret r ansm ssi on Packet dr opped.
66.249.78.173 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 29
100. 100. 115. 178 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SWN drop 29
109.186.51.15 |lsrael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 28
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
68. 180. 229. 239 |Wited Sates 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 98
] . . Par anet er Type M ol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77. 176 |mat pash. i df . i | vaw cogat . i df . i 1/ 901- ar/ cogat . asp Bl ock 84
] . . Parameter Type M ol ati on PageNumin
68.180. 230. 167 [Uhited Sates 147.237.76.31 [nakchal .idf.il nakhal .i df i |/ 1100- he/ nakhal . aspx Bl ock 84
2.54.142.89 I srael 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers from 2. 54. 142. 89 B ock 56
Pal esti ni an .
: . . Unaut hori zed URL Access to
176.65.16.128  |Territory, 147.237.77. 216 |dover . i df . il v i df i 1/1133- 22777- ar / dover . aspx) Bl ock 28
Qccupi ed
84.108.250. 74 I srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Miolation in o None |28
waw aka. i df . i |/ mai n/ gi yus/ nmi yun/ mi yunpr ocessquest i onnai r e. aspx
188.165.15.89 |France 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 14
46.120. 112. 150 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
109. 65. 211. 30 | srael 147.237.77.216|dover. i df .i | Lhaut horized URL Access to waw idf.il/https:/wwidf.il/ B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.181.175. 146 |l srael 147.237.72. 166 [aka.i df . i | voww aka. i o . i |/ nai v Sachar / tf asi m aspx None 14
66.249.78.166 [Israel 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/viewing.asp |B ock 14
212.116. 169. 152|1 srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 14
157. 55. 39. 11 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 14
46.19. 85. 158 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx |B ock 14
85. 65. 203. 61 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 14
- . D stributed Lhaut horized URL Access on
197. 134. 255. 73 |Egypt 147.237.77.216|dover.i df .i | v i df i 1/1133- 22777- ar /| dover . aspx) Bl ock 14
. . DO stributed Unaut hori zed URL Access on
66.249.64.210 |Israel 147.237.76.31 |nakchal .idf.il 147 237 76. 31/ robot s. t t B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
5.29.31. 33 I srael 147.237.72. 166 [aka. i df . i | aka.i df i1/ nai v sachar/tf asi maspx None 14
109.66.80.38  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parareter _\ EVETATEENCRYPTED i n None 14
wwy aka. i df . i | / mai n/ sachar/ vi ewpni ot . aspx
79.181.195. 165 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/sechar B ock 14
ny-kosher-kravi.id |Dstributed hauthori zed URL Access on
66.249.93.149 |l srael 147.237.0. 16 il W ny- kosher -kravi i df 171746 hel | i festyl e. aspx B ock 14
212.143.3. 44 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 212.143. 3. 44 B ock 14
176.13. 2. 116 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . Mil tiple Fullw dth/Hal fw dth Uhi code Encodi ng on
46.116.238. 100 |Israel 147.237.72. 166 |aka. i df . i | URL/ Par amet er () from 46. 116, 238, 100 B ock 14
. . Dstributed Parangeter Read Qnly Mol ation
85.250. 31. 107 |l srael 147.237.72. 166 [aka. i df . i | vwe aka i df . i |/ nai n/ sachar / f or got passwor d. aspx par anet er None 14
79.177.108.36 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
. . D stributed Lhaut hori zed URL Access on
66.249. 64.215 |[Israel 147.237.76.31 |nakchal .idf.il 147 237, 76. 31/ robot s. t t B ock 14
207. 46. 13. 48 Lhited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 14
-kosher-kravi.id i
5. 29.74. 149 I srael 147.237.0.16 | Wnaut hori zed URL Access to o Bock |14
foil ww ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx
109. 66. 188. 17 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
80.246.136. 26 |l srael 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: Qpen Mde None 14
68.180. 228.112 |[lhited Sates 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response CQode B ock 14
212.143. 3. 44 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 14
46.117.74.181 |lIsrael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 14
. . . Paranet er Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Capt cha in
2.54.54.26 I srael 147.237.0.19 |nadimatal .idf.il naci matal i df i 1/nobi| e/ ogi n. aspx B ock 14
79.177.185. 254 |Israel 147.237.77. 216 |dover . i df . i | Paraneter Type Vol ation Searchiext in B ock 14
waw i df . i |/ 1065- he/ dover . aspx
66. 249. 67. 242  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 14
207.46.13.119 [lnited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . DO stributed Unaut hori zed URL Access on
31.154. 156.0 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 14
149. 78. 242. 177 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 14
. . . Unaut hori zed URL Access to
180. 109. 236. 14 |Chi na 147.237.77. 216 [dover. i df . il v i dff . i 1/ 1133- 22461 he/ dover . aspx. Bl ock 14
. . Paraneter Read Qnly Molation in
46.120.62.233 |Israel 147.237.72. 166 [aka. i df . i | v aka i o i 1/ti znor et/ f aqy def aul t. asp None 14
2.54.142.89 | srael 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers Referer B ock 14
93.173.26.91 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
79.181. 32. 98 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . O stributed Unaut hori zed URL Access on
66.249.78.104 |l srael 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot 5. txt B ock 14
- - Unaut hori zed URL Access to
149.78.251.49 |lIsrael 147.237.72. 156 |aman. i df . i | e i1/ bt tps: /v il B ock 14
37.46. 39. 120 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ adguar d-aj ax-api /api  |B ock 14
Paraneter Type Mol ation
84.229.160.86 |lIsrael 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 14
waw | aw i df . i | / 421- 2258- he/ pat zar . aspx
Qoss-site scripting on paraneter
93.173.8.215 I srael 147.237.72. 156 [anan. i df . i | ct100$ct | 00$cphMai N$CPHVAI nCont ent $ct | 77$ct | 01$ct | 03$t xt Fiel d  |Bl ock 12
in ww anan. i df.il/nodiin/ questionnaires. aspx
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