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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target

Address

‘Site

‘Signature

109. 186. 61. 126 I srael 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . 2544
192.116. 190. 74 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 748
46.19. 86. 243 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 129
192. 168. 8. 100 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 91
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 83
109. 65. 28. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
188. 120. 148. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
82. 205. 8. 7 Palestini an Territory, 147.237.77.216  |dover.idf.il SYN A ood full table drop 9
Qccupi ed
176. 13. 2. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
82. 145. 209. 106 Eur ope 147.237.76. 31 nakchal .idf.il Bl ock_Ip V¢b I n drop 7
213.57.195. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
213.151. 46. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.176. 36. 139 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 5
2.54.182.0 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 13. 22. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26. 146. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 6. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
201.151. 106. 81 Mexi co 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
46. 19. 86. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 85. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
85. 130. 201. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
81. 218. 67. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
87.69. 22. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.149. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
189. 207. 130. 242 Mexi co 147.237.77.216 dover.idf.il SYNHood full table drop 1
79.178. 110. 48 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
81. 218. 50. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
60. 169. 74. 168 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under At tack_Con_Tcp drop 1
14.215.176. 20 Chi na 147.237.76. 44 erefuah.idf.il |Bock Udp Al Nets drop 1
144, 162. 213. 207 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 85. 248 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
31.168. 96. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
46.120. 240. 53 I srael 147.237.76. 31 nakchal .idf.il [ClL000004: HTTP:. options nethod (M crosoft) ock 3
217.132.65. 124 I srael 147.237.72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry |Signature

194. 90. 134. 229 147.237.77. 216 | sr ael dover.idf.il portscan: TCP O stri buted Portscan 1
31.154. 92, 152 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13. 6. 55 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
94.102. 48. 194 147.237.77. 227 Net her | ands e. hanaz. i of . i | ET SCAN NVAP -sS w ndow 1024 1
87.69. 168. 138 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 169 147. 237. 77. 205 Net her | ands prisha idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 169 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
79.182.4.19 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 140 147. 237. 72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
37.19. 127. 127 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
194. 30. 41. 129 147. 237.77. 216 Spai n dover.idf.il portscan: TCQP Distributed Portscan 1
2.52.135. 157 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
130. 193. 190. 143 147.237.77.216 Irag dover.idf.il portscan: TCP O stributed Portscan 1
89. 139. 164. 118 147. 237. 72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 219 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 169 147. 237. 76. 196 Net her | ands e.svivaid.il ET SCAN Potential SSH Scan 1
80. 82. 78. 169 147.237.8. 24 Net her | ands elifestyle.idf.il |ET SCAN Potential SSH Scan 1
69. 58. 181. 15 147.237.77. 216 Lhited Sates dover.idf.il ET DO5 SSL Bonb DoS Attenpt 1
37.142.213. 109 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.76.101. 122 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6148
70.39.187.121 |Satellite Provider 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1091
79.183.171.74 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 221
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 214
208.115.113.89 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 206
37.231.43.0 Kuvai t 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 142
105. 90. 128. 37  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 116
91.138.71.58 Shitzerl and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 110
5.109. 38. 141 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 106
37.161. 125. 227 |Fance 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 98
144.162. 213. 207|Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 85
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 81
192. 118. 78. 57 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 78
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 71
62.90. 219. 27 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 63
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 62
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 59
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
109. 186. 61. 126 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 53
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
109. 65. 105. 78 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 53
109. 160. 142. 194l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 53
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
46.19.86.231  [Israel 147 237.72. 167 | shurimaka i o i | | €2 ng Engl ne: TGP Invalid |invalid segnent retransnissi on. drop 48
Ret r ansm ssi on Packet dr opped.
46.19. 86. 99 I srael 147237, 72. 167 |i shur i maka. i o || S NG Engine: TCP Invalid Jimvalid segrent retransmssion. | op 48
Ret r ansni ssi on Packet dr opped.
81.218.44. 11 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
176.13.0.161 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 47
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
2.54.52.101 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 45
79.183. 116. 165 |l srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id finvalid segnent retransmission. |y 45
Ret r ansni ssi on Packet dr opped.
79.183.218.20 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
109. 64.197. 195 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
37.26.146.187 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
176. 12. 157. 214 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
109. 67.202. 14 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
82. 205. 8.7 g‘ijcisgii:;a” Territonyls 47 237.77. 216 |dover. i o . i1 drop First packet isn't SN drop 40
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
100. 100. 115. 157 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 38
79.180. 32.238 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
89.139.39.186 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
2.54.6.18 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
31.168.89.122 | srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id finvalid segnent retransmission. |y 36
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
85. 64. 249. 42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
46. 19.86.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
176.12.136. 201 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
66.249.78. 159 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site dgnature Acti on ‘Count
46. 19. 85. 115 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 1050
Pal esti ni an
82.205.8.7 Territory, 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df . il/894-ar B ock 84
Cccupi ed
m ny- kosher - kr avi . , ,
80. 230. 23. 70 | srael 147.237.0. 17 o il Dstributed I11egal Paraneter Encodi ng None 84
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il W navy. | df i |/994- 8613- he/ navy. aspx. aspx Bl ock 56
66.249.78.166 [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 28
66.249. 67.192  |Israel 147.237.77.216|dover . i df . i | D stributed Suspicious Response Gode B ock 28
66.249.78.173 |lIsrael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 28
66.249.78.173 [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 66.249. 78. 173 B ock 28
192. 116. 190. 74 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 28
79.181.188.127 |[lIsrael 147.237.72.167|i shuri maka. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 14
213.57. 155. 196 || srael 147.237.72.166 |aka. i df . i | Illegdl Byte ode Qaracter in LR /mai W kapatz//res Bock |14
our ces/ i nages/ i nner page/ goback. gi f
. . Unaut hori zed URL Access to
66.249.78.159 |Israel 147.237.77. 216 |dover.i df . il vawi i 1/1 df i n pi ct ures/ i neges/ 2002/ mar ch/ bal at adot j pg Bl ock 14
5.29.136.5 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
157.55.39. 173 [wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 14
. . Uhaut hori zed URL Access to
81.218.251. 251 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 14
66.249.78.173 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v idf.il/idf/tenpl ates/al bumaspx |B ock 14
193. 205. 142. 192(italy 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wanidf.il/ https:/twtter. cond B ock 14
66.249. 67. 155 |l srael 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 14
. . - Unhaut hori zed URL Access to
92.113.154. 3 krai ne 147.237.77. 216 |dover. i df . il ww i df i1/ p storagelfil es/ 7/ 13037. ] pg B ock 14
- . SS. Lhtraceabl e Gonnection - Protocol violation
79.183. 116. 165 |Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT HELLO) None 14
176. 13. 8. 236 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 14
207.46.13.141 |Wnited Sates 147.237.72. 166 |aka. i df . i | Wnaut hori zed URL Access to Bock |14
wan aka. i df . i | / consol e/ core/ doc_ngr/ gener al . aspx
- . D stributed Lhaut hori zed URL Access on
149. 78. 108. 217 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: / v aka, i df i1/ Bl ock 14
79 183. 116. 165 |1 srael 147.237.72. 166 |aka. i df .i | _Lhknovm Parangt er gt | 00%ct | OO$cp_hMa| n$cphSachar $bt nSubmi t . x None 14
in vww aka. i df.i |/ nai n/ sachar/ paysl i ps. aspx
66.249.78.166 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewtext.asp [B ock 14
. . D stributed Unauthori zed URL Access on
46.19.85.131  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
188.120.135. 12 |l srael 147.237.72.166 |aka. i df . i | wiww aka. i o . i |/ mai 1V sachar / vi ewpni of . aspx None 14
84.110.55.101 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
Gooki e Tanpering on cooki e _pk_ref.322. 9cd2: Expected
79.177.28.171 |[israel 147.237.0.19 |[nadi matal .idf.il ["","", 1445421715, "htt ps: / / wan googl e. co.il/"], Cbserved None 14
["","", 1445433187, "htt ps: / / wan googl e. co. il /"]
’ - . - Unhaut hori zed URL Access to
208.115.113. 82 |[lnited Sates 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ nai v gi yus/ general . aspx Bl ock 14
. . Unaut hori zed URL Access to
66. 249.78. 109 I srael 147.237.77. 216 [dover . i df . i | 147.237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bt ock 14
. . - - Paraneter Type Mol ation part in
5.18.97.212 Russi an Federation [147.237. 77. 216 |dover.i df .i | v i ff i 1/ hebr ew nakhal / page. asp Bl ock 14
149. 78. 138. 203 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il /mai mikapat z Bl ock 14
. . Mil tiple Fullw dth/Hal fwdth Uhi code Encodi ng on
79.183.200. 141 |Israel 147.237.72. 166 |aka. i df . i | URL/ Par amet er (+)  from 79. 183, 200, 141 Bl ock 14
. . . . Paraneter Type Miolation fronbate in
188.143. 232. 15 |Russian Federation [147. 237.77. 176 |nat pash. i df . i | v cogat . i dff . i 1/ 901- en/ cogat . aspx Bl ock 14
46.117.27.127 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
- . D stributed Lhaut hori zed URL Access on
87. 68. 30. 65 | srael 147.237.72. 166 |aka. i df . i | waw aka, i of i |/ htt ps: / vew aka, i of i1/ Bl ock 14
79.179. 167. 141 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
212.143.3. 44 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unauthori zed URL Access from 66. 249. 78. 159 B ock 14
5. 29. 60. 156 I sr ael 147.237.72. 166 |aka. i df . i | Wnknown Parareter __VI BASTATEENCRYPTED i n None 14
wa aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
151.80.31.115 |italy 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 14
54.244.22.103 |whited Sates 147.237.76. 147 |chi nuch. aka. i df .i| [Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
m ny- kosher - kr avi . i
87 68.67. 216 | sragl 147.237.0.17 | fT)/ Faramet er Type M ol_atll on_ctl 00$Cont ent A _acel-bl der 1$t xt Passwor d 8 ock 14
idf.il in mny-kosher-kravi.idf.il/tenpl ates/| ogi n. aspx
213.57.155. 196 |[lIsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LRL from213.57.155.196 [B ock 13
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