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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Country ‘Target

‘Site ‘Signature

Address Address
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 537
54. 244. 22. 103 Wited Sates 147.237.77.216  |dover.idf.il :;]; handshake viol ation, first packet mot ) 377
2.54.33.134 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegotiati on-Q i dest - reset 153
62. 90. 194. 149 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 36
2.52.38.191 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 35
79.183. 33. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
80. 246. 136. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 27
176.12. 137. 252 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 26
5. 102. 254. 42 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
46.19. 86. 9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
46.19. 85. 181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
176. 13. 9. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
176.13.12. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
85.130. 223. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
79.182. 68. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
5.29.123. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 19. 85. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 10
46. 19. 85. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
217.132.192. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.176.73. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46. 19. 86. 52 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
194. 90. 251. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 65. 110. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 64. 29. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
37.8.1.15 Pal estini an Territory, 147.237.77.216  |dover.idf.il SN A ood full table drop 6
Qccupi ed
192.117.171. 50 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
5. 43. 209. 69 Pal estini an Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 6
Cccupi ed
194. 90. 99. 193 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 152. 164 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46.19. 85. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84. 228. 69. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 66. 60. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
194. 90. 225. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 86. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
212.199. 10. 230 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79. 203. 155. 105 Ger many 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.44.138. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.109. 153. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19.85.71 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 5
93.184. 11. 138 gcisgi'géa” Territory, 147.237.77.216  |dover.idf.il SYNFAood full table drop 4
37.26.148. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.57.229. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
188. 247. 72. 158 Jor dan 147.237.77. 216 dover.idf.il SYNHood full table drop 4
82.166. 137. 19 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
185. 32. 179. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
24.218.221. 24 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 4
2.54.36.218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 85. 102 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.109. 114. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 85. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |S gnat ure Devi ce Action |Count
91.227. 71. 250 I srael 147. 237. 72. 166 aka.idf.il |CL000004: HTTP. options method (M crosoft) ock 3
198. 245. 49. 180 Canada 147.237.72. 166 aka.idf.il |CL000106: HITP. majestic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
79.181.131. 67 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
46. 19. 85. 182 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
197. 215. 159. 226|147. 237. 77. 216 'J';E;fhai”rip;;b dover . idf.il portscan: TCQP D stributed Portscan 1
31.186.228.58 [147.237.72.166 |United Kingdom |aka.idf.il portscan: TCP D stributed Portscan 1
185.32. 179. 123 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
14.199.177.22 [147.237.8.50 |Hong Kong e tikshuv.idf.il ET SGAN Behavi oral Lhusually fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
158. 85. 158. 198 |147.237.76. 176 |Lhited Sates test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
158. 85. 158. 198 [147.237.76. 176 |Lhited Sates test.ncore.idf.il |ET SCAN NVAP -f -sS 1
114.112.90.54 |147.237.0.15 |China kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 136. 8 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.143.180.44 |147.237.0.15 |Ger many kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
31.154.16.162  [147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
176. 13. 4. 159 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
2.54.36.95 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
158. 85. 158. 198 |147.237.76. 176 |Lhited Sates test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
151. 30. 63. 254  |147.237.77.216|Itay dover . i df .i| portscan: TCP DO stri buted Portscan 1
83.130.99. 112  [147.237. 72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
80. 179. 143. 140 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.143.180. 44 |147.237.8.28 |Ger many e.nobile-ks.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2818
45.217. 220. 115 Ur uguay 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 421
37.8.1.15 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il drop First packet isn't drop 356
208. 115. 113. 89 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 229
156. 173. 28. 44 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 174
46. 19. 85. 181 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 158
4.31.78.70 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 150
192.117.171.50 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 139
46. 19. 85. 82 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 93
95. 86.117. 13 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 92
188. 161. 184. 16 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 85
98. 109. 30. 236 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 81
5.1.106. 32 Iragq 147.237.77. 216 dover.idf.il drop First packet isn't drop 68
195. 95. 164. 7 Pol and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 66
5.1.106. 30 Irag 147.237.77. 216 dover.idf.il drop First packet isn't drop 65
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 64
68. 14. 146. 162 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 64
62. 0. 200. 215 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 64
37.26. 146. 196 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 63
41.131. 196. 186 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 63
145. 228. 59. 67 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 63
185.11. 11. 152 Yenmen 147.237.77. 216 dover.idf.il drop First packet isn't drop 61
5.1.106. 251 Iraq 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 60
168. 63. 200. 167 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 60
151. 80. 31. 115 Italy 147.237.77. 216 dover.idf.il drop First packet isn't drop 58
205.203.135. 1 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 54
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 52
213.57.176. 193 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 51
92.107. 140. 137 Snitzerl and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 51
176. 13.0. 92 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 50
5.1.106. 63 Irag 147.237.77. 216 dover.idf.il drop First packet isn't drop 48
207.232.12.105 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 48
5.1.106. 92 Irag 147.237.77. 216 dover.idf.il drop First packet isn't drop 48
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop a7
82. 166. 182. 212 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 47
46. 19. 85. 112 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 47
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 46
82. 145. 223. 56 Eur ope 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 45
212.25.102.57 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 45
213.57.119. 150 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 44
46.19.86.9 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 44
176. 12. 137. 249 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 43
100. 100. 121. 137 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 43
212.143.161. 161 | srael 147.237.72. 167 ishurimaka.idf.il |dr op Frst packet isn't drop 43
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
93.172.184.58 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 40
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
82. 166. 25. 245 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
54.72.73.168 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 38
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
37. 46. 39. 120 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwu aka. i df . il/adguard-aj ax-api/api  |B ock 169
’ . - Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
. . . Unaut hori zed URL Access to
82.80.131.234 I srael 147.237.77. 243|mobi | e. i df . i | nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1152 Bl ock 52
Unaut hori zed URL Access to
79.176. 73. 34 I srael 147.237.77. 176 |nat pash. i df . i | Wi cogat . i df . i |/ tenpl at es/ shar ed/ user cont rol s/ nor ei nf of ti chnun. y [Bl ock 39
osh@nai | . com
188. 120. 133. 236|I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 188. 120. 133. 236 B ock 26
192. 99. 12. 99 Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/defaul t.aspx B ock 26
176. 106. 47. 166 g‘ijcis;i':('ja” Territory. 1147, 237. 77. 176 |mat pash. i df . i | |Unauthori zed URL Access to vaw cogat . i df .i1/894-ar B ock 13
2.54.28. 214 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 13
80. 246. 136. 161 |l srael 147.237.72.166|aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
66. 249. 67.200 |Israel 147.237.77.216|dover . i df . il Mul tipl e Unaut horized URL Access from 66. 249. 67. 200 B ock 13
. . Mil tiple Lhtraceabl e SS. Sessi ons from46. 19. 85. 115 ( Pr ot ocol
46.19. 85. 115 I srael 147.237.72.166 |aka. i df . i | viol ation (SSL CONN LI ENT HELLO)) None 13
192.114.91. 249 |Israel 147.237.72.167|i shuri maka. i df . i|untraceabl e SSL Sessi ons: Cpen Mde None 13
109. 65.102. 31 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 13
’ . . Unaut hori zed URL Access to
66.102. 9. 81 Lhited Sates 147.237.77. 216 |dover. i df . il vow i i /1294 en/ v i o . i 1/ engl i sh B ock 13
. . Uhknown Paraneter catid in
178.120.249. 90 |Bel arus 147.237.72. 166 |aka. i df . i | ww aka. i o1/ br ot her s/ ski ra/ def aul t. asp None 13
5.22.120.158  |Israel 147. 237. 72. 166 [aka. i df . i | thknown Parareter __V ENSTATEENCRYPTED i n None 13
ww aka. i df . i |/ mai n/ sachar/tfasi maspx
. - Unaut hori zed URL Access to
66.249. 67.200 |Israel 147.237.77.216|dover . i df . i ww i cf i 1/atal 1/ Zkor/ print_bot t omasp B ock 13
. . SS. Untraceabl e Gonnection - Protocol violation
46.19. 85. 115 I srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 13
200. 41.225.82 |Argentina 147.237.77.216|dover . i df . il Unaut hori zed URL Access to ww i df . il/894-en/i df gdover . aspx B ock 13
109. 186. 160. 242|I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
66.249.67.178 |lsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 13
Paraneter Type Mol ation
5.22.129.183 I srael 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Sear ch in B ock 13
wan | aw i df . i | / 724- 4738- he/ pat zar . aspx
84.108. 83. 17 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
66. 249. 67. 208 |l srael 147.237.77.216|dover . i df . il D stributed Suspici ous Response CGode Bl ock 13
46. 19. 85. 115 | srael 147.237.72. 166 |aka. i df . i | Too Many 403: Response Code per Session B ock 13
212.143.23.10 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
. . . . Unknown Paraneter docid in
128.0. 84. 41 Russian Federation  [147.237.72.166aka.idf.il vwv aka i o i |/ brot her s/ ski ra/ def aul 1 asp None 13
79.178.168. 142 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 13
66.249.67.192 |[Israel 147.237.77.216|dover.idf .il D stributed Suspicious Response Code B ock 13
Pal estinian Territory, . . Unaut hori zed URL Access to
188. 161. 106. 174] 4. 1 e 147.237.77.216|dover . i df . i | W i df i | /1133- 22777- ar / dover . aspx) Bl ock 13
37.26.149.212 [israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 13
85. 64. 18. 144 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
66.249. 67.208 |l srael 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to www i df.il/atal 1/izkor/viewing.asp |B ock 13
46.19. 86. 231 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 13
Unaut hori zed URL Access to
212. 150. 209. 205]1 srael 147.237.72. 166 [aka. i df . i | w aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59391&8doci d=7610 |B ock 13
4
. . Unaut hori zed URL Access to
151.80.31.115 |italy 147.237.77.216|dover . i df . i | Wi i dff . i 1/ 1133- 20187- he/ dover . aspx) Bl ock 13
79.183.120. 156 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 13
66.249.67.192 |[Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unauthori zed URL Access from 66. 249. 67. 192 B ock 13
. . D stributed Lhaut horized URL Access on
87.69. 112. 56 I srael 147.237.72. 166 |aka. i df . i | v aka. i of i1/ htt ps: /vw aka. i o i1/ Bl ock 13
68.180.228. 112 |lLhited Sates 147.237.77. 216 |dover . i df .i | Unhaut hori zed URL Access to wawidf.il/oref/ B ock 13
62. 90. 100. 59 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
- . D stributed Lhaut horized URL Access on
212.199. 239. 162l srael 147.237.72. 166 |aka. i df . i | ww aka. i of i1/ htt ps: /v aka, i df i1/ B ock 13
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