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Top Attackers

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M i shuri maka.idf.i

M nakchal .idf.il

M mobi le.idf.il

I aman. i df . il

M navy.idf.il
refuah.idf.il

M halag.idf.il

M 46. 19. 86. 114
212.179. 21. 194
W 212. 76. 101. 122
213.151. 32. 163
l 185. 7. 120. 231
M 46. 23. 66. 106
[ 82.145. 221. 29
M 212.68.132. 25
176. 12. 144. 129
M 109. 110. 114. 192
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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target

Address

Pal estinian Territory,

‘Signature

TCP handshake vi ol ation, first packet not

185.7.120. 231 ; 147.237.77.216 dover.idf.il drop 3022
Cccupi ed syn
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 346
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 225
79. 181. 20. 52 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS -renegotiati on-Q i dest - reset 130
37.26. 149. 164 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- S -renegoti ati on-Q i dest - reset 116
176.13.9. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 54
176. 13. 4. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 51
37.26. 149. 150 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y- SS.-renegoti ati on-Q i dest - reset 46
79.182. 106. 104 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 42
212.143. 39. 125 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
95. 86. 127. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
85. 64. 188. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
176.12.147. 117 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
37.26.147.212 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.199. 11. 202 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
77.125. 135. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
77.125. 0. 146 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
109. 64. 12. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
185. 32. 179. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
37.26.148. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
178. 255. 171. 57 Czech Republic 147.237.77.216 dover.idf.il SYNHood full table drop 7
176.12.136. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
41.43.57.57 Egypt 147.237.77. 216 dover.idf.il SYNHood full table drop 7
2.54.38.183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
176.13. 3. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 23. 66. 106 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 13. 20. 102 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
212. 143. 147. 142 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
2.54.182.139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 186. 172. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 65. 3. 241 g:a'cisgi'e”('ja” Territory, 147.237.77.216  |dover.idf.il SN A ood full table drop 5
31. 154. 10. 105 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
41. 248. 252. 89 Mor occo 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.76.101. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
89. 167. 129. 96 Spai n 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.228. 205. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.181. 103. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.154. 50 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.174. 209 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.8.99. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 78. 249. 224 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
81.218. 89. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.179. 21. 194 I srael 147.237.77. 216 dover i df il ;c/]; handshake violation, first packet mot . 4
197. 161. 80. 109 Egypt 147.237.77. 216 dover.idf.il SYNHood full table drop 3
86. 108. 85. 209 Jor dan 147.237.77. 216 dover.idf.il SYNHood full table drop 3
178.168. 121. 8 Ml dova, Republic of 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
79. 183. 141. 50 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
109. 65. 123. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 15. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 140. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure |Devi ce Action |Oount |

81.218.118.126 |Israel 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 12
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

59.46.193. 114 |147.237.0.16 |China ny-kosher-kravi.idf.il |GPL SCAN nmap TCP 2
218.24.171.223 |147.237.0.16 |China ny-kosher-kravi.idf.il [GPL SCAN nmap TCP 2
80.179.90. 172  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
77.127.209. 185 |147.237.72.166 |Israel aka.idf.il portscan: TGP D stributed Portscan 1
66.249.93.220 [147.237.77.233|Wited Sates [atal.idf.il ET SCAN NVAP -sA (2) 1
54. 169. 6. 18 147.237.8.14 |9 ngapore e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.147.199  |147.237.72. 166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
5.39.222. 253 147.237.8.50 [Netherlands  [e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.151. 61. 139 |[147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
2.54.35. 201 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
149.88.27.186  |147.237.77.216|Israel dover . idf.il portscan: TP D stributed Portscan 1
81.218.175.50 |[147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
79.183.219. 169 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
68.180.228. 112 |[147.237.77.216|Wited Sates |dover.idf.il portscan: TCQP D stributed Portscan 1
37.107.238. 113 [147.237.77.216|Saudi Arabia  |dover.idf.il portscan: TCP D stributed Portscan 1
o4 228.17.207 |147.237.76.86 |Uited Sates |revy.idh. il ET SGAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.54.175.71 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
197. 162. 235. 157|147. 237. 77. 216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.30.79 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
108. 61. 220. 143 |147.237.76.31 |Lhited Sates |nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5334
212.76.101.122 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2861
185. 7. 120. 231 ga:lcis;ii:;a” Territoryls 47 237.77. 216 |dover. i . i1 drop First packet isn't SN drop 1102
46. 23. 66. 106 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 903
82.145.221.29 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 690
212.68.132.25 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 636
109. 110. 114. 192|Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 357
141. 0. 14. 168 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 317
141. 0. 14. 241 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 296
103. 26.198. 126 |Mi aysia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 195
82.81.17.28 I srael 147237, 72. 167 |i shur i maka i o || S NG Engine: TCP Invalid Jimvalid segrent retransmssion. | op 186
Ret r ansni ssi on Packet dr opped.
66.171.228.56 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 175
82.81.193. 82 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 138
83. 103. 25. 60 Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 120
38.111.147.88 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 119
188. 161. 65. 162 (F;ajcis;iigjja” Territoryly 47 237.77. 216 |dover. i . i1 drop First packet isn't SWN drop 104
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 103
176. 65. 18. 118 g‘ilcisgii:;a” Territonyls a7 237.77. 216 |dover. i . i1 drop First packet ismt SWN drop 85
185. 120. 126. 40 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 84
194. 56. 215. 66 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 82
188. 161. 115. 36 (F;ajcis;iigjja” Territoryly 47 237.77. 216 |dover. i . i1 drop First packet isn't SWN drop 69
124.124.48.36 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 69
209. 95.33.208 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 66
66.249. 67. 208 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
197. 158. 248. 192|Seychel | es 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
66. 249. 67. 192 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 57
37.141.160.92 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 56
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
77.126. 82. 67 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
197. 34. 237. 251 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 53
176.13.17.250 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
66.249. 67. 200 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
46.19. 85. 127 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 51
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
169.253.194.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
208.69.40.101 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
66.249.67.200 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
81.218.48.37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
93. 172. 184. 58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 41
62.90. 243.133  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
2.54.9.78 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
176. 13. 4. 205 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
2.89.204. 62 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
46. 52. 68. 19 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
188.48.21.250 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Acti on ‘Oount
46.19.86.114 |Israel 147.237.0.19 |madimatal .idf.il Distributed Too Miny of the Sane Response Code (404) B ock 10789
213.151. 32. 163 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1556
176. 12. 144. 129 [l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 503
84.108. 82. 194 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84.108. 82. 194 Bl ock 234
68. 180. 229. 239 |Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 234
66. 249. 67. 208 |Israel 147.237.77.216|dover.idf .l Mil tipl e Unhaut hori zed URL Access from 66. 249. 67. 208 B ock 88
. . . Paraneter Type Mol ati on PageNumin
68. 180. 230. 224 |Lhited Sates 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1110- he/ nakhal . aspx Bl ock 78
80. 246. 139. 109 |I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 65
m ny- kosher - kr avi . i _ ,
46. 19. 85. 142 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 52
) - - Unaut hori zed URL Access to
72.9.148.10  |thited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
176.12.147.2  |israel 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation SearchText in Bl ock 39
waw i df . i |/ 1065- he/ dover . aspx
2.54.5.126 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 39
66. 249. 67.192 |Israel 147.237.77.216|dover.idf .il Mil tipl e Unhaut hori zed URL Access from 66. 249. 67. 192 B ock 39
95.86.127. 142 |Israel 147.237.72. 166 |aka. i df . i | thauthorized LR. Access to - B ock 39
ww aka. i df . i |/ mai n/ sachar/ undef i ned
Pal estini an Territor Unaut hori zed URL Access to
82.213.13. 186 Gecupi ed Y147, 237. 77. 176 |mat pash.idf.il vy cogat . i df . i | /tenpl at es/ homepage/ waw. yout ube. cond v/ 3g|Bl ock 39
P 51ei 5nuhg
147. 251. 43. 20 |Czech Republic 147.237.77.216|dover.idf .l Mil tipl e Unhaut hori zed URL Access from 147. 251. 43. 20 B ock 39
2.52.23.27 | srael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 26
46.19.85.172 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 26
176.12. 144.30 |[lIsrael 147.237.77. 243 |nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 25
. . Unaut hori zed URL Access to
84.108.82.194 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i of i 1/ mai 1V gi yus/ [ obj ect obj ect] Bl ock 13
. . . Mil tiple Unhtraceabl e SS. Sessi ons from 64. 41. 200. 103
64.41.200. 103 |Lhited States 147.237.72. 166 |aka. i df . i | (Lhsupport ed Legacy SS. Versi on) None 13
37.120. 66. 193 [Ger many 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 13
URL is Above Root Drectory
182. 118. 54. 167 |Chi na 147.237.77. 170 [naar achot . i df . i | wwv naar achot . i df il /.. /shared/ clientscripts/jquery/jquery-ui.j |B ock 13
s
. . DO stributed Whaut hori zed URL Access on
81.218.179.41 |lIsrael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 13
147. 251. 43.20 |Czech Republic 147.237.77.216|dover.i df .l Unhaut hori zed URL Access to www i df.il/1589- Bl ock 13
. . DO stributed Whaut hori zed URL Access on
66.249. 67.192 |[lsrael 147.237.77.216|dover . i df . i v df i |/ at al /i zkor/ vi ew i ngt op. asp Bl ock 13
132 64. 25. 243 |israel 147. 237, 72. 166 |aka. i df . i | Unknown _Par gmet er ctl 00sct | 00$_cphMa| n$cphSachar $ct 109 in None 13
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
46.116. 122. 251 [l srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 13
, ny- kosher-kravi .i df . i _
216. 218. 206. 67 |Lhited Sates 147.237.0. 16 | Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 13
82.166.20.36 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
77.237.138. 202 [Czech Republic 147.237.77.235|sviva.idf . il Unaut hori zed URL Access to / B ock 13
5.175.25.171 |Gernamny 147.237.72. 166 |aka. i df . i | tnaut hori zed UR. Access to B ock 13
ww aka. i df .il/qiyus/general /defaul t.a
www. chanat z. aka. i d .
137.226.113. 7 |Ger many 147.237.77. 226 fFil Unaut hori zed URL Access to 147.237.77.226/ Bl ock 13
66. 249. 67. 208 |Israel 147. 237.77. 216 |dover . i df . i | Distri but ed haut hori zed LR. Access on Bl ock 13
wwy i df.il/atal 1/i zkor/ vi ew i ngt op. asp
. . DO stributed Whaut hori zed URL Access on
89. 138. 194. 157 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 13
) . . S Whtraceabl e Gonnection - Protocol violation
64.41.200. 103 |Wnited Sates 147.237.72. 166 |aka. i df . i | (SSL CONN CLI ENT KEY EXCHANGE) None 13
. . . URL is Above Root Drectory
182.118. 54. 181 |Chi na 147.237.76.86 [navy.idf.il W navy. i of i |/ ../ shar edi cl i ent scri pts/j query/ gl obal .| s Bl ock 13
81.218.241.26 |lsrael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wwwidf.il/favicon.ico Bl ock 13
176. 12. 136. 169 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
. . . Unaut hori zed URL Access to
69.171. 230. 112 |Lhited States 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 9/ 1919, | pg B ock 13
132.69.198.38 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 13
. . DO stributed Whaut hori zed URL Access on
82.166. 235. 55 |l srael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 13
. . Paraneter Type Mol ation search in
62.90.131.54  [Israel 147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1119- he/ nakhal . aspx Bl ock 13
. . DO stributed Whaut horized URL Access on
79.182. 127.62 |[lsrael 147.237.72. 166 |aka. i df . i | v aka. i o i1/ htt ps: / ww aka. i of i1/ B ock 13
15.203.178.12 |France 147.237.72. 166 |aka. i df . i | thknown Paraneter anpit in None 13
wn aka. i df . i |/ mai n/ sachar/ scri ptresour ce. axd
176.13.11. 208 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Qode B ock 13
141.212.122. 64 |Lhited Sates 147.237.76.31 [nakchal .idf.il Mal formed URL proxyt est . znap. i 0: 80 B ock 13
64.41.200. 103 |lLhited Sates 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Unsupported d pher None 13
185, 32. 179. 106 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
81.218. 251. 252 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giyus/x? B ock 13
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