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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
176. 12. 148. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 68
0.0.0.0 147.237.77. 216 dover.idf.il |SYNHood full table drop 51
84.108. 69. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
81.218. 50. 34 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 30
81.218. 46. 131 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 30
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 29
46.19. 85. 171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.54.3.171 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 17
2.54.3.171 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
124. 83. 37. 157 Phi | i ppi nes 147.237.77.216 dover.idf.il |SYNHood full table drop 13
81.218. 234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
2.54.59. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
176. 12. 148. 96 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
46. 19. 85. 191 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 10
212.179.166. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
82. 80. 196. 44 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 9
91. 228. 127. 198 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 8
212. 143. 144. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46. 19. 86. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
192. 116. 98. 164 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 6
176.12.149. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
199. 203. 215. 1 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 5
176. 13. 15. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
84.108. 13. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 53 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 5
82. 80. 26. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.132.59. 216 Kazakst an 147.237.77.216 dover.idf.il |SYNHood full table drop 3
84.228.191. 16 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 3
149. 88. 228. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.176. 106. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 12. 145. 149 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 3
79.181.201. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.63.173 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
79.181. 201. 14 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.37.2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
115. 231. 222. 40 Chi na 147.237.76. 196 e.svivaidf.il |[JLM Under Attack Con Htp drop 2
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
2.54.171. 5 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
46. 19. 86. 53 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
2.54.63.173 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176. 12. 141. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
81.218. 29. 162 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 1
176. 12. 148. 238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.52.47.32 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 1




10-21-2015-08:04:04 to 10-21-2015-09:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




10-21-2015-08:04:04 to 10-21-2015-09:04:04

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
218. 200. 188. 213|147. 237.0. 35 |China akavs. i df.il ET SCAN Potential SSH Scan 1
217.194. 199. 124|147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
185.100. 85.71  |147.237.0.16 ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
101.1.17.53 147.237.0.34 |Hong Kong tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80.179.114.19  |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 86. 209 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
218. 200. 188. 213|147. 237. 76. 39 |Chi na nobi le.nei tav.idf.il |ET SCAN Potential SSH Scan 1
218.200. 188. 213(147.237.0.19 [China nadi matal .idf.il ET SCAN Potential SSH Scan 1
192.161.63.49 |147.237.76.30 |lhited Sates |hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
174.128.228.82 |147.237.0.33 |Lnited Sates |[idf.il ET SCAN Potential SSH Scan 1
94.102.48.194 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 67.208 |147.237.77.216|lhited Sates |dover.idf.il portscan: TGP D stributed Portscan 1
45.33.70.65 147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
31 44, 66. 72 147 237.76.39 | A bari a bl e i tav. i df il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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162.243.44.92 |Uited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 249
2.54.183. 107 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 181
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 93
46. 19. 86. 215 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 88
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 59
80.178.212. 121 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 52
103.7.197. 12 Vanuat u 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 52
192. 200. 155. 168|thited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 50
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 46
176. 12. 148. 90 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 45
37.26.149.173 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 42
124.83.37.157 |Philippines 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 36
2.54.3.171 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
79.181. 3. 175 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 34
81.218.46.131 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 32
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 32
79.176. 126. 226 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 31
183.79. 222. 167 |Japan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 29
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 27
80.74.116.135 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
66.249.67.200 |Uited Sates |147. 237, 77. 216 |dover icr.i1 |2 €M N9 Engine: TCP Invalid Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.
37.26.149. 179 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
81.218.234.122 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 22
66.249.67.208 |Uited Sates |147. 237, 77. 216 |dover iar.i1 | S2M NG Engine: TGP | nvalid Invalid segnent retransmssion. drop 22
Ret r ansni ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 21
2.54.4.222 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 21
46.117.96.55  |Israel 147, 237.76. 200 |ei tan. aka i of, {1 | SN Egine: TP Invalid Invalid segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
46.19. 85. 171 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
46.19. 86. 219 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
176.12.148.96 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
100. 100. 30. 216 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 19
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 18
192.114.91. 229 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
46.19. 85. 194 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
46.19.86.1 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
176.13.19. 166 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 17
194. 114. 146. 227l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 17
66.249.93.200 |Lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 17
79.178.59. 164 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
81.218.251. 250 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
81.218.50. 34 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
141.0.13.75 Nor way 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 15
212.143. 144. 237 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
2.52.22.78 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 14
192.117. 148.82 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.23.206 |l srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 4576
176. 13. 23. 206
66.249.67.208 |[Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 67. 208 B ock 104
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 104
194. 114. 146. 227|l srael 147.237.77.74 |lawidf.il Suspi ci ous Response Code Bl ock 78
66.249.67.200 |[Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 67. 200 B ock 78
72.9.148.10  |Uited Sates |147.237.76.86 |navy.idf.il oy (1] 904 813 wel navy. asp. ASpX Bock |52
183. 79. 222. 167 |Japan 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 52
66.249.67.192 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 192 B ock 39
66.249.67.192 | srael 147.237.77. 216 |dover . i df . i | \z;f irijfb'uitle/d atlgib’ti Eiro'rf\efevtg‘ n:ﬁtcgssjs;n Bl ock 26
37.26.149.252 |[Israel 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mode None 26
79.176. 126. 226 |l srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to ww i df.il/894-he B ock 26
2.54.32.106 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 26
212.179. 102. 167l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 26
77.237.138.51 |Czech Republic |147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to / Bl ock 13
216.218. 206. 68 |[lLhited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 13
2.54.2.98 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css [B ock 13
183.79.222. 167 |Japan 147.237.77. 216 |dover. i df . i | S“af‘;;“ji;e;’nk“ Access to wawidf.il/english/news/jenin.stmt g 13
109. 160. 135. 67 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
202.102. 99. 107 [Chi na 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/webresource. axd%8fd |B ock 13
184.105. 247. 196|Uited Sates  [147.237.0.17 g;nlyl kosher-kravi i |\, horized URL Access to 147, 237.0. 17) B ock 13
Russi an ] ) Unaut hor i.zed' URL Access tp _ _
146. 185. 234. 48 Feder at i on 147.237.76.86 |navy.idf.il W navy. i df.il/tenpl ates/links/links. aspx/tenpl at es/ sendt of ri end/ |Bl ock 13
sendt of ri end. aspx
207.232.5. 66 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
66.249. 67.135 | srael 147.237.0.34 |tikshuv.idf.il :qulii;:l:‘vorl idfidl /L:;jf nﬁﬁsz/t(?ef adt. s Bl ock 13
180. 153.180. 76 |Chi na 147.237.77. 176 |nat pash. i df . i | m;gaf‘i"’;_ﬁ’?t__?SL:f;;r;iemscrimSlsi deber /i deber | 5 Bock |13
79.177.197. 201 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 13
66.249. 67.200 | srael 147.237.77. 216 |dover . i df . i | mir;fbﬂtle/d a;;i‘;ti gok:)'rfsf’evuvj ngtcgssjs :” Bl ock 13
2.54.171. 151 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/1133-22824-he/ dover.as [B ock 13
162.243.44.92 |Uhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed UR. Access from 162. 243. 44. 92 B ock 13
68.180. 228. 175 [United Sates  [147.237.76.42 [refuah.idf.il e o o Nt ualh aspx Bock  [13
208.115.111.73 |Wiited Sates |147.237.77.216|dover.idf.il Distributed Suspici ous Response Gode B ock 13
66.249.67.178 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt Bl ock 13
Uhaut hori zed URL Access to
182.118. 60. 140 |Chi na 147.237.76.86 |navy.idf.il W navy. i df . i |/ shared/ cl i ent scri pts/ i magevi deogal | eryl obby/ i nagevi |Bl ock 13
deogal | eryl obby. j s¥8f si t ever si on
80. 246. 136. 153 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
109.16. 156. 124 |Wnited Sates |147.237.77. 216 |dover. i df i muf ;o.riilzles? piof‘;;iffi A sl 2e220x0) 17 404 g Bl ock 13
37.26.146.191 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
176. 13. 15. 56 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ reset . css |B ock 13
66.249.67.192 |Israel 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 13
84.95.251.240 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
66.249. 67. 208 |l srael 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Gode B ock 13
199. 16. 156. 126 |Lhited Sates |147.237.77. 216 [dover.idf. il m | L?H:Iefsiff;t:f’;é ezﬁcf @ 4/;‘;?‘2522820/ 17404, | pa Bl ock 13
37.26.149.252 |israel 147.237.72.167|i shuri maka. i df . i | %&mﬁfﬁfﬁfg Protocol violation None 13
176.13.23.206 |lIsrael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 13
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