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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
46. 19. 85. 59 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 195
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 83
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 69
46.19. 85. 4 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 57
87.69. 2. 206 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
46.19. 85. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
176. 13. 18. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
185. 32.179. 193 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 11
46.19. 86. 209 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
203. 116. 59. 35 S ngapor e 147.237.77. 216 dover.idf.il SYNHood full table drop 7
5. 22.130. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
176. 12. 140. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
195. 160. 240. 11 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
109. 64. 166. 3 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 79 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46.19. 86. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
80. 230. 16. 3 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.12.141. 153 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
192.118.11.120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13. 6. 131 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
142. 160. 216. 26 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 2
108. 43. 136. 16 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 2
46.116. 217. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
24.94.54. 23 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 2
81.218. 48. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93. 174. 93. 146 Net her | ands 147.237.8.50 e.tikshuv.idf.il [Invalid TP Hags drop 1
46.19. 86. 209 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 177 ncore.idf.il Bl ock_Up Al _Nets drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
80. 186. 91. 47 147.237.77. 216 Finl and dover.idf.il ET SCAN Potential SSH Scan 1
89.248.172. 201 147. 237.77. 170 Net her | ands maar achot . i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
80. 186. 91. 47 147. 237. 77. 205 A nl and prisha. idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential WNC Scan 5900- 5920 1
80. 186. 91. 47 147.237.77. 176 Finl and nat pash. i df . i | ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147. 237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.151.52. 8 147.237.77. 74 Ukrai ne lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 172. 201 147.237.72. 217 Net her | ands eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
202. 106. 211. 99 147. 237. 76. 148 Chi na gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147. 237.72. 166 Net her | ands akaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
202. 106. 211. 99 147.237.76. 31 Chi na nakchal . i df.il ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147.237.0.33 Net her | ands idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
195. 68. 62. 253 147.237.0.17 Uni ted Ki ngdom mny- kosher -kravi . i df il ET SCAN NVAP -sS w ndow 1024 1
80. 186. 91. 47 147.237.77. 235 Finl and svivaidf.il ET SCAN Potential SSH Scan 1
123. 151. 149. 222 147.237.0.35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 1
80. 186. 91. 47 147.237.77. 226 Finl and wiw chanat z. aka. i df .| ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147. 237.77. 227 Net her | ands e. hanaz. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
80. 186. 91. 47 147.237.77. 212 Finl and e.dover.idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147.237.77.121 Net her | ands e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80. 186. 91. 47 147. 237.77. 178 A nl and e. matpash.idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147.237.77. 61 Net her | ands e cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80. 186. 91. 47 147.237.77. 170 Finl and naar achot . i df . i | ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147. 237. 76. 147 Net her | ands chi nuch. aka. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
45, 33.70. 65 147. 237. 76. 200 eitan aka idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147. 237.72. 167 Net her | ands i shuri maka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
202. 106. 211. 99 147.237.76. 34 Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
202. 106. 211. 99 147. 237.76. 30 Chi na hi mush. i df .i | ET SCAN Potential SSH Scan 1
80. 186. 91. 47 147.237.77. 243 Finl and nobi | . i df.il ET SCAN Potential SSH Scan 1
177. 225. 54. 120 147. 237. 76. 148 Mexi co gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
80. 186. 91. 47 147.237.77. 233 Finl and atal.idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 201 147.237.77. 235 Net her | ands svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature

141.0.13.75 Nor way 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 879
46. 19. 85. 217 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 608
162.243.44.92 |Wnited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 519
70.129.119. 120 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 226
149.78. 5. 153 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 131
108.43.136.16 |Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 123
46. 19. 86. 30 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 107
149.78.154. 69 |Israel 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 100
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 57
79.181.97. 22 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 52
142. 160. 216. 26 |Canada 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 51
54.187.55.213 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 46
176. 13. 18. 103 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 45
176.13.9.6 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 42
185. 32.179. 193 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 40
80. 230. 39. 74 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 38
109. 67. 62. 16 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 36
203.116.59.35 |9 ngapore 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 36
46. 116. 217. 136 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 34
37.60. 42. 208 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 34
46. 19. 86. 235 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 32
37.142.221.155 [Israel 147.237.72.166 |aka i f .11 |Bad TOP sequence mﬁﬁsg rea”smt wehdifferent — Jopnitor |31
68.180.228. 112 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 30
217.23.45.213 |Jordan 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 29
93.172.184.58 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 28
46. 19. 86. 79 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 27
54.72.0.55 Irel and 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 27
166. 137.126. 111|Uhited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 27
195. 160. 240. 11 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 24
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op SAMrul e drop 23
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 22
212.179.90. 106 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 22
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 21
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
176. 106. 227. 231|l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 20
66.249.67. 102 |Uited Sares [147. 237, 77. 216 |cover. i o i| | ST NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, 20

Ret r ansni ssi on dr opped.
46. 19. 86. 138 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 20
66.249.67.192 |lsrael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 19
87.69. 2. 206 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 18
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 18
212.199. 182. 150|l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 16
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 16
66.249.67.208 |Uited Sates [147. 237, 77. 216 |dover i o 1| ' SAM NG Engine: TP Invalid nvalid segnent retransmssion. Packet | 16
Ret ransni ssi on dr opped.

66.249. 67. 200 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 16
85. 65. 133. 30 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 15
66.249. 67. 208 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 15
37.142.219.48 |israel 147.237.72.166 |aka.idf.il |Bad TCP sequence mﬁﬁsg reans”“ wthdifferent — Joonitor |14
50.87.144. 145 |lhited States [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 14
46. 19. 86. 209 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 14
109. 65. 15. 218 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 13
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19.85.233  |Israel 147.237.0.19 |madimatal .idf.il Too Mny of the Sane Response Code (404) in Session from B ock 442
46.19. 85. 233
66.249.67.200 |[Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 67. 200 B ock 65
66.249.67.192 |[Israel 147.237.77. 216 |dover.i df . il Ml tipl e Unauthori zed URL Access from 66. 249. 67. 192 Bl ock 65
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited States |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 52
66.249.67.208 |[Israel 147.237.77. 216 |dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 67. 208 B ock 52
66.249.67.192 |israel 147.237.77. 216 |dover . i df . i | Distributed Uhaut hori zed LR. Access on B ock 39
wwy i df.il/atal 1/izkor/view i ngtop. asp
. . D stributed Unhaut hori zed LR Access on
66.249.67.208 |[lIsrael 147.237.77.216|dover. i df . il ww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 39
162.243.44.92 |uited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 162. 243. 44. 92 Bl ock 26
166. 137. 126. 111|Wited Sates |147.237.77. 216 |dover.i df .i | Parameter Type Vol ation ctl003Content Al acetbl der 13t xt LastName in o o 13
wan i df . i | /1038- en/ dover . aspx
66.249. 67.250 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Unauthori zed LRL Access on 147.237.72.166/ robots. txt |B ock 13
66.249. 64.239  |Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 13
199. 16. 156. 126 |Uhited Sates [147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 199. 16. 156. 126 B ock 13
2.54.171. 57 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx Bl ock 13
. . . Uhaut hori zed URL Access to
176.12.141. 1 I srael 147.237.0.19 |madimatal .idf.il naci matal i df.i1/nobi | ef tenpl at es/ basket / basket . aspx B ock 13
ny-kosher -kravi . i df [unaut hori zed URL Access to
66.249.81. 133 | sr ael 147.237.0.16 il vww ny- kosher - kravi . i df.i1/1746-he/lifestyl e. aspx B ock 13
: . . Uhaut hori zed URL Access to
199. 16. 156. 126 |lhited Sates [147.237.77.216|dover.idf.il Wi df i 1/i p.storagel il es/ 4/'si ze220x0/ 17374, | pg B ock 13
80. 246. 136. 153 |[lIsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 13
5.175.13.138 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/qiyus/general/default.a |B ock 13
176. 106. 227. 231/l srael 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to wanidf.il/igf B ock 13
66.249.93.154 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. idf.il/nain/giyu B ock 13
207.46.13.141 |tited Sates [147.237.72.166|aka. i df.il Wnknown Paranet er 136cd360 in None 13
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.110. 144. 251 |l srael 147.237.72. 166 |aka. i df . i | wiww aka. i o . i |/ mai 1V sachar / vi ewpni of . aspx None 13
. . . Lhaut hori zed URL Access to
182.118.54.73 |China 147.237.72. 166 [aka. i df . i | v aka, i df . i |/ nai 1 gi yus/ vebr esour ce. axdogf d B ock 13
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Par anet er Type Mol ati on PageNumin wa i df . i|/1133- he/ dover . aspx [B ock 13
216.218.206.68 [lLnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237. 72. 166/ Bl ock 13
66.249. 67.242 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Wauthorized UR. Access on 147. 237.72. 166/ robot s. t xt [Bl ock 13
54.245.64.111 |thited Sates |147.237.77.176|mat pash.idf.il Mil tipl e Unaut hori zed URL Access from 54.245. 64,111 Bl ock 13
URL is Above Root Orectory
183. 136. 142. 96 |Chi na 147.237.76.31 |nakchal .idf.il nakhal .idf.il/../shared clientscripts/jquery.pl ugins/jquery. equal hei ght{Bl ock 13
S.JS
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/hebrew an Bl ock 13
. . D stributed Unaut hori zed URL Access on
66.249.67.200 |[lIsrael 147.237.77.216|dover. i df . il ww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 13
66. 249. 67.200 |l srael 147.237.77.216|dover . i df . il D stributed Suspicious Response Gode B ock 10
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