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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

66. 249. 67. 192 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4094
202.126. 217. 136 Hong Kong 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 5
79.182.5.230 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
93. 174. 93. 146 Net her | ands 147.237.76. 30 hi nush.idf.il Invalid TGP H ags drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 34 yohalan.idf.il |B ock Wdp All Nets drop 1
50. 7. 207. 42 Czech Republic 147.237.76. 198 e.yohal an.idf.il|B ock_Wdp All Nets drop 1
93. 174. 93. 146 Net her | ands 147.237.0. 33 idf.il Invalid TGP H ags drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets drop 1
93. 174. 93. 146 Net her | ands 147.237. 8. 24 e lifestyle. idf.|]Invalid TQP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
195. 34.150. 18  |147.237. 77. 216 |Austria dover . idf.il Tehila - Perl LW with fake user agent 2
66.249. 67.200 |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
89.248.172.201 |[147.237.77.19 [Netherlands lawforumidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
89.248.172.201 |[147.237. 76. 147 [Net her | ands chi nuch. aka. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
89.248.172.201 |(147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
89.248.172. 201 |147.237.8.50 |Netherlands e.tikshuv.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
193.107. 16. 206 |147. 237. 77. 226 ?ég:;;”im v chanat z. aka. i df .i1 [ET SCAN NVAP - sS wi ndow 1024 1
78.188.236.24 |147.237.76.34 [Turkey yohal an.i df i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
174.128.228.82 (147.237.76.39 |Lhited Sates  |nohile neitav.idf.il ET SCAN Potential SSH Scan 1
108. 61. 220. 143 |147.237.8.27 |lhited Sates e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 4096 1
89.248.172.201 |147.237.77. 216 [Net her| ands dover.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
89.248.172.201 |147.237.77.176 |Net her| ands nat pash. i df i | ET SCAN Potential VNC Scan 5800- 5820 1
89.248.172.201 |[147.237.76. 199 |Net her| ands e. nakchal .idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
89.248.172.201 |[147.237.76.86 [Netherlands navy.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
89.248.172. 201 |147.237. 72. 166 |Net her | ands aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
89.248.172.201 |[147.237.0.33 |[Netherlands idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
190. 128. 136. 222|147. 237. 76. 197 |Par aguay e. himush. i df il ET SCAN Potential SSH Scan 1
139.162.215.8 [147.237.76.31 |Netherl ands nakchal . i df. il ET SCAN Potential SSH Scan 1
94.102.48.194  [147.237. 77. 233 |Net her| ands atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
89.248.172.201 |147.237.77. 178 |Net her| ands e. nat pash. i df . i1 ET SCAN Potential VWNC Scan 5800- 5820 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 64
162.243.44.92 |nited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 42
79.182.5. 230 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 26
67.84.27.125 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 24
78.53.241.213  |Ger many 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 24
5.22.129. 148 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
176. 12.151. 173 |Israel 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 20
189.139. 137.13 |Mexi co 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 14
52.16.5.197 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 13
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 12
78.53.241.213  |Germany 147, 237, 77. 216 |dover. i i || €21 NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 12
Ret r ansni ssi on dr opped.
17.142.152. 111 |Uited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 11
190. 218. 46. 242 |Panana 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 10
54.72.0.55 Irel and 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 10
117.221.212.103]Indi a 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop
80. 246.130. 60 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop
66.240.67. 102 |Uited Sares [147. 237, 77. 216 |dover. i o 1| | SAM NG Engine: TP Invalid nvalid segnent retransmssion. Packet |, 8
Ret r ansni ssi on dr opped.
151. 80.31.115 (italy 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 8
212.199. 182. 150|l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 7
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|dr op SAMrul e drop 7
17.142.152.86 |hited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 7
109. 66. 200. 212 |I srael 147, 237.72. 156 |anan.i df .i1|Bad TCP sequence mﬁﬁsg Lans”“ wehdifferent | onitor |7
71.190.255.85 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop
54.72.73.168 Irel and 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop
157.55.30.237 |Uited Sates [147. 237, 77. 216 |cover i 1| ' SAM NG Engine: TP Invalid nvalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop
68.180.228. 112 |lLhited States |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop
68.180.220. 230 |Uited Sares [147. 237, 72, 166 |aka icr. i1 | SAM NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
46.19.85.188  |[israel 147.237.72.166 |aka.idf.il |Bad TCP sequence mﬁsg reansm't wthdfferent | oitor |6
100. 8.103. 11 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 6
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 5
17.142.145. 3 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 5
66. 249. 67. 208 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 5
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 4
17.142.152.72 |Wnited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 4
157.55.39.255 |[Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 4
50.87.144. 145 |lhited States [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4
17.142.156.109 |[hited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 4
157.55.30.255 |Uited Sates [147. 237, 77. 216 |dover. o i| 2 T €AM NG Engine: TP Invalid nvalid segnent retransmssion. Packet | 4
Ret ransni ssi on dr opped.
200. 3. 185.129 |Argentina 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 4
174.1.75. 151 Canada 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 4
212.179.90. 106 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 4
17.142.152.110 |thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 3
207.46.13.178 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 3
66.249.67.192 |lsrael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 3
71.232.180.71 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 3
100. 100. 87. 247 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 3
157. 55. 39. 26 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
66.249. 67.192 |Israel 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66. 249. 67. 192 B ock 78
87.117. 189. 202 gj::;”ion 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 87.117. 189. 202 B ock 65
: . . Uhaut hori zed URL Access to
72.9.148.10  |lited States  |147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
66. 249. 67. 208 [l srael 147.237.77.216|dover.i df . i Mil ti pl e Unaut hori zed URL Access from 66.249. 67. 208 B ock 52
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 200 |[Israel 147.237.77.216|dover . i df . il vow i df i |/ atal 1/i zkor/ vi ew i gt op. asp B ock 52
68. 180. 229. 239 |Lhited Sates  [147.237.72.166|aka. i df . il Suspi ci ous Response Code_Qust om Tenpor ary B ock 39
146. 185. 234. 48 g;z:;”l o 147.237.0.34 tikshuv.idf.il [Mitiple nauthorized URL Access from 146.185. 234. 48 B ock 26
68.180.228. 112 |Lhited Sates  |147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v idf.il/english/ history/born B ock 26
66. 249. 67. 200 |[Israel 147.237.77.216|dover . i df . i Mul ti pl e Unaut hori zed URL Access from 66. 249. 67. 200 B ock 26
66. 249. 67. 208 |l srael 147.237.77.216|dover.idf .il D stributed Suspici ous Response Code B ock 26
66.249.67. 192 |Israel 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed LR. Access on B ock 26
ww i df.il/atal 1/izkor/view i ngtop. asp
. . . URL is Above Root Drectory
182. 118. 53. 125 |Chi na 147.237.76.31 |nakchal .idf.il nakhal .idf.il/../shared/ clientscripts/j query/ expand.js B ock 13
207.46.13.178 |Whited Sates  |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 13
Russi an . . Unaut hori zed URL Access to
87.117.189. 202 Federati on 147.237.77.74 |l aw i df . i ww | aw i df.il/tenpl ates/fag/ faqg. aspxsb iteml evl B ock 13
. . . URL is Above Root Orectory
182. 118. 60. 138 |Chi na 147.237.77.233|atal .idf.il wowatal i il /.. /sharedicl i entscri pts/sa swlfobj ect.|s B ock 13
77.237.138.51 [Czech Republic [147.237.77. 170 |m@ar achot . i df . i [{Unaut hori zed URL Access to / B ock 13
) . . ULhaut hori zed URL Access to
207.46.13.178 [lhited Sates  [147.237.77.216|dover.idf .il i df i1/ shar ed/ user cont rol s/ navenu/ mazi i df i1 B ock 13
66.249.64.56  |[lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 13
184. 105. 139. 68 |Lhited Sates  |147.237.77.216|dover.idf .il Unhaut hori zed URL Access to 147.237. 77. 216/ B ock 13
79.180.143. 80 |[Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in LR /nainkapatz//res B ock 13
our ces/ i nages/ i nner page/ goback. gi f
Russi an Unaut hori zed URL Access to
146.185.234.48 |~ 147.237.0.34 [tikshuv.idf.il [tikshuv.idf.il/tenplates/ news/ news.in.aspx/tenpl at es/ sendt of ri end/ sendt o [Bl ock 13
fri end. aspx
66. 249. 67. 155 |l srael 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 13
207.46.13.82 [lnited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ B ock 13
85.93.91. 84 Ger many 147.237.77.216|dover. i df . il D stributed Suspici ous Response Qode B ock 13
157.55.39. 198 [lhited Sates [147.237.77.176|matpash.idf .il [Unauthorized URL Access to 147.237.77.176/ Bl ock 13
70.192.139.76 [lnited Sates [147.237.77.216|dover.idf . il D stributed Suspici ous Response CGode B ock 13
207.46.13.163 |Whited Sates [147.237.72.166|aka. i df . il Lhknown Par aneter pageNumin ww aka. i df .il/patzar/klali/default.asp None 13
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 208 |Israel 147.237.77.216|dover. i df . il v df i |/ atal 1/i zkor/ vi ew i gt op. asp B ock 13
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