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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
93. 174. 93. 146 Net her | ands 147.237.0. 15 kosher-kravi .idf.il Invalid TGP H ags dr op 1
89. 248. 172. 98 Net her | ands 147.237.76. 30 hi nush. i df .i | ock Wp Al Nets drop 1
93. 174. 93. 146 Net her | ands 147.237.76. 197 e hinush.idf.il Invalid TGP H ags drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 198 e.yohal an.idf.il Bl ock_ Udp Al _Nets drop 1
93. 174. 93. 100 Net her | ands 147.237.76. 30 hi nush. i df .il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess

Attacker CGountry

dte

Signature

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
174.128.228.82 |147.237.77.227 |lhited Sates e hamaz.idf.il ET SCAN Potential SSH Scan 2
223. 4.210.53 147.237.0. 17 Chi na m ny-kosher - kravi . i df il ET SCAN Potential VNC Scan 5900- 5920 1
188.53.142.211 |147.237.77.121 |Saudi Arabia e.navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
174.128.228.82 |147.237.76.201 |Lhited Sates e.ata.idf.il ET SCAN Potential SSH Scan 1
93. 174. 89. 142 147.237.77.19 Net her | ands | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
223. 4. 210. 53 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
188.53.142. 211  [147.237.77.121 |Saudi Arabia e.navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
188.53.142.211 [147.237.77.121 |Saudi Arabia e navy.idf.il ET SCAN NVAP -f -sS 1
174.128.228.82 |147.237.77.170 |lhited Sates raar achot . i df . i | ET SCAN Potential SSH Scan 1
128.199. 95. 16 147.237.77.216 |9 ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
223. 4. 210. 53 147.237.76. 147 [China chi nuch. aka. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
73.133.230. 114 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 169
66. 87. 98. 44 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 151
66. 31.244.210 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 98
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 97
84.111.62.244 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
98.211.110. 170 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
66.102. 8. 178 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 33
113. 159. 159. 59 [Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
66. 102. 8. 173 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 24
108.18.122.45 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
54.244.22.103 |Whited Sates 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 22
82. 80. 25. 221 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
66.249.67.200 |lnited Sates  |147.237.77. 216 |dover.idf. il Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 20
Ret r ansmi ssi on Packet dr opped.
199.30.16.171 |Wited Sates |147.237.77.234|hal ag.idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 18
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
66.249.67.192 |United Sates |147.237.77. 216 |dover.idf.il Stream ng Engl ne: TGP Invalid invalid segnent retransnissi on drop 16
Ret ransm ssi on Packet dr opped.
37.26.149.204 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dr opped.
54.244.22. 103 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i I|dr op Frst packet isn't SN drop 14
67.81.243.232 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
2.54.13. 237 | srael 147. 237. 72. 166 |aka. i df . | Strean ng Er?g' ne: TCP Invalid |invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
186. 210. 226. 75 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
69. 113.122. 235 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
157.55.39.84  |Wnited Sates  |147.237.77. 234 |hal ag i of i Streaning Bngine: TCP Invalid Jinvalid segrent retransmission. | 10
Ret r ansmi ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
73.199.196. 151 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
66. 102. 8. 168 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 8
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
104. 244.79. 199 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
85.130. 217. 200 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 7
66.102.8.178  [lhited Sates  [147.237. 77. 216 |dover.idf il Streamng Engine: TP Invalid  limalid segrent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
66.102.8.168  |Wited Sates |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
207.46.13.178 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
66.102.8.173  |lnited Qates  |147. 237. 77. 216 |dover. i of .i Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 6
Ret r ansmi ssi on Packet dr opped.
78.53.241.213  |Ger many 147. 237. 77. 216 |dover. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
64. 246. 165. 200 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
37.140. 188. 112 gs::;”i on 147.237.72. 166 |aka. i df .i | ?e; fzwsr;? si?gcl)r?e: e Invalid Lg‘é?(’;td dsreggggé_ retransmssi on. drop 6
189. 122. 8. 88 Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
24.52.215.101 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
178. 255. 215. 87 |Rance 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
68.180.228. 112 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 78
] . . Par anet er Type M ol ati on PageNumin
68.180.230.29 |lnited States |147.237.77.176|nat pash. idf.il v cogat . i df i 1/ 2110- he/ cogat . aspx B ock 78
66. 249. 67. 200 |[lIsrael 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 66. 249. 67. 200 B ock 65
66.249. 67.192 |lsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed URL Access from 66.249. 67. 192 B ock 52
66. 249. 67. 208 |[lIsrael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 67. 208 B ock 52
. . . Uhaut hori zed URL Access to
72.9.148.10  |lhited States |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
54.244.22.103 |whited Sates [147.237.76. 147 |chi nuch. aka. i df.i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 39
66. 249. 67. 200 |[Israel 147.237.77. 216 |dover.idf.il Dstributed Suspicious Response Code B ock 26
66.249. 67.192 |Israel 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Code B ock 26
66. 249. 67. 208 |l srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wwidf.il/atal 1/izkor/viewing. asp  |B ock 26
. . D stributed Unhaut hori zed LRL Access on
66.249. 67.192 |l srael 147.237.77. 216 |dover.i df . i | vow i df i |/ atal 1/i zkor/ vi ew i nut op. asp B ock 26
ny-kosher-Kkravi . i df . |tnhaut hori zed UR. Access to
66.249.81. 137 (lsrael 147.237.0.16 1, vown ny- kosher - kravi . i df .|/ 1746- hel | i f estyl e. aspx B ock 13
77.237.138.51 |Czech Republic [147.237.77.233|atal .idf.il Unaut hori zed URL Access to / B ock 13
66. 249. 67. 200 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/viewtext.asp [B ock 13
61. 135. 190. 197 |Chi na 147.237.0.15 |kosher-kravi.idf.il |Uauthorized URL Access to 147.237.0. 15/ B ock 13
66.249. 67.192 [Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/viewing.asp  |B ock 13
151.80.31. 115 |[italy 147.237.77.216 |dover. i df . il D stributed Suspici ous Response Code B ock 13
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 208 [l srael 147.237.77.216|dover.idf .i | v df i |/ atal /i zkor/ vi ew i gt op. asp Bl ock 13
. . . Uhaut hori zed URL Access to
64.246.165. 200 |Uhited States  |147. 237.77. 216 |dover . i df . i1 147.237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 13
: . . Unaut hori zed URL Access to
68.180.228. 175 [Lhited States [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9236- he/ r ef uah. aspx Bl ock 13
157.55.39. 134 |thited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/70259. | pg B ock 13
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 200 |l srael 147.237.77. 216 |dover.idf . il v df i |/ atal /i zkor/ vi ew i gt op. asp Bl ock 13
207.46.13.130 |Wnited Sates |147.237.77.176 |nat pash. i df . il Uhaut hori zed URL Access to waw cogat . idf.il/894-en Bl ock 13
207.46.13.141 |Uited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/val tam Bl ock 13
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