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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
81.7.15.115 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1403
220. 181. 108. 150 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 11

207. 46.13. 178 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4

93. 174. 93. 146 Net her | ands 147.237.76. 197 e hinush.idf.il [Invalid TGP H ags drop 1

93. 174. 93. 146 Net her | ands 147.237. 77. 235 sviva.idf.il Invalid TGP H ags drop 1

89. 248. 172. 98 Net her | ands 147. 237. 76. 200 eitan. aka.idf.il|B ock_Udp Al _Nets drop 1

204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush. i df . i | Bl ock_UWp Al _Nets drop 1

93. 174. 93. 146 Net her | ands 147.237.72. 217 eidf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
125. 65. 165. 215 |147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
122, 167.117. 171(147. 237.76.30 |india hi nush. i df . il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1

Potential Scan or Brute Force

114.112.90.54 |147.237.77.74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
99.100. 37. 115  |147.237.77.216|Uhited Sates |dover.idf.il Tehila - Perl LW with fake user agent 1
182.72.109. 162 |147.237.76.198|India e.yohal an.idf il ET SCAN NMAP -sS wi ndow 1024 1
174.128.228.82 |147.237.8.28 |Uhited Sates |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
114.112.90.54 |147.237.77.176|Chi na nat pash. i df . il ET SCAN NMAP -sS wi ndow 1024 1
104. 156. 233. 50 |147.237.0.15 |lhited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 3072 1
62.219.83.119 [147.237.0.17 |israel mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
174.128.228.82 |147.237.77.176|lhited Sates |natpash.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
95.25.16.118  |UsSian 147. 237.77. 216 |dover. i df . i |dr op First packet isn't SWN drop 625
Feder ati on
37.145.79.89  |¥ssian 147. 237.77. 216 |dover. i df . i |[dr op Frst packet isn't SIN drop 319
Federation
46.188. 49, 214 |¥SSian 147. 237.77. 216 |dover. i df . i |dr op First packet isn't SWN drop 256
Feder ati on
89.178.89.80  |Wssian 147. 237.77. 216 |dover. i df . i [dr op Frst packet isn't SIN drop 183
Federation
160. 157. 56. 216 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 67
149.78.154. 69 |Israel 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 52
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df . i [dr op SAMrul e drop 33
66.102.8.168  |Uited Sares  |147. 237,77, 216 |cover.iar i| | SAM NG Engine: TP Invalid Ivalid segnent retransnission. drop 30
Ret r ansni ssi on Packet dr opped.
74.108. 31. 56 Lhited Sates 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 25
185.12. 246. 126 |Jordan 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 24
216.4.56. 168 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 24
66.102.8.178  |Uited Sates  |147.237.77. 216 |dover. ior, [ €2M NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 18
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 15
76.224.186.219 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 13
219.74.36.64  |d ngapore 147. 237, 77. 216 |dover i ar i[> | €A™ ng Engi ne: TP Invalid Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
50. 116. 30. 23 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 12
219.74.35.174 | ngapore 147, 237. 77, 216 |dover. i i [ €2 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 11
Ret r ansni ssi on Packet dr opped.
64.233.172.171 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 10
50. 29. 98. 99 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 9
157.55.39.9 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
209.133. 111. 211|hited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 8
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 8
172.1.148.108 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
172.91. 140. 213 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 8
74.80.213.22  |uited Sates  |147,237.77. 216 |dover. ior [P €2M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.
216. 4. 56. 142 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 8
186.177.77.155 |Qosta Rca 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 7
109. 67. 164. 149 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 7
66.207. 141. 235 |LWhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 6
108.59.253.71 |lWhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 6
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df . i [dr op SAMrul e drop 6
220. 255. 98. 151 |3 ngapore 147, 237.77. 216 |over i i | ' SAM NG Engine: TP 1nval i d Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 6
195.34.150.18 |Austria 147.237. 77. 216 |dover.i df . i [dr op drop 6
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 6
108.41.12. 133 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 6
37.140. 188. 112 gs::;”ion 147.237.72. 166 |aka i df i ;; fj:s?g SESr;gcl):e: TeP Inval id Lgﬁak';tddsrefgfgé_ retransmssi on. drop 6
93.172.184.58 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 5
66. 249. 67. 53 Lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 5
74.80. 213. 22 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 5
203. 127.58. 235 |9 ngapore 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 5
66.240.67.65 |wnited Sares  |147. 237,77, 216 |cover.iar i| | SAM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
188. 120. 148. 241 |l sr ael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
212.199. 182. 150|l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 4
104. 60. 21.208 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4
50. 87.144. 145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 4
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 4
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4
207.46.13.178 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
68.180.230.29 |lLhited Sates |147.237.77.176|nat pash. i df. i |[Paraneter Type M ol ation PageNumin wun cogat . idf.il/1038-ar/cogat.aspx |B ock 78
72.9.148.10 Wited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to ww navy. i df . il/994-8613- he/ navy. aspx. aspx |Bl ock 52
66. 249. 67. 53 I srael 147.237.77.216|dover.idf.i| [Wauthorized URL Access to wawidf.il/atal 1/izkor/vi ew norei nfo. asp B ock 26
66. 249. 67. 59 | srael 147.237.77.216|dover.idf .i| |Dstributed Suspicious Response Code Bl ock 26
. - DO stributed Whaut hori zed URL Access on
66. 249. 67. 53 I srael 147.237.77.216|dover . i df . i v df i |/ at al 1/ zkor/ i ew i ngt op. asp B ock 26
220. 181. 108. 159|Chi na 147.237.77.216|dover.idf .i| |Unhauthorized UR. Access to v idf.il/newsite/english/main. asp B ock 13
68.180.228.175 |lLnited Sates |[147.237.76.42 |refuah.idf.i| |Uauthorized URL Access to 147.237.76. 42/ robot s. t xt B ock 13
66. 249. 67. 53 I srael 147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 66.249. 67. 53 B ock 13
157.55.39. 9 Lhited Sates |[147.237.77.216|dover.idf.il [Wauthorized URL Access to 147.237.77.216/ B ock 13
66. 249. 67. 65 | srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72.166/robot s. t xt B ock 13
31.193.51.78 France 147.237.77.216|dover.idf.i| |Distributed Suspicious Response Code B ock 13
. . . URL is Above Root DOrectory
182.118.70.85 |China 147.237.77.233|atal .idf.il wwatal i df.il/../shared/clientscripts/sa sufobj ect.|s B ock 13
. - DO stributed Whaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.77.216|dover . i df . i v i df i 1/at al 1/ zkor/ pri nt_bottom asp B ock 13
45,35, 71.181 147.237.77.216|dover. i df .i| |Wauthorized URL Access to wwuidf.il/shared/ usercontrol s/ headerupper/ |B ock 13
. ] . JURL is Above Foot Directory
183. 136. 142. 167|Chi na 147.237.76.31 [nakchal .idf . il nakhal .idf.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js Bl ock 13
66. 249. 67. 65 I srael 147.237.77.216|dover. i df .i| [Wauthorized URL Access to waw idf.il/atal 1/izkor/ print_bottom asp B ock 13
66. 249. 67. 53 | srael 147.237.77.216|dover.idf .i| |Dstributed Suspicious Response Code Bl ock 13
98. 27. 190. 59 Lhited Sates [147.237.77.216|dover.idf.il| [Paraneter Type Mol ati on SearchText in wwidf.il/1065-en/ dover. aspx B ock 13
. . O stributed Whaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.77. 216 |dover .idf .il [~ " of i1/atal Uizkor/ print bottomasp B ock 13
199. 16. 156. 125 |Uhited Sates |147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 199. 16. 156. 125 B ock 13
67.190.66.210 |lLnited Sates |147.237.77.216|dover.idf.il [Wauthorized URL Access to ww idf.il/anan B ock 13
128.199. 95.16 |9 ngapore 147.237.77.216|dover. i df.i| [Wauthorized URL Access to 147.237.77.216/112.tar B ock 13
66.249.67.59  |israel 147. 237.77. 216 |dover . i df . j| |[D St'1buted thauthorized URL Access on B ock 13

ww i df.il/atal 1/i zkor/ vi ew i ngt op. asp
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