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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
220.181. 108. 183 Chi na 147.237. 76. 86 navy.idf.il TCP handshake vi ol ation, first packet not syn |drop 264

89. 248. 172. 98 Net her | ands 147.237.76. 197 e. hinush.idf.il Bl ock_Udp All _Nets drop 1

93. 174. 93. 146 Net her | ands 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 1

93. 174. 93. 146 Net her | ands 147, 237.76. 147 chinuch. aka.idf.il|lInvalid TCP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
93.174. 89. 142 147. 237. 76. 202 Net her | ands e haagidf.il ET SCAN NMAP -sS w ndow 4096 1
5. 8. 60. 88 147. 237.0. 35 Russi an Federation akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
174.128. 228. 82 147. 237.77. 227 Lhited Sates e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
174.128. 228. 82 147.237.72. 167 Wited Sates i shurimaka.idf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147.237.77. 19 Chi na | awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
101.1.17.53 147.237.72. 14 Hong Kong dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
93.174. 89. 142 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NMAP -sS w ndow 4096 1
93.174. 89. 142 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 39. 222. 253 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
174.128. 228. 82 147. 237.76. 176 Lited Sates test.ncore.idf.il ET SCAN Potential SSH Scan 1
162. 248. 10. 134 147. 237. 76. 202 Canada e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
113. 59. 33. 61 147.237.77.19 Chi na I awforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
93.174. 89. 142 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

37.231.184.53 |Kuvait 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 45

109. 65. 117. 7 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 20

208.115.113.89 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 15

184.171.239.4 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15

186. 188. 226. 123|Panana 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

100. 100. 78. 99 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 12

70.118.229.1 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

195. 34. 150. 18 Austria 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 11

131.253.25.173 |Wited Qates 147, 237.77. 216 |dover. 111 || SAMNg Engine: TCP Inval id |invalid segnent retransmssion |, o 10
Ret r ansm ssi on Packet dr opped.

197.36.162.91 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10

37.75.211. 204 g‘ilcisgii:;a” Territory. 1147 237. 77. 216 [dover.idf.i1 |drop Frst packet isn't SWN drop 8

54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

85. 65. 90. 8 | srael 147.237.77.74 |lawidf.il drop First packet isn't SN drop

79.183.101.34 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id |invalid segment retransnission. |, 6
Ret r ansm ssi on Packet dr opped.

80. 246. 130. 184 |l srael 147.237.77.233 |atal .idf.il drop Frst packet isn't SN drop

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop drop

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

128.232.110. 28 |Wni ted ki ngdom 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Sﬁ?o'rggi:]f”  nbound drop 4

207.46.13.178  |United Qates 147, 237.77. 216 |dover. 111 || SAMNg Engine: TCP Inval id |invalid segnent retransmssion |, o 4
Ret r ansn ssi on Packet dr opped.

71.137.242.78 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

131. 253. 25,202 |Wited Sates 147, 237, 76. 200 |ei tan. aka. i of. 1 | | €2 NG Engi nex TP | nvalid finvalid segnent retransnissi on. drop 4
Ret r ansm ssi on Packet dr opped.

65.55.210.20  |wnited Sates 147. 237.76. 200 [ei tan aka. i of i1 || S2M NG ENgine: TCP Inval i d finvalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.

37.140.188.112 |Russian Federation  |147. 237.72.166 |aka.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmission. | 3
Ret r ansm ssi on Packet dr opped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3

208.75.102.24 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

98.114.138.242 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3

86.85.174.241  |Net her| ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

80. 246. 133. 141 |l srael 147.237.77. 170 |nmar achot . i df . i1 |dr op First packet isn't SN drop 2

89.138.79.137 |[Israel 147.237.76.30 |himsh.idf.il [Bad TCP sequence I'nval i d ACK nunber monitor |2

216.4.56. 184 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

188.165.15.89  |France 147, 237, 76. 200 |ei tan. aka. i o1 | | €2 NG Engi ne: TP Irvalid finvalid segnent retransnission drop 2
Ret ransm ssi on Packet dr opped.

84.111.30.82  |[Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid imvalid segnent retransmissi on. drop 2
Ret r ansn ssi on Packet dr opped.

66.249.67.65 |United Sates 147 237. 7. 216 |dover it i1 |2 €M NG Engine: TCP Inval id limvalid segnent retransmission. | o 2
Ret ransm ssi on Packet dr opped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

80. 246. 130. 184 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

54. 244, 22. 103 Lhited Sates 147.237.77.176 |matpash.idf.il |dr op First packet isn't SN drop

157.55.39. 237 |Wited Sates 147237, 7. 216 |dover idt.i1 | €M NG Engine: TCP Inval id limvalid segnent retransnissi on drop 2
Ret r ansn ssi on Packet dr opped.

109. 66. 200. 212 |Israel 147. 237. 72. 156 |aman. i df .| Bad TCP sequence ;\;T;gfﬁrs;;;‘;n;c;gth moni tor  [2

5.102.234. 41 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2

37.140. 178. 250 |Russi an Federation 147.237.72. 156 |aman. i df . il dr op First packet isn't SN drop 2

80. 246. 130. 221 |l srael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 2

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1

72.235.50.107 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1

198. 20. 69. 74 Lhited Sates 147.237.0.19 nadi matal .idf.i drop SAMrul e drop 1

66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 1

176.12.143.60 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address |Site

dgnature

Devi ce

‘Count

Country Action
} . . Uhaut hori zed URL Access to
68. 180. 230. 167 |nited Sates |147.237.76.31 |nakchal .idf.il nakhal i . i 1/t enpl at es/ shar ec/ user cont r ol s/ header upper / Bl ock 78
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
66.249. 67.65  |Israel 147. 237.77. 216 |dover . i df . i | Wnauit hor zed LRL Access to B ock 39
wwy i df.il/atal 1/izkor/view i ngtop. asp
66. 249. 67. 59 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66. 249. 67. 59 B ock 26
. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | wiw cogat i of i 1/si p storagelfi| es/ O/ si 2e220x0/ 3410. ] pg. ST B ock 26
m ny- kosher -kravi . i d , .
77.126.221.32 |lsrael 147.237.0. 17 fil Miltiple Illegal Paraneter Encoding from77.126.221. 32 None 13
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot 5. t xt Bl ock 13
207. 46. 13. 40 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 13
. . D stributed Uhaut hori zed LRL Access on
66. 249. 67. 71 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72, 166/ r obot 5. t xt Bl ock 13
66. 249. 67. 41 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/robots. txt B ock 13
84.229.197.198 |[Israel 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 13
66.249.67.53  |Israel 147. 237. 77. 216 |dover. i df . i | Distributed Unaut horized RL Access on B ock 13
wwy i df il /atal 1/i zkor/ vi ew i ngt op. asp
151.80.31.115 |italy 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 13
. . D stributed Uhaut hori zed LRL Access on
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72, 166/ r obot 5. t xt Bl ock 13
220.181.108. 84 [China 147.237.77.216|dover. i df . il D stributed Suspi ci ous Response Code B ock 13
66. 249. 67. 53 I srael 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66.249. 67. 53 B ock 13
157.55.39.212 |thited Sates |147.237.76. 147 |chi nuch. aka. i df . i | Distributed Lhaut hori zed URL Access on B ock 13
wan chi nuch. aka. i df . i |/404. ht m
66. 249. 67. 65 I srael 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 13
m ny- kosher - kravi .id i i
77.126.221.32  |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 13
foil m ny-kosher-kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
. . Unaut hori zed URL Access to
66. 249. 67. 53 I srael 147.237.77.216|dover . i df . il ww i of i |/ at al 1/ zkor/ vi ew pi ct ur es. asp Bl ock 13
192. 99. 12. 99 Canada 147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 13
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