10-21-2015-01:04:07 to 10-21-2015-02:04:07

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il

M aka.idf.il

M nat pash. i df i |

M navy.idf.il

M chi nuch. aka. i df . i

M ishurimaka.idf.i

I hal ag.idf.il

M aman.idf.il
tikshuv.idf.il

M hinush.idf.il

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

Il 68. 180. 228. 112

72.9.148. 10
[ 213. 251. 182. 103
41. 33.231. 90
Nu r(;ber l 149. 78. 154. 69
At acks M 151. 80. 31. 115

[ 2. 54. 160. 202

M 54.83.49.18
77.192.93. 61

W 77.127.88.118

Top Attackers



10-21-2015-01:04:07 to 10-21-2015-02:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il|SYINHood full table drop 16
77.192.93. 61 France 147.237.77.216 dover.idf.il[SINHood full table dr op 10

109. 64. 176. 203 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 5
77.127.88.118 | srael 147.237.77. 216 dover.idf.il|[SINHood full table drop 4
2.54.60.110 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 1
2.54.60.110 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1

93. 38. 247. 190 Italy 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1

66. 249. 67. 59 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1




10-21-2015-01:04:07 to 10-21-2015-02:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgna1ure Devi ce Action |Oount |

105. 102. 211.160 |Ageria 147.237.77.216 |dover.idf.il |3807: HITP. SQ Injection Evasion Inline SQ Corment B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
79.143.180. 44 |147.237.76.39 |Ger many nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 222, 253 147.237. 77. 179 |Net her | ands e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 41. 67. 92 147.237.0.33 [lhited Sates  |idf.il ET SCAN NVAP -sS wi ndow 1024 1
194.54.168.76  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
107.150. 55. 78  |147.237.77.170|lhited Sates  |maarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248. 172. 201 |147.237. 72. 166 |Net her | ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.8.60. 88 147.237.0. 17 23;;: on mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
123. 151. 149. 222(147. 237.0.34 |China tikshuv.idf.il BT SAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
91. 200. 13. 64 147.237. 77. 216 |Wkr ai ne dover.idf.il SERVER- WEBAPP xmi r pc. php post att enpt 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Si gnature

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 28
Sreaning Engine: TP Invalid i i ssi

2.54.160.202  |israel 147. 237, 72. 167 |i shuri maka i of . i g =g Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dr opped.

54. 83. 49. 18 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrul e drop 18

82.145.209. 17 |Europe 147.237.77. 234 |hal ag.idf.il drop First packet isn't SYN drop 16

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12

186. 188. 226. 123 |Panana 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12

2.54.60.110 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

77.192.93.61 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning Engine: TP Invalid i i ssi

79.183. 204. 235 i srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dr opped.

105. 102. 211. 160|A geria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

84.228.225.161 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TP Invalid i i ssi

37.140.188. 112 |Russian Federation  |147. 237. 72. 166 |aka i of il g =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

54.244.22.103 |lhited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop

64.229.49.203 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreamng Engine: TQP Invalid i i ssi

131.253.25.253 [Wnited Sates 147. 237.77. 216 |dover . i df .i | g =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54. 39, 76 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop

105. 157.49. 60 |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

40. 140.178.82 |lhited Sates 147.237.77. 170 |maarachot . i df il |dr op First packet isn't SN drop

128.232.110. 28 |United K ngdom 147.237.76.44 |e.refuah.icf.il |Geo-l ocation enfor cement g’:? olrggﬁi'nf n i nbound drop 4
Sreamng Engine: TCP Invalid i i ssi

157.55.39. 255 |Wited Sates 147. 237. 77. 216 |dover . i df . | 9 =g Invalid segnent retransmssion. | 4
Ret ransni ssi on Packet dr opped.

109. 64. 176. 203 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

reamng Engine: TCP Invali i i ssi

79.179.102.91 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i d |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

77.127.255.101 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi

66.249.78.230 |Uited Sates 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

79.181. 60. 160 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

77.125.4.148  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dr opped.

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

77.127.88.118 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

109. 66. 200. 212 |Israel 147. 237. 72. 156 |anan. i of . i Bad TCP sequence STNACK retransmt with monitor  [2

di fferent w ndow scal e

46. 116. 152. 245 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

100. 40. 65. 92 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

79.183.224.193 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2

41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

80.230.92. 137 |lsrael 147.237.72. 166 |aka.i df .i | drop Frst packet isn't SN drop 2

157.55. 39. 25 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

80. 246. 130. 154 |l srael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 2

46.19.86.5 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2

91.227.122.220 |Poland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

188. 165. 15. 126 |FRrance 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2

79.179. 55. 169 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
Sreaning Engine: TP Invalid i i ssi

66.249.67.59  |nited Sates 147. 237. 77. 216 |dover i df .i g =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.

46. 43.112. 26 glcis;ilgéan Termitory.f1 47 237.77. 176 |nat pash.icf. il |drop First packet ism't SWN drop 2

93.38.247.190 |italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1

192.235.5.61 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1

178. 255. 215. 87 |France 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 1

66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

Count ry Action
72.9.148.10  |United Sates [147.237.76.86 [navy.idf.il mu:;s;' B e e/ navy. aspx. aspx Bl ock 52
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Miol ation PageNumin v i df . il/1133-ar/ dover . aspx B ock 52
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | ﬁuéggét'_fi?.ﬂsfﬁfﬁ;gi/ (i1 s/ O si 2622080/ 3410, | b, Sr¢ Bl ock 39
151.80.31.115 |italy 147.237.77. 216 |dover . i df .i | D stributed Suspicious Response Code B ock 26
207.46.13.178 |lLnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp B ock 13
66. 249. 67. 59 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/print_bottom asp B ock 13
180. 153. 180. 152Chi na 147.237.77. 176 |nat pash. i df . i | Vﬁv'cjg;tb?";?ﬁt e et s/ cli entsoripls. | s Bl ock 13
Unaut hori zed URL Access to
50.97. 52. 130 Lhited Sates |147.237.77.216|dover.idf.il www i df . i |/ 1511- en/ dover . aspx&usg=al kj r hgr gvj j koa3f 06dssqzquSprau |B ock 13
yfg
207.46.13.187 |lited Sates |147.237.76. 147 [chi nuch. aka. i df . i m;wﬁhiﬁ izuf :h?”l ffioﬁ“':cess on B ock 13
157. 55. 39. 26 Uhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 13
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | Dstributed Lhaut hori zed URL Access on 147.237.72. 166/ robot s. t xt B ock 13
183. 245. 117. 208|Chi na 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code B ock 13
77.127.88.118 [Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv. idf.il/1110- he/tikshuv. asp/ B ock 13
54. 85. 81. 74 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/nod_pagespeed beacon B ock 13
157.55.39.211 [nited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. ht m B ock 13
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | D stributed Wauthori zed URL Access on 147. 237.72. 166/ r obot s. t xt B ock 13
188.138.1.218 |Ger many 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to 147. 237. 76. 30/ B ock 13
79.178. 103. 227 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
62.219. 21. 30 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/main/scripts/css3pie. htc B ock 13
157.55.39. 255 [thited Sates |147.237.77.216|dover.idf.il Whaut hori zed LRL Access to wawidf.il/oref/ B ock 13
37.142.64.103 |lsrael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/ww aman.idf.il/ B ock 13
194. 72.238. 241 LKTi;gegom 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to / B ock 13
94.230.81.216 | srael 147. 237.72. 166 |aka. i df . i | mn;k":i Zf.rﬁr;er:w.e:v S—@ﬂﬁ(ﬂi’f%ﬁm in None 13
66.249. 64.239 |Israel 147.237.77.233|atal .idf.il D stributed Wauthori zed URL Access on 147. 237.77. 233/ robot s. t xt B ock 13
176.13.11.113  [Israel 147.237.72. 166 |aka. i df . i | mna?(";“i ;éri?r/mn;jer:/ gﬁ\fs/ﬁ\ﬂﬂimij)ri;aspx None 13
68.180.228.175 |Lhited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 13
37.142.68. 32 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to vww aka.idf.il/https:/ww aka.idf.il/ B ock 13
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