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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
79.180. 31. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
71. 30. 0. 65 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 20
84.108. 129. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
62. 128. 35. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
204. 28. 110. 118 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 2
204.112. 35. 61 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 2
166. 172. 57. 17 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table dr op 1
93. 174. 93. 146 Net her | ands 147.237.0. 19 nadi matal .idf.il Invalid TGP H ags drop 1
93. 174. 93. 146 Net her | ands 147.237.76. 177 ncore.idf.il Invalid TGP H ags drop 1
204. 28. 110. 118 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
93. 174. 93. 146 Net her | ands 147.237.76. 196 e.sviva.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




10-21-2015-00:04:08 to 10-21-2015-01:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
192. 240. 155. 234(147. 237. 77. 226 |Lhited Sates |wun chamatz. aka.idf.il [ET SCAN Potential SSH Scan 1
159. 226. 230. 13 |147.237.77. 74 |Chi na lawidf.il ET SCAN Potential SSH Scan 1
177.87.168.30 [147.237.72.14 |Brazil dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
119. 10. 8. 133 147.237.76. 34 |Chi na yohal an. i df.il ET SCAN Potential SSH Scan 1
159. 226. 230. 13 |147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
114. 233. 196. 147|147. 237.76. 31 |Chi na nakchal . i df.il ET SOAN Behavi oral Lhusually fast inbound Telnet Cbonnections, 1

Potential Scan or Brute Force

159. 226. 230. 13 |147. 237. 77. 234 |Chi na hal ag. i df.il ET SCAN Potential SSH Scan 1
159. 226. 230. 13 |147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
159. 226. 230. 13 |147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
159. 226. 230. 13 |147. 237. 77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
218.54.149. 67  |147. 237. 72, 166 |10 FPDIIC o i il SERVER APAGHE Apache Tomeat Wb Appl i cation Minager 1

of access
159. 226. 230. 13 |147. 237. 77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
159. 226. 230. 13 |147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
192. 240. 155. 234(147. 237.8.14 |Whited Sates |e.orchot.idf.il ET SCAN Potential SSH Scan 1
119. 10. 8. 133 147. 237. 76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
177.87.168.30 [147.237.72.14 |Brazil dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
119. 10. 8. 133 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
159. 226. 230. 13 |147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
79. 181. 67. 86 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
159. 226. 230. 13 [147. 237. 77. 233 |Chi na aal.idf.il ET SCAN Potential SSH Scan 1
5.148.157.229 |147.237.76. 86 E?i;;gom navy. idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 226. 230. 13 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
159. 226. 230. 13 |147. 237. 77. 205 |Chi na prisha idf.il ET SCAN Potential SSH Scan 1
159. 226. 230. 13 |147.237. 77. 178 |Chi na e. mat pash. i df .il ET SCAN Potential SSH Scan 1
18 5414967  |147 237 70, 156 |08 Republic| . o SERVER APACHE Apache Tontat Wb Applicati on Manager 1

of access
159. 226. 230. 13 |147. 237. 77. 170 |Chi na nmaar achot . i of . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
46.19.86.111  |israel 147. 237.72. 166 |aka. i f . i Streaning Engi ne: TCP Invalid finvalid segnent retransmission. | 198
Ret r ansni ssi on Packet dr opped.
191. 8. 39. 82 Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 64
100. 100. 48. 139 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 37
100. 100. 53. 26 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 33
37.26.149.241 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
107.167. 113. 127|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
46.19. 86. 88 I srael 147.237.72. 166 |aka. i df . Streanng Engine: TCP Invalid |invalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 22
38.112.16. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
197.135. 127. 71 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
46. 33.233.116  |Wkrai ne 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
66.249.67.53  |nited Sates 147. 237, 77. 216 |dover. iar.i1 | €AM NG Engi ne: TCP Inval id fimvalid segnent retransnission. | 16
Ret r ansni ssi on Packet dr opped.
100. 100. 59. 248 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 15
77.127.193. 16 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
71.30. 0. 65 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
181.28.167.49 |Argentina 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
176.12.138. 149 |Israel 147.237.77. 234 |nal ag.iof i1 [Bad TOP sequence md:fltvrsin;"r wth different moni tor |12
185. 69. 144. 167 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
40.140.178.82 |Uhited Sates 147. 237. 77. 170 |mmar achot . i df . i I{dr op First packet isn't SWN drop 11
37.142.122.201 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtﬁﬁgzi;gth moni tor |11
93.173.43.109 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
190. 24. 146. 71  |Col onbi a 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
84.108.134.84 |israel 147.237.77.233|atal .idf.il  |[Bad TCP sequence mdﬁr;”;"y with different moni tor  [9
185.120.126. 7 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
66.249.67.65 |lnited Sates 147.237.77. 216 |dover i1 || S NG Engi ne: TQP Invalid invalid segnent retransmssi on drop 8
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 8
54.244.22.103 |lhited Sates 147.237.77. 176 |natpash.idf.il |dr op First packet isn't SYN drop 8
157.55.39.255 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
100. 100. 9. 106 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 7
37.142.221.126 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence ﬁﬁﬁ;j&;?&gth monitor |7
2.52.135.192  |israel 147.237.77. 243 |moti 1 e i or iy |27 €M NG Engine: TQP Invalid finvalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
109. 66.80.122  [Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence ﬁﬁﬁ;j&;?&gth monitor |6
79. 98. 148. 82 Pol and 147.237.72. 166 |aka. i df .il Bad TCP sequence monitor |6
176.12.142. 87 |Israel 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 6
5.22.129. 133 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 6
198.58.102.95 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 130 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
79.181. 169. 150 |l srael 147.237.77. 170 |nmar achot . i df . i 1|dr op Frst packet isn't SYN drop 6
46. 19. 85. 130 I srael 147.237.77. 216 |dover.idf .i| Bad TCP sequence Invalid ACK nunber noni t or 6
109. 66.80. 122 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |, o 6
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
176. 12. 146. 100 |l srael 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop
46. 32. 208. 16 glcisgiig;a” Territoryly 47 237. 77. 176 [rat pesh.i of i1 |drop Frst packet isn't SIN drop 5
31.168.218. 138 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
79.180.31.183 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
157.55.2.167  |Wited Sates 147.237.77. 216 |dover .11 || S NG Engi ne: TQP Invalid invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dr opped.
77.125.127.29 |israel 147.237.76.31 |[nakchal .idf.il |drop First packet isn't SWN drop
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 131 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 78
! . . Paraneter Type Mol ati on PageNumin
68.180.228. 112 |Uhited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1362- he/ dover . aspx B ock 78
! . . Uhaut hori zed URL Access to
72.9.148.10  |lhited States |147.237.76.86 |navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 52
68.180. 228. 112 [Lhited Sates [147.237.77.216|dover.idf.il Distributed Suspicious Response Code B ock 26
) . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates |147.237.77.216|dover.idf.il v f i 1/ p storagel i1 s/ Of si e220x0/ 14570 | pg B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 250. 41. 49 | srael 147.237.72.166|aka. i df . i | wiw aka. i df . i | / i v sachar / tf asi m aspx None 13
. . Uhaut hori zed URL Access to
66. 249. 67. 202 |l srael 147.237.77.74 [lawidf. i waw. nag. i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp Bl ock 13
46. 19. 85. 69 | srael 147.237.72. 166 |aka. i df . i | Mal forned URL B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 66. 80.38 |l srael 147.237.72. 166 [aka. i df . i | v aka. i o . i |/ mai v sachar/ vi evpni of . aspx None 13
79.98.148.82 |Pol and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 13
. . D stributed Lhauthori zed URL Access on
66. 249. 64. 249 |l srael 147.237.77.233|atal .idf.il 147 237 77 233/ r obot s. £ xt B ock 13
207.46.13.141 |lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
87.69.241.92 |Israel 147.237.72. 156 |anan. i df . i | Mil tiple Untraceabl e SSL Sessions from87.69.241. 92 (Qpen Mde) |None 13
46. 19. 85. 69 I srael 147.237.72. 166 [aka. i df . i | Unknown HTTP Request Method 6, en; g=0.4 in URL B ock 13
109. 66. 80. 122 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 13
87.69.241.92 |lsrael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 13
54, 193.113. 160 [Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 13
109. 67. 28. 165 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/https:/wwwaka idf.il/ |[B ock 13
84.108.134.84 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 13
66.249.67.65 |[lIsrael 147.237.77.216|dover . i df . i Distributed Suspicious Response Code B ock 13
91.200.13.64 |Wraine 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ wp- | oad. php B ock 13
ww. chamat z. aka. i df i
66. 249. 64. 151 |l srael 147.237.77. 226 . Whaut hori zed LRL Access to B ock 13
il wwu chanat z. aka. i df . i1/tenpl at es/ cont act us/ cont act us. aspx
. . Uhaut hori zed URL Access to
176. 12. 138. 149 |l srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 13
84.111. 188. 182 |I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/oref/sitel he B ock 13
66. 249. 67. 143 |l srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 13
5.28.130. 43 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 66. 80.38 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ i v sachar/ r equest . aspx None 13
78. 148. 200. 85 ngi“r:ge((jjom 147. 237.77. 216 |dover . i df . i | NULL Character in Mt hod B ock 13
ww. chamat z. aka. i df i
66. 249. 64. 156 |l srael 147. 237.77. 226 Wnauit hori zed LRL Access to B ock 13

waw chamat z. aka. i df . i 1/1086- ar/ hanaz. aspx
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