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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 211
2.54.191. 100 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 52
77.125.127. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 35
84. 109. 154. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
87.69. 239. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
199. 64. 7. 54 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 15
109. 186. 62. 238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
80. 246. 136. 107 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 14
87. 68. 250. 198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
37. 26. 148. 224 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
149. 78. 216. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
173. 46. 233. 232 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 120. 195. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.108. 67. 21 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
62. 128. 45. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52.10.18 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 5
82. 80. 159. 129 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
80. 179. 220. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 120. 126. 12 147.237.77. 216 dover.idf.il SYNHood full table drop 5
94. 230. 86. 138 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
79.179.139.178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 64. 115. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84. 108. 64. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
197. 200. 67. 56 Ageria 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 148 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
109. 64. 177. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 120. 159. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
87.69. 240. 9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
24.168. 114. 53 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
71.6.165. 200 Lhited Sates 147.237.76. 197 e. hinush.idf.il ock Wp Al _Nets drop 1
87. 68. 250. 198 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
62.158.139. 113 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 13. 20. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
213.57.49.6 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
93. 174. 93. 146 Net her | ands 147.237.0. 19 nadi matal .idf.il |Invalid TGP Hags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Potential Scan or Brute Force

Target Address étotua:]ctkf; Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
84.228.48.16  [147.237.72. 166 | srael aka idf.il portscan: TCP D stributed Portscan 1
54.236.155.16 [147.237.76.38 [Wiited Sates [eeneitav.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
46.120.7.77 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
209.41.67.92 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN Potential SSH Scan 1
209.41.67.92 [147.237.8.45 |Wited Sates [eeitanidf.il |ET SCAN NMAP -sS wi ndow 1024 1
159. 226. 230. 13 [147.237. 77. 19 |China lawforumidf.il|ET SCAN Potential SSH Scan 1
107. 150. 55. 78 [147.237.77.227 |lnited Sates [e hamaz.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
87.69.105. 170 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
79.176.7.250  [147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
52.26.42.110 |147.237.77.233|nited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213. 14. 140. 166 |147. 237.76. 31 |Turkey nakchal .i df.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
209.41.67.92 |147.237.8.45 |[Whited Sates [eeitanidf.il |ET SCAN Potential SSH Scan 1
202. 79. 243. 160 |147. 237. 77. 216 |Japan dover.idf.il Tehila - Perl LW with fake user agent 1
185. 100. 85. 71 |147.237.77.178 e.matpash.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
107. 150. 55. 78 |147.237.77.234|thited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
80, 143. 162 77 |147 237 72 217|9 overi a cidh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
37.60.45.31 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 582
128.177.161. 174|lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 263
169. 231. 117. 28 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 217
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 118
79.179.139.181 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 99
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 56 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 84
Ret r ansni ssi on Packet dr opped.
46. 210. 132. 132 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 62
109. 186. 62. 238 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
176.13.3.18 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
46. 19. 86. 250 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
5.29.19.178 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
86. 46. 127. 45 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
163. 158. 101. 187 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
149. 78. 92. 32 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 45
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
84.108. 235. 173 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 42
54.187.55.213 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 42
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 58 I srael 147. 237. 72. 156 |anan.i df .i | 9 =g nval i d segnent retransmssi on. drop 42
Ret ransni ssi on Packet dr opped.
100. 100. 9. 106 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 41
93.172.157. 238 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41
198. 214. 249. 125|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 36
199.64.7.54 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 35
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 34
54.72.73.168 Ireland 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 34
77.125.127. 29 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
100. 100. 53. 26 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 33
71.227.74.58 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 33
79.177. 8. 160 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
Sreaning Engine: TP Invalid i i Ssi
66.102.7.233  |United Sates |147.237.77. 216 |dover.idf il 9 =g nval i d segnent retransmssi on. drop 30
Ret ransni ssi on Packet dr opped.
199.189.193.5 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 30
79.181. 2. 67 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
Sreamng Engine: TQP Invalid i i ssi
79.177.31.225 |israel 147. 237. 77. 216 |dover i df .i 9 =g nval i d segnent retransmssi on. drop 27
Ret ransni ssi on Packet dr opped.
2.54.191. 100 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
Sreaning Engine: TP Invalid i i Ssi
46.19.86.141  |israel 147. 237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 24
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.5 I'sr ael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 23
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
5.22.129. 184 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
46.19. 86. 134 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 22
46. 120. 159. 133 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
164.76.64.185 |[Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 21
213.57.49. 6 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
Sreamng Engine: TCP Invalid i i ssi
2.52.10. 18 I srael 147.237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 21
Ret ransni ssi on Packet dr opped.
31.154.179. 47 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
84.109.154.36 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
87. 68. 250. 198 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
2.52.63. 163 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
- . . [Dstributed Waut hori zed URL Access on
79.179.139. 178 |lIsrael 147.237.0.19 |[nadi matal .idf.i madi mat al i df .|/ shar ed/ aj ax/ updat enakat qaunt i ty. aspx Bl ock 104
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
46. 19. 85. 147 | srael 147.237.72.166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 52
79.180.57.135 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 39
192. 99. 12. 99 Canada 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/defaul t.aspx B ock 26
66. 249. 67. 65 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwnidf.il/atal 1/izkor/print_text.asp Bl ock 26
- . . |Dstributed Whaut horized URL Access on
79.179.139.181 [Israel 147.237.0.19 |nadimatal .idf.i madi matal i df .|/ shar ed/ aj ax/ updat enakat Gaunt i ty. aspx B ock 26
66.249.67.59  |israel 147.237.77. 216 |dover . i df . i | Distributed Uhaut horized LR. Access on B ock 13
wan i df . il /atal 1/ i zkor/ vi ew i ngt op. asp
2.54.57. 237 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
79.182.167.38 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
46.117.218. 109 |[Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in wwaka. idf.il/tiznoret/fag/ default.asp |[None 13
. . - URL is Above Root Drectory
180. 153. 186. 100|Chi na 147.237.77. 216 |dover.idf . il wwei o i1/ ./ shared/cli entscri pts/j query. pl ugi ns/sl i der | s B ock 13
79.179.112.54 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwuidf.il/watch B ock 13
66. 249. 67. 59 | srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to www i df.il/atal 1/izkor/ print_bottom asp B ock 13
5. 29. 196. 68 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 13
80.230.17.114 |Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wawidf.il/aka B ock 13
73.22.155. 10 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 13
. . D stributed Unaut hori zed LRL Access on
46.120. 42. 87 I srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1135- hel at al . aspx B ock 13
. . D stributed Uhaut hori zed URL Access on
37.26.147.207 |Israel 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1135- hel at al . aspx Bl ock 13
. . Mil tiple Ful l width/Hal fw dth Lhi code Encodi ng on URY/ Par anet er (+)
87.69.240.9 I srael 147.237.77.216|dover. i df .i | from 87, 69. 240. 9 B ock 13
73.22.155. 10 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v i df.il/newsitelenglish/ B ock 13
46.120.84.225 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 13
218. 54. 149, 67 g’rea’ Republic 1) 17 237.72. 156 |aman. i df . i | Unhaut hor i zed LRL Access to 147.237.72. 156/ manager / ht m B ock 13
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/aman Bl ock 13
45.33.9.22 147.237.72. 166 [aka. i df . i | Qacl e vul nerabl e procedures/ functi ons access-January patch 117 B ock 13
109. 64. 6. 22 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 13
79.179. 49 102 | srael 147.237.72. 166 |aka. i df . | ggls;ilgrl])e Untraceabl e SSL Sessions from79. 179. 49. 102 (lhknown SSL None 13
66.249. 64.239 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 13
2.52.18. 154 | srael 147.237.72.166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
218. 54. 149. 67 Okfre& Republic 1) 47 237.72. 166 |aka. i df . i | Unaut hor i zed URL Access to 147.237.72. 166/ manager/ ht m B ock 13
68.180.228.175 |Wnited Sates [147.237.76.42 [refuah.idf.il D stributed Unauthori zed URL Access on 147.237.76. 42/ robot s. t xt B ock 13
149. 88. 54. 29 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 13
79.179.49.102 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 13
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