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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.166. 137. 19 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 243
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 235
31.154.91. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 28
67.81.28.181 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 25
109. 67. 11. 31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
85. 120. 207. 247 Romani a 147.237.77. 216 dover.idf.il SYNHood full table drop 15
93. 173. 240. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
79.176.178. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
85.64.1.176 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
37.26.149. 212 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-SS.-renegotiation-Qi dest - reset 9
82.81.193. 82 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 9
100. 100. 105. 249 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
46.19. 85. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.179. 55. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
31.154.92.51 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
77.127.199. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
46.121.159. 7 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.181.14. 177 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
62.219. 139. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.152. 177 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
213.57. 44. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
79.181. 148. 63 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
77.126.215. 85 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
2.54.34.74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52.134. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 34 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 4
185.9. 137.5 Lebanon 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
79.176. 144. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84.108. 217. 91 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
46. 19. 85. 97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
184. 68. 144. 246 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37. 26. 146. 245 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 4
24.238.122.224 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
2.54.146. 104 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.52.11.194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
185. 32. 179. 221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.52.11.194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
95.35.5.8 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 3
109. 67. 56. 247 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
38.104. 172. 30 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
79.182.186.111 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
77.127.199. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
77.125.1.133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.26. 149. 147 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
77.125.141.188 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
176. 13. 20. 99 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
2.54.21.106 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
87. 69. 159. 140 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
192. 34. 76. 178 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.117. 205. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

69. 30. 234. 2 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LW with fake user agent 2
79.180.31.221 |147.237.72. 166 |l srael akaidf.il  [portscan: TGP D stributed Portscan 1
212.199. 109. 234|147. 237. 72. 166 || srael aka.idf.il  [portscan: TGP D stributed Portscan 1
46.210. 148. 185 (147.237.72. 166 || srael akaidf.il  [portscan: TCP Distributed Portscan 1
189. 111. 196. 198(147. 237. 76. 44 |Brazil e.refuah.idf.i Ili—t ﬁ\l aJBegz'nogfl BrLﬂtuzuglo: Zef ast inbound Tel net Connect i ons, 1
46.116.222.83  [147.237.77. 216l srael dover.idf.il [portscan: TGP DO stributed Portscan 1
109. 66. 69. 194  [147.237.0.34 |Israel tikshuv.idf.il ET OC5 Large anount of TCP ZeroWndow - Possible N ller2 Dhos 1
at t ack
88.249.105. 32  |147.237.76.31 |Turkey nakchal . i df .i | gt eSS[A:\I aIBegzlnogfl Bruljiuslo: gef ast inbound Tel net Connect i ons, 1
86. 98. 11. 74 147.237.0. 35 g:;d%Nab akaws.idf.il [ET SCAN Potential SSH Scan 1
85.250. 89. 148  [147.237.77. 216 |l srael dover.idf.il [portscan: TGP D stributed Portscan 1
79.181. 142. 243 |147.237.77. 216 |l srael dover.idf.il [portscan: TCP Distributed Portscan 1
79.181.17.5 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
213.57.162. 231 |[147.237.72. 166 |l srael aka.idf.il  [portscan: TGP D stributed Portscan 1
79.179.55.169 |147.237.77. 216 |I srael dover.idf.il [portscan: TGP DO stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent 1
46.117. 156. 169 |(147.237.77. 216l srael dover.idf.il [portscan: TGP D stributed Portscan 1
109. 66. 69. 194  |147.237.77. 216 |I srael dover.idf.il [portscan: TCP Distributed Portscan 1
46.19. 85. 173 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
93.172.168. 64 |147.237.72. 166 |l srael aka.idf.il  [portscan: TGP D stributed Portscan 1
37.140.188.78  |147.237.77. 216 |Russi an Federation [dover.idf.il [portscan: TCP Distributed Portscan 1
87.69.77. 161 147.237. 72. 166 |I srael akaidf.il  [portscan: TGP D stributed Portscan 1
86.98.11.74 147.237.0.34 LEh;rtaeIdesNab tikshuv. i df.il|ET SCAN Potential SSH Scan 1
79.182.111. 191 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
79. 181. 48. 24 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1




|Top Attackers In FW |
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Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 19. 86. 208 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 547
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 208
208. 115. 113. 89 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 166
37.140. 188. 78 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 147
84.109. 1. 143 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 130
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 122
185.9.137.5 Lebanon 147.237.77. 216 dover.idf.il drop First packet isn't drop 116
167.102. 76. 164 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 116
31.154.92. 164 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 111
79.176.184. 71 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 98
190. 160. 212. 67 Cile 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 87
85. 250. 163. 93 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 86
209. 56. 132. 253 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 79
37.142.136. 99 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 77
2.54. 44. 240 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 75
68. 58. 207. 133 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 75
188.114. 163. 77 Denmar k 147.237.77.216 dover.idf.il drop Frst packet isn't drop 74
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 69
129.171.6. 37 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 68
37.77.51. 162 Iraq 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 59
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 57
208. 205. 206. 20 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 56
85. 250. 238. 78 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 52
69. 85. 59. 34 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 51
82.192. 68. 46 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 47
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 44
166. 137. 246. 126 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 42
23.242.215. 155 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
54.187.55.213 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 40
79.176.178. 152 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 39
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 38
109. 186. 14. 15 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 38
151. 80. 31. 115 Italy 147.237.77.216 dover.idf.il drop First packet isn't drop 37
82.145.221. 149 Eur ope 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
93.172.184.58 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 36
100. 0. 53. 101 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 36
46. 19. 85. 97 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 35
85.64.1.176 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 35
212.76.117. 167 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 31
79.179. 55. 169 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
66. 249. 93. 196 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 30
66. 249. 93. 192 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 29
82. 166. 146. 155 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 28
185.9.137.3 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 28
213.57.229.73 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 28
66. 249. 81. 215 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 27
109. 67.11. 31 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 27
77.127.199. 70 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 27
79.177.13. 225 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 27
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 26
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address [Site dgnature Devi ce

‘Count

Country Action
68.180.230.29 [Uited Sates |147.237.77. 176 |nat pash. i df . i | Paraneter Type Vi ol ation Pagefimin Bl ock 78
Wy cogat . i df . i1/901- he/ cogat . aspx
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |Whited States |147.237.77.176 |mat pash. i df . i | v cogat i df . i1/ 1043- he/ cogat . aspx B ock 39
68.58.207.133 |Wnited Sates [147.237.77.216|dover. i df.il Paraneter Type Mol ation ct| 005Cont ent A acetbl der 13txt Enai | in B ock 38
www i df . i | /1038- en/ dover . aspx
213.57.209.219 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 26
66. 249. 67. 59 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 66.249. 67. 59 B ock 26
46. 19. 86. 27 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mbde None 26
. . Unhaut hori zed URL Access to
82.81.193. 82 I srael 147.237.77. 216 |dover.i df . il Wi i df i |/t enpl at es/ shar ed/ user cont rol s/ navrenu nazi i df . | B ock 26
87.69.205.112 |Israel 147.237.72. 156 |aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 26
66. 249. 67. 53 I srael 147.237.77.216|dover.idf . il Dstributed Suspicious Response Code B ock 26
93.172.207.98 [Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; ut m medi umin waww aka. i df .il/ None 13
79.180.143.11 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
109. 65. 99. 21 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 13
85.64.1.176 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/giy us B ock 13
176. 106. 226. 243|I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/ww anan.idf.il/ [B ock 13
. . D stributed Lhaut hori zed URL Access on
46.121.59.194 |Israel 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ htt ps: / v aka, i df i1/ Bl ock 13
93.172.207.98 | srael 147.237.72. 166 |aka. i df . i | thknown Paraneter ut m.source in None 13
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . D stributed Lhaut hori zed URL Access on
79.182.39.172 |[Israel 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ htt ps: / v aka, i df i1/ Bl ock 13
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147. 237.72. 166/ robot s. txt |B ock 13
. . Uht raceabl e SS. Sessions: Protocol violation
46. 19. 86. 27 I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 13
. . DO stributed Lhaut hori zed URL Access on
109. 66. 195. 34 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: / v aka, i df i1/ B ock 13
85. 130. 230. 184 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
. . D stributed Lhaut hori zed URL Access on
176. 106. 227. 78 |l srael 147.237.72. 156 [aman. i df . i | - i i1/ bt ps: /v il B ock 13
66. 199. 231. 242 |Wnited Sates |147. 237. 72. 166 |aka. i df . i | _L+11’f1ut horized URL Access to wwwn aka.idf.il/min/- + encodeuri (url) B ock 13
. . . . |Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1%t xt Password i n
93.173.34.45 I srael 147.237.76.39 |nobile.neitav.idf.il nobi | e. nei tay. i o i |/t enpl at es/ | ogi n. aspx B ock 13
ny- kosher -kravi . i df |unaut hori zed URL Access to
66. 249.93. 149 | srael 147.237.0.16 il wan ny- kosher - kravi . i df . i1/1746-he/ | i festyl e. aspx Bl ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.116.85.248 |Israel 147.237.72. 166 [aka. i df . i | v aka. i o . i |/ mai 1V sachar/ vi evpni of . aspx None 13
151.80.31.115 |italy 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v i df . il/894-en/ dover. aspx/ Bl ock 13
79.143.180.15 [Ger many 147.237.72. 166 |aka. i df . i | Unknown Par aneter anp; docid i n waw aka.idf.il/rights/asp/info.asp |None 13
. . DO stributed Lhaut hori zed URL Access on
176. 106. 227. 78 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: / v aka, i df i1/ B ock 13
93.173.240.29 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to www i df.il/mazi Bl ock 13
84.108. 247.200 |[Israel 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Qonnection - Unknown SSL Sessi on None 13
176.12. 145. 172 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46. 117.61. 194 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / mai v sachar/ r equest . aspx None 13
93.172.32.250 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
. . Untraceabl e SS. Sessions: Protocol violation
79.177.128. 207 |Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN QLI ENT_HELLO) None 13
207.46.13.141 |lLnited Sates |147.237.76. 147 [chi nuch. aka. i df . i | Unhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm B ock 13
66. 249. 67. 53 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 13
2.54.7.16 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 13
] . . Unknown Par anet er nodul etogo in
107.23.56.124 |lhited Sates |147.237.72. 166 |aka. i df . i | v aka, i o i 1/ i 1V i ui | ogi . asp None 13
84.111.105.69 |lsrael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v idf.il/giyus B ock 13
176.13.16. 107 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 13
46.120.20. 167 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294-he/ v idf . il Bl ock 12
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