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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
147.235.236. 1 | srael 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn |drop 367
0.0.0.0 147.237.77.216 dover.idf.il |SINHood full table dr op 217
46.19. 86. 151 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 30
5.102. 195. 150 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 27
31.168. 173. 37 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 27
84.110. 145. 188 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 26
79.178. 16. 25 | srael 147.237.77. 216 dover.idf.il |SYINHood full table drop 25
87.69. 170. 185 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 21
89. 139. 2. 67 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 19
213.57.105. 191 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 19
176.12.139. 2 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 10
31. 154. 160. 193 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 10
77.125.105. 135 | srael 147.237.77.216 dover.idf.il |[SINHood full table dr op 10
79.183.121. 108 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 8
84.111.61.128 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 6
189. 229. 77. 10 Mexi co 147.237.77. 216 dover.idf.il |SINHood full table drop 6
81. 218. 67. 234 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 6
132. 66. 40. 116 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
74.56. 165. 49 Canada 147.237.77. 216 dover.idf.il |SYNHood full table drop 5
79. 179. 48. 208 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 5
31.154.91. 153 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
93.173. 36. 35 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 4
5. 22.130. 49 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
84.228.131. 141 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
212.150. 249. 81 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 4
93. 172. 146. 66 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 4
5.22.130. 226 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
46. 19. 85. 224 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 3
217.72.121. 65 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il |SINHood full table drop 3
46.43. 77. 209 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il |SINHood full table drop 3
132. 66. 40. 116 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 3
84.111.61. 128 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 3
93.172.162. 27 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cooki e drop 2
80. 246. 136. 161 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
79.77.185. 183 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SINHood full table drop 2
207. 232. 40. 193 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
2.52.162. 247 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 2
37.26. 146. 237 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 2
37.142.110. 3 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags drop 2
77.127.109. 42 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
198. 154. 61. 16 Lhited Sates 147.237.76. 34 yohal an.idf.il|B ock Np Al Net drop 1
93. 174. 93. 146 Net her | ands 147.237.77. 216 dover.idf.il |Invalid TQP H ags drop 1
87.128.44.73 Cer many 147.237.77. 216 dover.idf.il |SYINHood full table drop 1
82.166.22. 1 | srael 147.237.77.216 dover.idf.il |SYN Hood unverified cookie dr op 1
79.178.124. 103 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
37.26. 146. 144 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
2.54.185. 137 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
46.19. 85. 224 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 1
84.108. 78. 166 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 1
79.178.124. 103 | srael 147.237.77.216 dover.idf.il |SYN Hood unverified cookie dr op 1




10-20-2015-17:04:01 to 10-20-2015-18:04:01

|Top Attackers In IPS|
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP O stributed Portscan 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
192. 241. 220. 201(147. 237. 76. 176 |Lhi ted Sates test.ncore.idf.il |ET SCAN Potential SSH Scan 1
66.249.93.199 |147.237.72.166 |Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
176.13.1. 219 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 210. 129. 188/147. 237.0. 33  |France idf.il ET SCAN NVAP -sS w ndow 4096 1
89. 248. 160. 196 |147.237.72. 166 |Net her| ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.168. 220. 183 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
87. 69. 31. 254 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
8.37. 227. 26 147.237.77. 216 g”&;ymus dover i df .l portscan: TCP D stributed Portscan 1
84.94. 161. 58 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
212.199. 182. 150|147. 237. 77. 216 | srael dover.idf.il portscan: TCP O stributed Portscan 1
2.52.46.73 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
81.218. 168. 149 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
193.107. 16. 206 |147. 237. 8. 46 gjj:tnim echinich.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
79.177.52. 27 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 241. 220. 201|147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
68.180. 229. 239 |147.237.72. 166 |Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
185. 120. 126. 40 |147.237.77.216 dover.idf.il portscan: TCP O stributed Portscan 1
58,177 42, 42 147. 237.76.38 |Hong Kong o o mmitay. id il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
165. 228. 233. 142(147. 237. 76. 199 |Austral i a e.nakchal .idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
52. 16. 5. 197 147.237.77.216|Wnited Sates  [dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48.194  |147.237. 76. 147 |Net her | ands chinuch. aka. i df .i [|ET SCAN NVAP -sS wi ndow 1024 1
37.26.147.186 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
89.138.23.239 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
31.168.76.220 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
87. 68. 45. 115 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.159. 117 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
5.22.129.98 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82.81.160.227 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.52. 40. 254 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
79.178. 135. 239 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 241. 220. 201|147, 237. 77. 227 |Whi ted Sates e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
1

72.167.232.160 |147.237.77.216|lhited Sates  |dover.idf.il portscan: TCP O stributed Portscan
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 4426
46. 19. 85. 173 | srael 147.237. 77. 216 |dover.i df . i l{dr op Frst packet isn't SYN drop 1617
213.188. 248. 179|Sn t zer| and 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 280
132. 66. 40. 116 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 245
87.68.152. 91 | srael 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 194
37.140. 188. 78 :32::1”' on 147.237. 77. 216 |dover.i of . i l{dr op First packet isn't SN drop 149
37.60. 41. 145 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 149
131. 137. 245. 209|Canada 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 145
41.105.241.210 |Ageria 147. 237. 77. 216 |dover.i of .i l[{dr op First packet isn't SN drop 123
5. 22.130. 49 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 102
109. 67.148. 125 |l srael 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 96
79.182.216. 194 |lsrael 147. 237. 77. 216 |dover.i of .i l{dr op First packet isn't SN drop 83
37.142.242. 220 |Israel 147.237.72. 166 |aka i of .i1 |Bad TCP sequence Smae el reansm't wehdifferent | onitor |78
144.76. 235. 107 |Ger many 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 76
109. 65. 209. 28 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 76
149.78.154. 69 |Israel 147.237. 77. 216 |dover.i df . i l[dr op Frst packet isn't SYN drop 74
79.77.185.183 |United Ki ngdom|147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 67
131. 137. 245. 206 |Canada 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 66
2.54.32.126 | srael 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 64
176.12.145. 221 |l srael 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 64
46.19. 86. 153 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 64
46. 19. 86. 235 | srael 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 63
131. 137. 245. 208|Canada 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 62
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 61
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 58
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 56
109. 65. 178. 144 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 56
77.125.105.135 |lsrael 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 54
46. 19. 85. 250 | srael 147.237. 77. 216 |dover.i df . i l[{dr op First packet isn't SYN drop 52
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 51
84.95.84.216  |Israel 147, 237. 72, 166 |aka i cf 11 || @M NG Engine: TCP Invalid Inval i d segnent retransnissi on. drop 51
Ret ransm ssi on Packet dr opped.
91.199. 69. 254 |lsrael 147. 237. 77. 216 |dover.i of .i l[{dr op First packet isn't SYN drop 49
79.176.12. 252 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 48
2.52.162. 247 | srael 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 48
46. 19. 85. 104 | srael 147.237. 77. 216 |dover.i of .i l{dr op First packet isn't SN drop 47
5. 102. 195. 150 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 46
100. 100. 39. 115 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 45
37.26.146.229 |lsrael 147.237. 77. 216 |dover.i of .i l{dr op First packet isn't SN drop 44
5.29.136.5 | srael 147.237. 77. 216 |dover.i df . i l{dr op First packet isn't SN drop 42
109.66.31.76  |Israel 147, 237.72. 166 |aka i or. 11 | €AM NG Engine: TP Invalid Inval i d segnent retransnission. drop 42
Ret r ansni ssi on Packet dr opped.
84.111. 61. 128 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 41
52.16.5. 197 Lhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 41
46. 248. 204. 175 |Jordan 147.237. 77. 216 |dover.i df .i l[{dr op First packet isn't SYN drop 41
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 40
66.249.93.192 |lhited Sates 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 38
212.76.111.9 | srael 147.237. 77. 216 |dover.i of . i l[{dr op First packet isn't SYN drop 36
37.26. 146. 168 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 35
93.172.184.58 |lsrael 147.237. 77. 216 |dover.i df . i l[{dr op Frst packet isn't SYN drop 35
5.22.129. 194 I srael 147.237.76.42 [refuah.idf.i[Bad TCP sequence Invalid ACK nunber noni t or 34
79.178.55.173 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 33
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.9.65 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 828
176. 12. 137. 206 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 559
212.199. 251. 235|| srael 147.237.77. 216 |dover.i df . il D stributed Unauthorized URL Access on w i df .il/anan B ock 221
77.125.105. 135 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bte Gode Character in LRL Bl ock 104
68.180. 228. 109 |[lhited Sates [147.237.0.34 |tikshuv.idf.il |Unhauthorized URL Access to www tikshuv.idf.il/901-8504/tikshuv. aspx B ock 78
85.250.94.175 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 52
72.9.148.10 Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to www navy. i df .il/994-8613-he/ navy. aspx. aspx |Bl ock 52
2.54.28.11 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/navy. B ock 39
133. 130. 49. 166 |Japan 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 39
77.127.198.28 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mde None 26
66. 249. 67. 59 I srael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut horized URL Access from 66. 249. 67. 59 B ock 26
79.180.31.221 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius Bl ock 13
2.52.164. 28 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mde None 13
66. 249. 67. 59 I srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to v idf.il/atal 1/izkor/ print_bottomasp B ock 13
Uhaut hori zed URL Access to
212.76.103. 124 |Israel 147.237.72. 166 |aka. i df . i | ‘é“;‘":m;knﬂld;h;: g ;kafbtzosr;fjé;; g‘;i’qi/of;;ghgfggﬁﬁ‘:ﬁeg\f\fggﬁggjﬁj‘“Ckr?r‘]’“\'N Bock |13
6mm2bnt okzzl eq- wb_k43t xqw
149. 88. 54. 29 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 13
46.19. 85. 159 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ None 13
2.54.176.176 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 13
85. 65. 136. 53 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_ B ock 13
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response CGode B ock 13
185. 82. 201. 17 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wa i df.il/i ndex. php/ adnin Bl ock 13
46.19. 85. 24 I srael 147.237.77. 216 |dover.idf . il I1legal HTTP Version _ at ssc=f acebooky8Bl B ock 13
109. 67. 28. 165 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/https:/aka idf.il/ Bl ock 13
79.183.199.17 |Israel 147.237.72. 166 |aka. i df . i | SSL ULhtraceabl e Connection - (pen Mde None 13
66.249. 67. 77 I srael 147.237.77. 216 |dover.i df . i| Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 13
46. 19. 86. 158 I srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation inwwaka idf.il/tiznoret/fag/ default.asp  [None 13
5.22.129.194 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 13
77.127.67. 37 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
66. 249. 67. 53 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 13
188. 143. 232. 11 :Z:::t”i on 147.237.77. 216 |dover.idf . il Mil tipl e Unhaut hori zed URL Access from 188. 143. 232. 11 Bl ock 13
109. 160. 134. 81 |l srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex Bl ock 13
46. 19. 85. 24 | srael 147.237.77.216|dover. i df . i | Mal formed URL _ at uvs=562656512b768b26000; Bl ock 13
79.183.199.17 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 13
66.249.93.154 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. idf.il/nain/giyu Bl ock 13
176.12.147.11 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 13
46.117.132. 242 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 13
5.28.138.155  |Israel 147.237.0.19  |madi matal . i df . i [y _Tiyd‘f_’i\l"/‘l’g 'n°gsg(' 008Cont ent A acetbl der 19t xt Gapt cha Tn Bock |13
93.173.241.60 |[lIsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl ef shar ed/ | ayout . css Bl ock 13
77.127.198.28 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Protocol violation (SSL_CGONN LI ENT_HELLO |None 13
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147.237.72. 166/ robot s. t xt B ock 13
Russi an ) _ Lhagt hori zed URL Acces's to . . _ '
188. 143. 232. 11 Federati on 147.237.77.216|dover . i df . i | wn i df.i | /tenpl ates/article/article.in. aspx/tenpl ates/ sendtof ri end/ sendt of ri |Bl ock 13
end. aspx
46.19.85.24  [israel 147.237.77. 216 |dover . i df . i | i';??m:Z';;PG?:?EE;G'&ZZOSO&& WesL9CAZ; Tn LR Bock 13
81.218. 87. 66 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 13
2.54.32.126 I srael 147.237.76.42 |refuah.idf.il i;t ;;?f’;g%;::’;lhgisﬁzfeﬁ@ff_cf;; on Bock |13
176.13.12. 114 |israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
46.120.43.102 |[Israel 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessions: Qpen Mbde None 13
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