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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 498
105. 158. 33. 192 Mor occo 147.237.77.216 dover.idf.il HTTP- M SC- DoS- GoodBye- 30 dest - r eset 92
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 41
2.54.7.37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
79.183.119. 171 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
2.52.162. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46. 19. 86. 96 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 7
2.54.1.195 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
93.173.248.11 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 66. 102. 161 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
84.111.82.21 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
149. 88. 41. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.179. 79. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 67. 149. 231 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
84.228. 4. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26. 147. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
212.143.167. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.54,177.72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 160. 141. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
138. 134. 102. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19. 86. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
105. 105. 181. 87 Ageria 147.237.77.216 dover.idf.il SYNHood full table drop 2
212. 25. 84. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176.12.143. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
82. 80. 58. 99 | srael 147. 237. 72. 167 i shurimaka.idf.il|Bl ock Udp All _Nets drop 2
62.0.222.1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
2.54.130.179 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93. 174. 93. 146 Net her | ands 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
79.173.212. 195 Jordan 147.237.77. 216 dover.idf.il SYNHood full table drop 1
195. 88. 208. 129 Russi an Federation 147.237.76. 202 e.halag.idf.il Bl ock_Udp Al Nets drop 1
172.248. 32. 194 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 1
10.0.0.4 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
46. 19. 86. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
212.143.3. 44 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
93. 174. 93. 146 Net her | ands 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
64. 233. 172. 163 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
2.52.58.181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 13. 23. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count
95. 86. 118. 199 I srael 147. 237. 72. 166 aka.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 2
192. 115. 98. 200 I srael 147.237.72. 166 aka.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
82. 80. 198. 164 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
209. 41. 67. 92 147.237.77.226 |lhited Sates oy chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
79.181. 106. 13 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
199.203.172.65  [147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.177.4.91 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
193. 107. 16. 206 147.237.76.176 |Russian Federation [test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 132 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
185.32.179.151  [147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 97 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
176.228.209.70  [147.237.72.166 |[Israel aka idf.il portscan: TCP O stributed Portscan 1
37.26.148. 221 147.237.72.166 [Israel aka.idf.il portscan: TCP O stributed Portscan 1
94. 230. 86. 194 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
5.22.129.173 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
85.250.139. 161  [147.237.72.166 |[Israel aka.idf.il portscan: TCP O stributed Portscan 1
2.54.168. 61 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
84.228.10. 18 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
212.199.57.198  [147.237.77.216 |[Israel dover . idf.il portscan: TCP O stributed Portscan 1
80.246.137.175  [147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
209. 41. 67. 92 147.237. 8. 14 Lhited Sates e.orchot.idf.il ET SCAN Potential SSH Scan 1
79.178.140. 154  [147.237.72.166 |[Israel aka.idf.il portscan: TCP O stributed Portscan 1
195. 160. 240. 11 [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.143. 180. 44 147.237.77. 74 Ger many lawidf.il ET SCAN NVAP -sS w ndow 1024 1
193.107.16.206  |147.237.76.176 |Russian Federation |test.ncore.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.19. 85. 211 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
184. 73. 19. 84 147.237.76.42  |nited Qates refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 160. 198. 214  [147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
31. 168. 65. 25 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
93.172.179.221  |[147.237.72.166 |[Israel aka idf.il portscan: TCP O stributed Portscan 1
5.22.129. 68 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
84.228.219.134  |[147.237.77.216 |[israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
212.179.21. 194 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 13048
105. 158. 33. 192 Mor occo 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 4985
37.60.45. 31 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2903
213.57.153. 181 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 300
185. 58. 201. 28 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 256
89. 108. 144. 114 Lebanon 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 168
37.140. 188. 78 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 158
79. 180.58. 3 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 112
190. 108. 214. 71 Quyana 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 107
213.57.164. 28 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 101
93.173.179. 25 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 90
81.218. 251. 252 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 90
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 81
149. 78. 196. 198 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 74
149. 88. 67. 115 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 71
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 70
168. 216. 232. 250 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 65
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 63
147. 236. 38. 240 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 62
185.22.32.6 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 61
105. 156. 79. 204 Mor occo 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 56
46. 19. 86. 210 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 55
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 52
5.102. 254. 232 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 51
109. 64. 153. 104 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 51
31.168. 3. 30 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 50
212.117.137. 146 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 49
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 49
86. 104. 166. 67 Ronani a 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 47
41. 223. 161. 106 Sudan 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 46
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 45
54.224.21. 23 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 44
159.92.1. 133 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 44
31.168.19. 211 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 44
176.13. 22. 61 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 44
46. 19. 86. 206 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 44
93.172.184.58 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 43
46.117. 23. 213 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 42
212.179.5.3 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 41
212. 25. 84. 200 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 41
92.228. 67. 199 Ger nany 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 39
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 33
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 33
212.199.65.7 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 33
79.178. 25. 193 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 33
37.26. 147. 188 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 32
132.76. 61. 22 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 32
5.102. 254. 221 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 30
151. 80. 31. 115 Italy 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 30
192. 115. 248. 18 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 30
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|Top Attackers In V\AF|

A tacker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
105. 158. 33. 192 |Mor occo 147.237.77.216|dover. i df . i | Post Request - Mssing Content Type from 105. 158. 33. 192 Bl ock 395
212.179. 21. 194 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . il/1133-19149- he/ dover B ock 87
waww. chanmat z. aka. i d i
68. 180. 230. 160 [Lhited Sates |147.237.77.226], . Wnaut hori zed LRL Access to B ock 78
f.oil v chanat z. aka. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
) . . D stributed Lhaut horized URL Access on
72.9.148.10  |United States |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
85. 65. 79. 82 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 4/ B ock 39
: . . Unaut hori zed URL Access to
79.176.72.138 |[lIsrael 147.237.77.243|nobi l e. i df . i | nobi | e, i . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 B ock 39
176. 13. 23. 200 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v i df.il/giyus B ock 26
207.46.13.88 |United Sates |147. 237. 72. 166 |aka. i df . i | Wnauthori zed URL Access to Bl ock 26
aka. i df .il/consol e/ core/ doc_nyr/general . aspx
176. 12. 143. 136 |I srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bl ock 26
176.12.143. 136
46.19.86.121 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 26
79.176.72.138 |Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Lhaut hori zed UR. Access from 79.176. 72. 138 B ock 26
105. 158. 33. 192 |Mor occo 147.237.77. 216 |dover.idf . il Post Request - Mssing Qontent Type B ock 14
5.29.27.126 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 13
80. 246. 139. 114 |I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 13
68.180.228. 112 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 13
. . D stributed Unauthori zed URL Access on
46.117. 138. 248 (I srael 147.237.72. 166 |aka. i df . i | v aka i df i |/t t ps: /vww aka i df i 1/ B ock 13
147.236.34. 10 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/main/rabanut/defaul t.asp |B ock 13
. . D stributed Lhaut hori zed URL Access on
84.228.114.90 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: / v aka, i df i1/ B ock 13
46. 19. 85. 64 I 'srael 147.237.77. 216 |dover. i df . i | Mal formed URL B ock 13
207.46.13.187 |Uhited Sates |147.237.72.166 |aka.idf.i | Uhaut hori zed URL Access to aka.idf.il/yohal an/ mai n0926. ht m B ock 13
79.176.166.94 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
176.12.139.19 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 13
66.249.67.65 |Israel 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 13
46.19.85.148 [Israel 147.237.72. 166 [aka. i df . i | Unknown HTTP Request Method live in URL Bl ock 13
37.26.147.254 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 13
- . Unhaut hori zed URL Access to
82. 80. 157. 156 [l srael 147.237.72. 166 |aka. i df . i | ww aka, i of i1/ i ngni | ui ndel rankl al i . aspx B ock 13
199. 203. 47. 194 |l srael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter docld in ww aka. i df.il/chinuch/klali/ None 13
151.80.31.112 |[italy 147.237.77. 170 |n@ar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/319, B ock 13
46.117. 214. 151 [I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
85. 65. 79. 82 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from 85. 65. 79. 82 Bl ock 13
46. 19. 85. 64 I srael 147.237.77. 216 |dover . i df . i | Unknown HTTP Request Method 8, en- US; g=0. 6, en; g=0.4 in LR B ock 13
79.180.1.76  [israel 147. 237. 72. 166 |aka. i df . i | '|legal Byte Chde Character in URL /nai i kapatz//res Bock |13
our ces/ i mages/ i nner page/ goback. gi f
176. 12. 143. 136 |l srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 13
66.249.67.65 |Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 66.249. 67. 65 B ock 13
. . SS. Untraceabl e Gonnection - Protocol violation
46.19.85.170 [israel 147.237.77. 216 |dover. i df . il (SSL CONN GLI ENT FELLO None 13
109. 66. 105. 140 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 13
82.80.196. 44 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
46. 19. 85. 34 I srael 147.237.72. 166 |aka. i df . i | Distributed Mal forned LRL B ock 13
157.55.39.11 |lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1097- he/ nakhal . aspx  |B ock 13
54.183.254.90 |Uhited Sates |147.237.77.233|atal .idf.il PHP Att enpt B ock 13
. . S3. Untraceabl e Gonnection - Protocol violation
46.19.85.145 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 13
. . D stributed Lhaut hori zed URL Access on
2.54.32.126 I 'srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl ef shar ed) reset . css Bl ock 13
. . D stributed Unauthori zed URL Access on
213. 57. 215. 106 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ reset . css B ock 13
79.180.1.76 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LRL from79.180. 1. 76 B ock 13
Unaut hori zed URL Access to
66.249.67.67 |lIsrael 147.237.77.74 [lawidf.il wwwv | aw i df i | /tenpl ates/t enpl at econt rol s/ news/ si p_storage/ files/6/1 |B ock 13
446. pdf /
109. 66. 139. 208 [l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 13
. . D stributed Lhaut hori zed URL Access on
84.94.72.63 I 'srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 13
46.19. 85. 34 I srael 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod Bl ock 13
207.46.13.141 |Lhited Sates |147.237.72.166aka.idf .il Mil tipl e Lhaut hori zed URL Access from 207.46. 13. 141 B ock 13
157.55.39.13 |lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 13
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