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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Site

‘Signature

0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 128
66. 249. 67. 202 Wited Qates 147.237.77. 74 lawi df .| I;]: handshake viol ation, first packet not ) 100
95. 86. 101. 95 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 58
79.178.181. 183 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
2.54.132.239 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.143. 134. 129 I srael 147.237.77.216  |dover.idf.il I;]: handshake viol ation, first packet not g 8
109. 226. 17. 214 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
46. 19. 85. 145 | srael 147.237.72. 167 i shuri maka. i df.il|Anonal y- SSL-renegoti ation-di dest - reset 7
109. 108. 238. 252 Lkrai ne 147.237.77. 216 dover.idf.il SYNHood full table drop 6
213.244.121. 4 Ecisgi';'ja“ Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 6
109. 64. 98. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
5.22.129. 158 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
2.52.7.184 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 86. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52.10. 19 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.151. 35. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
132. 64. 30. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 149. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
80. 246. 139. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 3
80. 246. 140. 207 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.52.6.250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
95. 35. 82. 61 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
176. 13. 17. 228 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 140. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
37.26.147. 176 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
222.186.56. 42 Chi na 147.237.0. 200 mu. i df il Frk_Under Attack Con_Tcp drop 2
93.174. 93. 181 Net her | ands 147.237.76. 147 chinuch. aka.idf.il|B ock_Udp Al _Nets drop 1
176. 13. 11. 232 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93.174.93. 181 Net her | ands 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
93.174. 93. 181 Net her | ands 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
194. 56. 215. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
84.108. 214. 168 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93.174. 93. 181 Net her | ands 147.237.76. 200 eitan.aka.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
91.195. 163. 17 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Dstributed Portscan 1
85. 64. 189. 8 147.237.77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 139. 236 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
77.125.145. 35 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Dstributed Portscan 1
46.19.85.5 147.237.77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
204.13.204. 139 |147.237.8.14 |lhited Sates e orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
5.39.222.253 |147.237.76.201|Netherlands  |e.atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
192.115.248.2 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
176.13.1.172  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
. . |ET SCAN Behavi oral lhusual |y fast Termnal Server Traffic,
117.21.176.93 |147.237.0.17 |China mny- kosher-kravi .idf.il . . 1
Potential Scan or Infection
87.69.234.23 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
82.80.196.44  |147.237.72. 166l srael aka.idf.il portscan: TCP Distributed Portscan 1
80. 178, 201 201 |147. 237 8.45 | srael e citanid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249.67.73  [147.237.77.74 |lhited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
2.54.148.95 147.237. 72. 166 || srael aka idf.il portscan: TCP D stributed Portscan 1
190. 96.6.130 |147.237.0.34 |Qiile tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
128. 199. 48. 243 |147. 237. 77. 176 |9 ngapore nat pash. i df . i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte ‘Signature

82.145.223.78  |Europe 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 530
2.54.162. 116 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 492
217.155. 167. 126|Unhi ted Ki ngdom 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 222
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 185
212.143. 134. 129]l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 122
197. 31.247. 150 |Tunisia 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 105
37.26. 146. 150 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 101
194.56.215.66 |Israel 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 97
66.249.93.203 |lhited Sates 147.237.72. 166 [aka.idf.il [dr op First packet isn't SYN drop 83
66.249.93.199 |Whited Sates 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 75
212.150.218.70 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 73
37.140.188. 78 |Russi an Federation 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 71
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 68
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 66
85.64.241.151 |lsrael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 64
66.249. 93. 207 |lhited Sates 147.237.72. 166 [aka.idf.il [dr op Frst packet isn't SN drop 61
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 60
37.142.101.191 |israel 147.237.72. 166 |aka.idf.il |Bad TCP sequence mﬁﬁsg Lansmt wth different | onitor |57
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 55
149.78.154.69 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 54
82.166. 229. 224 |l srael 147. 237. 77. 216 |dover. i df . i [dr op First packet isn't SN drop 53
212.199.51. 125 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 53
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 51
46. 19.86.0 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 50
169.253.194.1 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 50
176.13.0.31 | srael 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 45
79.178.182.192 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 44
213. 244. 123. 218 g‘ilcisgii:;a” Territory. 147, 237. 7. 216 |dover. i df. i |dr op Frst packet isn't SN drop 43
168. 63. 200. 167 |lLhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 42
2.54.175. 202 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 42
79.178.181. 183 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 41
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 40
85.154.100.55 |Oman 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 37
93.172.184.58 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 36
151.80.31. 115 |ltay 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 36
2.54.43.24 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 35
164. 138. 112. 184l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 33
79.180. 163. 191 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 33
5.22.129.176 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 33
50. 87.144. 145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 32
147.236. 238. 40 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 31
148. 177. 129. 212 |Eur ope 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 31
82.166. 25.245 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 30
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 29
37.142.207. 142 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 29
212.199. 195. 219]I srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 28
213. 6. 64. 67 ga:lcisgii:;a” Territory, 1447, 237, 77. 216 |dover. i df . i |dr op First packet isn't SWN drop 28
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 27
46. 19. 85. 225 | srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 26
66.249.67.53  |Wited Sates 147. 237 7. 216 |dover i ar.i | | €AM NG Engine: TP Invalid  finvalid segnent retransnissi on drop 26

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce
Action

‘Count

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature

212.179. 46.189 |israel 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bock 780
vy aka. i df . i | / nai n/ sachar/ resour ces/ styl es/
] . . Distributed Uhaut hori zed URL Access on
75.126.122.176 |lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- hel navy. aspx. aspx Bl ock 78
37.26.149.173 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 52
] - . D stributed Lhaut hori zed URL Access on
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
82.80.216.12  |Israel 147.237.77.74 |lawidf.il thaut hori zed LR Access to Bock |39
WA, mag. i df . i | / consol e/ cor e/ doc_ngr/ doc_ngr. asp
213.151. 55. 247 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storagel/files/ 4/ B ock 39
Pal esti ni an .
: . - Unaut hori zed URL Access to
176.67.56.245  |Territory, 147.237.77. 176 [nat pash. i df . i | v cogat i df i1/ p.storagel il es/ 6/ 4616, ] pg B ock 39
Qccupi ed
66. 249. 67. 53 I srael 147.237.77.216|dover .i df . i | D stributed Suspici ous Response Qode B ock 26
79.176.215. 199 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 26
66.249.93.207 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/rights/info.asp B ock 26
84.228.80. 11 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 84.228.80. 11 B ock 26
. . Paraneter Type Mol ati on SearchText in
176.12.145.88  |Israel 147.237.77.74 |lawidf.il vow | aw i df . 1/ 657- en/ pat zar . aspx Bl ock 26
46.19. 85. 169 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 26
66. 249. 67. 65 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 26
66. 249. 67. 65 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 67. 65 B ock 26
46.19. 85. 155 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 26
109. 66. 131. 126 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 26
. . Unaut hori zed URL Access to
95.86.125.180 |l srael 147.237.72. 166 |aka. i df . i | v aka. i of i |/ mai 1V gi yus/ def aul t . aspx/ B ock 26
ile.neitav.idf.i i i
37 26.148. 147 |1 srael 147. 237. 76. 39 nobi | e. nei tav. i d Pa.rgnet er Type' M ql ation ctl 00$Cb_ nt ent A aceHbl der 15t xt Content i n B ock 13
| nobi | e. nei tav. idf.il/1494- he/ nei t av. aspx
. . D stributed Lhaut hori zed URL Access on
84.110. 39. 87 I srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css B ock 13
66.249.79.202 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/ B ock 13
157. 55. 39. 199 Lhited Sates 147.237.77. 176 |nat pash. idf.il Uhaut hori zed URL Access to 147.237.77.176/ B ock 13
46.19. 85. 165 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ 960. css  |Bl ock 13
109.64.17.193 [ srael 147.237.72. 166 |aka. i df . i | Unknown Parareter _V EVBTATEENCRYFTED i n None 13
wawn aka. i df . i |/ nai n/ sachar/ mai | box. aspx
82.80.198.164 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 13
2.52.160. 146 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx  |B ock 13
. . O stributed Uhaut hori zed URL Access on
201. 208. 162. 248|\enezuel a 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka. i of i1/ Bl ock 13
. . Unaut hori zed URL Access to
147.236.34.10 |lIsrael 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ rai r/ r abanut/ def aul t . asp Bl ock 13
66. 249. 67. 59 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
213.8.122.115 |[Israel 147.237.72. 166 |aka. i df . i | v aka, i df . i |/ i 1V gj yus/ t al pi of quest i onnai re. aspx None 13
66.249.79.209 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 13
109. 64.39.232 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/atal 1/i zkor/ mai n. asp B ock 13
2.52.190. 216 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 13
. . O stributed Unaut hori zed URL Access on
212.68. 153. 241 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl e shar ed! reset . css B ock 13
149.78.251.49 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed URL Access on aka.idf.il/https:/aka idf.il/ |B ock 13
46.19. 85. 97 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 13
84.228. 80. 11 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df.il/mai n/ sahar Bl ock 13
Unknown Par arret er
79 182.140.19 |1 srael 147.237.72. 166 |aka. i df .i | tC;|I_|OSOt$TCZt Ii (r)10$cphl\,a| n$TochenP acetbl der $enai | Updat e$r pt Bmai | Subj ec None 13
wwy aka. i df . i |/ nai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx
. . Distributed Lhaut hori zed URL Access on
66.249.93.199 |Israel 147.237.72. 166 |aka. i df . i | v aka. i of i1/ ri ght s/ nf o, asp Bl ock 13
109. 66. 81. 120 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 13
46. 19. 86. 248 | srael 147.237.77.243|nobi | e. i df . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index [B ock 13
. . Paraneter Read Qlly Molation in
82.166. 229. 224 |l srael 147.237.72. 166 |aka. i df . i | v aka i of i |/ rai 1V sachar / egi strat i onwi zar d/ regi st er . aspx None 13
2.54.150. 16 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 13
212.143.3. 44 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
74.82.47.2 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 13
. . O stributed Unhaut hori zed URL Access on
149.78.251.49 |l srael 147.237.72. 166 |aka. i df . i | v aka, i o i1/ htt ps: / ww aka i f i1/ B ock 13
87.69. 81. 241 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/https:/aka.idf.il/ B ock 13
. . Unknown Par anet er anp; ut m canpai gn in
217.194.199. 74 |l srael 147.237.72. 166 |aka. i df . il vow aka. i df . i 1/ mai n/ home/ def aul 1 . aspx None 13
66.249. 93. 207 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 93. 207 B ock 13
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | waw. i df . i |/ hebrew or gani zat i on/ honef r ont / kkkkkkk=567d5ab1kkk |Bl ock 13
kkkk 567d5ab1
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