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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 297
2.54.129. 50 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-Qdi dest - r eset 152
46.19. 86. 228 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-di dest - r eset 52
2.54.10. 71 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 41
5. 102. 205. 220 | srael 147.237.72. 167 i shurimaka.idf.il |Anomal y-SSL.-renegotiation-Ai dest - r eset 37
2.54.133. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 32
93.172.171. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
46. 19. 86. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
176. 13. 13. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
91.202.131. 41 Lkrai ne 147.237.77.216 dover.idf.il SYNHood full table drop 23
46.117. 21. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
176. 13. 22. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
195. 250. 33. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 18
31.168. 73. 110 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
176. 106. 46. 88 Pal estinian Territory, Qcupied [147.237.77.216 dover.idf.il SYNHood full table drop 15
37.26. 148. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
176. 13. 14. 188 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 11
212.29.192.197 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
77.127.189. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
81.218.118. 126 | srael 147.237.72. 166 aka.idf.il Anonal y-SSL-renegotiation-di dest - r eset 9
85. 65. 177. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46.116. 105. 164 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
81. 218. 40. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
2.54.5.75 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
176. 13. 14. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
207.232.27.5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
188. 103. 43. 242 Ger many 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 82 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
2.54.168. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
5.22.129. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5. 29. 60. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
84. 228. 223. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.116.164. 9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62.219. 167. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.13. 11. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
66. 249. 81. 235 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
194. 69. 103. 76 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.181. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.179. 28. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 85. 6 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
46.19. 86. 168 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
204. 42. 253. 130 Lhited Sates 147.237. 76. 196 e.svivaidf.il B ock_Udp Al Nets drop 2
176. 13. 16. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Udp Al Nets drop 2
77.126. 255. 212 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 224 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

81. 108. 80. 81 147.237. 8. 24 Uni ted Ki ngdom elifestyle.idf.il ET SCAN Potential SSH Scan 1
213.57.208. 192 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
54. 165. 208. 206 147.237.76. 31 Lhited Sates nakchal .i df.il ET SCAN NVAP -sS w ndow 1024 1
193. 107. 16. 206 147.237.8. 27 Russi an Federation e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
123. 21. 141. 252 147.237. 8. 27 M et nam e.madi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
5.102. 254. 190 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 64. 42. 61 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
2.52.26. 234 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 194 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
87.69.122.9 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
84.94. 82. 245 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
81.108. 80. 81 147.237. 8. 45 Uni ted Ki ngdom eeitanidf.il ET SCAN Potential SSH Scan 1
79.177.217. 129 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
199. 16. 156. 125 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
46. 120. 106. 167 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
149. 78. 194. 119 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
37.26. 146. 220 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 65. 116. 41 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.54.187.16 147.237.77. 216 I srael dover.idf .il portscan: TGP D stributed Portscan 1
94.102. 48. 194 147.237. 0. 34 Net her | ands tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
87. 69. 218. 207 147.237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
84.109. 2. 12 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1




10-20-2015-12:04:01 to 10-20-2015-13:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 421
212.179. 230. 180]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 297
192. 36. 80. 8 Sweden 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 295
208.115.111. 73 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 234
208.115.113.89 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 112
212.76.97. 152 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 107
212.199. 205. 69 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 104
37.26.146.210 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 103
46. 19. 86. 148 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 102
46. 19. 85. 149 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 74
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 70
212.25.121.195 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 70
2.54.39.102 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 60
80.179.7.121 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 59
2.54.9.22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 57
79.178. 4. 132 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 55
79.178.176. 230 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
46. 19. 86. 124 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 51
109. 64. 224. 228 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 47
192.117. 186. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 43
46. 120. 158. 7 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 39
5.22.129. 83 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
84.94.91. 206 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 37
80. 246. 130. 159 |l srael 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 36
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
37.140.188.78 |Russian Federation [147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 35
5.102.212. 112 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 33
95. 35. 183. 52 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
66.249.93.192 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
77.127.114. 96 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 27
62. 0. 228. 129 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 27
82.132.226.221 |United K ngdom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 27
31.154.91.137 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. fq ., 27
Invalid Retransm ssi on Packet dr opped.
188. 225. 177. 134 glcisgiig;a” Territory 147 237, 77. 176 |nat pash. i of .| drop First packet isn't SN drop 26
54.187.55.213 |lWhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 26
100. 100. 117. 94 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 24
100. 100. 54. 153 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
82.81.193. 82 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
85. 64.204. 140 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
46.19.86.12  |israel 147. 237. 72. 156 |anan. i of . | Streamng Engi ne: TCP Inval i d segnent retransmssion. |, 21
Inval i d Retransnission Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
109. 186. 25. 215 | srael 147.237.77. 226 "‘:’f"’ chamat z. aka. 1 df 14 o First packet ism't SWN drop 20
66.249.81.218 |Wnited Sates 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. fq ., 20
Invalid Retransm ssi on Packet dr opped.
109. 64. 205. 134 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
194. 114. 146. 227l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 19
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|Top Attackers In V\AF|

At acker

Devi ce

aka.idf.il/nai n/sachar/tfasi maspx

Count ry Target Address |Site Sgnature Action ‘Count
46.19.85.133 |[Israel 147.237.0.19 |nmadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 4310
147.236.34.10 |Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 147.236. 34. 10 B ock 91
68.180.230.29 [Lhited Sates |147.237.77.176|matpash.idf.il Paraneter Type M ol ati on PageNumin ww cogat . i df . il/1038-he/ cogat . aspx [Bl ock 78
) . . DO stributed Unaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx B ock 52
46.19. 86. 97 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index Bl ock 26
169.253.194. 1 |lhited Sates |147.237.77.74 (lawidf.il Suspi ci ous Response Code Bl ock 26
37.133.156.91 |Spain 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 26
15.203. 178. 12 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary Bl ock 26
31.168.213.21 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka.idf.il/login B ock 26
213.57.63. 143 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 26
. . . |Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$txt Sreet in
46.19.85.133 |[Israel 147.237.0.19 |madimatal .idf.i madi mat al i df i |/ nobi | e/ 1088- he/ ner et 7. aspx B ock 26
37.26.147.192 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 26
169.253.194. 1 |wited Sates |147.237.77.74 |lawidf.il Paraneter Type Vi ol ation st er $teader 15uckeader Sear ch$t xt Search in Bock |26
wan | aw i df . i 1/657-en/ pat zar . aspx
2.54.148. 95 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 25
184.105. 139. 67 Lhited Sates |147.237.72.167|i shuri maka. i df . i|uhaut hori zed UR. Access to 147.237.72.167/ B ock 13
Ill1egal HITP \ersion
46.19.85.202 |[lsrael 147.237.77. 216 |dover.i df . il __atuvc=0% C38%2C0% C39%2 CO% C409%R2 CO% CA1%R2 C19% C42; B ock 13
__atuvs=5626051h6f €30637000
2.54.148. 95 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL_CONN QLI ENT_HALLQ None 13
. . DO stributed Unaut hori zed URL Access on
109. 66. 202. 108 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css B ock 13
212.117. 148. 45 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary Bl ock 13
216.223.27.57 |Wited Sates |147.237.77.74 [lawidf.il WL i's Above Foot Drectory = o . Bock |13
ww lawidf.il/../inages/ 1. hel navi gation/ navi gati on arrow gif
66.249.67.59 |Israel 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to v idf.il/atal 1/izkor/ print_bottomasp Bl ock 13
Russi an Unaut hori zed URL Access to
188. 143.232. 21 Federati on 147.237.77.216|dover. i df . il v i df i1 /tenpl ates/articlel/article.in. aspx/tenpl at es/ sendt of ri end/ sendt of r |Bl ock 13
i end. aspx
46.19.85.202 |Israel 147.237.77. 216 |dover . i df . i Mal formed URL asp. net _sessi oni d=3sj | 4hgn4k2h2avt uncj ut 45; Bl ock 13
77.127.209. 185 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 13
46.19.86.168 |Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 13
213.57.58.146 |lsrael 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in wwaka.idf.il/tiznoret/fag/ default.asp [None 13
] ] D stributed Lhaut hori zed URL Access on
176. 12. 142. 124 |I srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ si p, st orage/ {1 | es/ 8/ 1668. doc B ock 13
84. 110. 145. 171 |l srael 147.237.72. 166 |aka. i df . i | Mul tiple Whauthorized URL Access from 84.110. 145. 171 Bl ock 13
2.54.11. 237 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
218. 54. 149. 67 ok‘f’rea Repblicl 17 237.0.19  |madimatal . i df . i I|thaut hori zed URL Access to 147.237. 0. 19/ manager/ ht B ock 13
66.249.67.65 |Israel 147.237.77.216|dover . i df . il O stributed Suspicious Response Qode Bl ock 13
Unknown HTTP Request Met hod
46. 19. 85. 202 | srael 147.237.77.216|dover.idf . il 20. 8af c=81a355e7742a5dd5. 1442424865. 1. 1442425067. 1442424865. ; |B ock 13
in URL asp. net_sessi oni d=3sj | 4hgqn4k2h2avt uncj ut 45
207.46.13.82 |hited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 13
. . Unaut hori zed URL Access to
147.236.34.10 |[lIsrael 147.237.76.86 |navy.idf.il vow navy. i o i 1/si p storagel i1 es/ O/ si 2e338x0/ 1640, | pg B ock 13
79. 180. 223. 201 [l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df .il/894-he B ock 13
64.14.72.122 |thited Sates |[147.237.72.166|aka.idf.il Unknown Parangter anp in v aka. i df.il/chinuch/kl ali/defaul t.asp None 13
. . O stributed Unaut hori zed URL Access on
176.13.2.197 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 13
84.110. 145. 171 |I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/https:/aka idf.il/ Bl ock 13
. . SS. Lhtraceabl e Gonnection - Protocol violation
2.54.41. 155 I srael 147.237.72. 166 |aka. i df . i | (SSL CONN CLI ENT FELLO) None 13
Korea, Republic . . . .
218.54.149.67 | 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ manager/ ht m B ock 13
66.249.67.65 |[Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 13
46.19. 85. 244  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout . css B ock 13
207.46.13.187 |Lhited Sates [147.237.72.166|aka.idf.il Unknown Par anet er 136¢d360 in wwy aka. i df . i |/ mai n/ hone/ defaul t.aspx [None 13
151. 80. 31. 115 |italy 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/english/news/jenin. stm Bl ock 13
. . DO stributed Unaut hori zed URL Access on
80. 246. 133. 35 |[lsrael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ si p, st or age/ {1 | es/ 8/ 1668. doc B ock 13
213.57.63. 143 |[Israel 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 13
66.249.67.53 |Israel 147.237.77.216|dover . i df . i O stributed Suspicious Response Gode Bl ock 13
. ] ] URL is Above Root Drectory
182.118.53. 192 |Chi na 147.237.77. 176 [nat pash. i df . i | vwwn cogat . idf.il/../shared/clientscripts/scroller/jquery.jcarousel.js Bl ock 13
46.19.85.202 |Israel 147.237.77.216|dover.idf .l Abnormal |y Long Request net hod Bl ock 13
94.159. 246.68 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EVETATEENCRYFTED i n None 13
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