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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
46. 19. 86. 226 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 237
46. 19. 86. 85 | srael 147.237.72. 167 i shurimaka.idf.il|Anonal y-SS.-renegotiation-Ai dest - r eset 187
79.178.188. 79 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 40
132. 66. 227. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
46. 19. 86. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 18
46.19. 85. 170 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 18
46.77. 124. 83 Pol and 147.237.77.216 dover.idf.il SYNHood full table drop 16
212.199. 195. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
93.172.20. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
109. 67.177. 231 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
79.178. 188. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
46. 19. 86. 63 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 9
46. 19. 85. 236 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 7
5.22.129. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 7
46. 19. 85. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
192.117. 150. 233 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
176. 12. 144. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
213.8.173. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.181. 133. 245 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
193. 106. 206. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 67.177. 231 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 5
77.125.100. 188 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.176.180. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176.12. 138. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 159 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
93. 80. 232. 198 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 4
5. 102. 254. 92 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 3
176. 12. 151. 80 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
132. 70. 66. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.182. 175. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
82. 80. 56. 15 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
82. 80. 192. 100 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
81.218.67.234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.52.34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 106. 226. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 85 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
81.218. 67. 234 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
84.237.71.10 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 85. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
195. 190. 19. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
81.218. 67. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
188. 120. 148. 200 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
46. 19. 86. 85 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
79.178.188. 79 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
89.248. 172. 98 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Bock Udp All Nets drop 1
79.176. 180. 137 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
176. 12. 142. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 86. 138 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
46. 19. 85. 224 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




10-20-2015-10:04:06 to 10-20-2015-11:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
37.26.146.167 |147.237.72.166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
193. 201. 224. 32 |147.237. 77. 216 |krai ne dover . idf.il ET WB SERVER Poi son Nul | Byte 1
176.13.21. 114 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
176.13.5. 196 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
109. 160. 255. 159|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
85.250. 225. 75  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 250. 62. 89 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
79.179.196.22  |147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
212.150. 214. 130|147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
62.219. 134. 163 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
194. 6. 255. 4 147.237.77. 216 |Qtar dover . idf il portscan: TCP DO stributed Portscan 1
46.19. 86. 148 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
185.21. 189. 142 |147.237. 72. 166 |Net her | ands aka idf.il SERVER- WEBAPP backup access 1
37.26.149.173  |147.237.77. 216 |l srael dover . idf il portscan: TCP DO stributed Portscan 1
176.13.11. 3 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
14.198. 155. 100 (147.237.77.226|Hong Kong vy chanat z. aka. i df . il ET m Behavi oral .Lhusual 'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
132.68.98.103 |147.237.77. 216 |Israel dover . idf.il portscan: TCP DO stributed Portscan 1
94.182.163.75 [147.237.0. 200 :%Zz'bli'zlzmc . df i | ET SCAN Potential SSH Scan 1
85.250. 155. 73 [147.237. 72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
84.15.164. 137 |147. 237. 76. 202 |Li thuani a e halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
213.151.38.38 |[147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
66.249.67.253 |147.237.0.34 |Wited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
46.117.165. 158 |(147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry|Target Address |Ste Signature
190. 31. 135. 167 |Argentina 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 479
87.98. 165. 94 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 245
174.50. 178.9 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 221
185. 27.105. 106 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 214
79.178.188.79 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 163
195. 154. 209. 79 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 119
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 118
93.172.130. 115 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 93
91. 219. 236. 222 |Hungary 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 82
91. 144. 30. 96 zrpluzﬂ ,Cﬂrab 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 78
103, 47. 148,33 |RSSian 147.237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 73
Federation
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 70
212.179. 140. 133|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 67
37.140. 188. 78 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 65
31.168.70. 178 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64
5.79. 68. 161 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 58
89.139.191.92 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
212.179. 159. 253|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 52
199. 203. 63. 126 |l srael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 52
84.109. 112. 108 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
80.179. 115. 198 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 50
79.183. 206. 199 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 45
161.53.179. 227 |Goatia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
46. 19. 86. 85 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43
37.26.147.137 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 43
100. 100. 78. 38 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 43
36. 76. 99. 45 I ndonesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 39
87.69.242. 34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
161. 53.179.232 |Qoatia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
176. 13. 10. 13 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
161.53.179.226 |Qoatia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34
46.19.86.226  |israel 147.237. 72. 167 [i shurimaka i i || SN Engine: TP Invalid invalid segnent retransmission. |, 33
Ret r ansni ssi on Packet dr opped.
5.196.67. 41 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 33
212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
161. 53.179. 233 |Qoatia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
94. 242.228. 187 |Luxenbourg 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 31
185.32.179. 174 |l srael 147.237.0.19 |nadi matal.idf.il|drop First packet isn't SYN drop 31
54.244.22.103 |Whited Sates 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 30
212.179.21. 194 |israel 147. 237.76. 200 [ei tan aka i o i1 || S NG Engine: TP Invalid invalid segnent retransmssion. |y 30
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 85 I'srael 147.237. 72. 167 |i shurimaka i i || SN Engine: TP Invalid invalid segnent retransmission. |, 30
Ret r ansni ssi on Packet dr opped.
74.6.254. 113 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 29
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 27
108.59.253.71 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
37.26.149. 168 | srael 147.237.72. 166 |aka i f . Streamng Engine: TCP Inval id invalid segnent retramsnission. | 24
Ret r ansni ssi on Packet dr opped.
183.79. 221. 250 |Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
46.19.86.135  |israel 147. 237 72. 167 |t shuri maka. i o || €AM NG ENgine: TCP Inval i invalid segnent retramsmission | 24
Ret r ansni ssi on Packet dr opped.
66.249.67.53  |tited Sates  |147.237.77. 216 |dover.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssion drop 24

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

At acker

Target Address

Site

dgnature

Devi ce

‘Count

Gountry Action
176.13.5.231 [l srael 147.237.0.19 |madimatal .idf.il |20 My of the Same Response Code (404) in Session from Bock  [1014
176.13.5. 231
, m ny- kosher - kr avi , ,
125. 25. 206. 42 |Thai | and 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 65
) . . D stributed Unhauthorized URL Access on
72.9.148.10  |Wited Sates [147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bock  [52
212.179. 74. 238 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/ 1 B ock 52
54.244.22.103 [lnited Sates [147.237.76.147|chi nuch. aka.idf.il |Dstributed Suspicious Response Code_Qust om Tenporary B ock 26
93.172.168.85 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 26
176.12. 141. 88 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 26
212.179. 74. 238 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 212.179. 74. 238 B ock 26
46.19.85.189 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 26
176.12.147.4 (I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 26
82.80.196. 44 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
213.57. 231. 109 [l srael 147.237.72.166 [aka. i df . i | viwv aka. i df . i | / mai n/ sachar/ r equest paysl i pexpl anat i on. aspx None 13
199. 203.215.1 |Israel 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 13
66. 249. 65. 27 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 13
176.13.5.231 |[lIsrael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 13
46.19.86.120 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
85. 250. 147. 57 |Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ Bl ock 13
207.46.13.187 |Uited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/main/smalinihtn/10. asp Bl ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
192.116.92.53 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ mai 1V sachar / vi evpni of . aspx None 13
176. 12. 136. 187 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
5.29.92.129 I 'srael 147.237.72. 166 |aka. i df . i | wiw aka, i df .|/ mai v sachar decl ar at i onexpl anat i on. aspx None 13
. . D stributed Uhauthori zed URL Access on
84.108.87. 125 |Israel 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i of i1/ B ock 13
Unhaut hori zed URL Access to
wwn i df L il /i pt ac- 564d6202f 45eddd2ddd5- 6204e359e234/ s0001/ 444d5
199. 203. 215. 1 [Israel 147.237.77.216|dover.idf . il a5c656c303538303940646d7a65736¢- - 1445326728- - 1148- - 144525 |B ock 13
9543--1d77a43a56e€5311c091203daec13c9546816d8e4bf e8613e0832f
874af b7f d9b/ ht t p: / v i df . i |/t enpl at es/ navnenu/ navnenu. €ss. aspx
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed LRL Access on 147.237.72. 166/ robot s. t xt Bl ock 13
46.117. 125. 226 |I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 13
74.82.47.3 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 13
207.232.27.5 |israel 147.237.72. 166 |aka. i df . i | Unknown Parareter __VI BASTATEENCRYFTED i n None |13
aka.idf.il/nai n/sachar/tfasi maspx
62.90. 160. 66 || srael 147.237.72.166 |aka. i df . i | Illegal Byte Qe Character in URL /maikapatz//res Bock |13
our ces/ i mages/ i nner page/ goback. gi f
. . Unknown Paraneter anp;t in
192. 198. 151. 36 |Eur ope 147.237.72. 166 [aka. i df . i | v aka, i o i |/ i v kapat 2/ Scr i pt r esour ce. axd None 13
. - SS. Lhtraceabl e Gonnection - Protocol violation
37.26. 146. 254 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT HELLO) None 13
84.108. 87.125 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/https:/aka.idf.il/ Bl ock 13
207.46.13.141 [Wnited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
66. 249. 75. 120 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 13
50. 63. 8. 35 Lhited Sates |147.237.72.166|aka. i df.il Unaut hori zed URL Access to aka.idf.il/wp-adm n/ Bl ock 13
183. 79. 221. 250 |Japan 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 13
95.86.91.195 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
77.126.170. 73 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 13
) . - Unhaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates [147.237.77.216|dover.idf.il Wi df i1/ p storagel i1 es/ 4/ si ze220x0/ 17374, | pg B ock 13
62.90. 160. 66 |l srael 147.237.72. 166 |aka. i df . i | Miltiple Illegal Byte Qode Character in URL from62. 90. 160. 66 B ock 13
. . D stributed Lhaut hori zed URL Access on
176.12.145.3 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shared/ reset . css B ock 13
. . Doubl e LR Encoding - paraneter: search in
85. 65.23.159 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai rV gi yus/ pri ot handl er 1. asmx/ sear ch B ock 13
207.46.13. 141 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wwu aka.idf.il/mulim B ock 13
ny-kosher-kravi.id |oistributed Unaut hori zed URL Access on
66.249.81. 141 I srael 147.237.0.16 foil v ny- kosher - kravi . i df . i1/1746-he/lifestyl e. aspx Bl ock 13
54.183. 255. 238 |Lhited Sates |147.237.77.74 |lawidf.il PHP At t enpt B ock 13
188. 143. 232. 24 ?éj;::’ion 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 188. 143. 232. 24 Bock |13
2.52.38.120 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 13
109. 186. 60. 59 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/main/ B ock 13
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