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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
46.19. 85. 112 | srael 147.237. 72. 167 ishurimaka. idf.il |Anonal y-SSL-renegotiation-di dest - r eset 304
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 123
37.26.149.173 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 122
194. 90. 66. 9 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 24
111. 235. 152. 19 Hong Kong 147.237.77. 216 dover.idf.il SYNHood full table drop 21
46.116. 176. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
192.168.1.113 147.237.76. 42 refuah.idf.il Inval i d TP H ags drop 18
194. 90. 66. 9 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 18
37.26.147. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
193. 169. 70. 108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
37.26. 146. 185 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 15
132.70. 66. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
194. 90. 240. 37 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 10
193. 43. 244. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 10
132. 68. 98. 103 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
37.60. 45. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46. 47. 130. 213 Czech Republic 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46. 116. 95. 22 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
193. 169. 70. 108 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 5
132.76.50.5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
193. 169. 70. 108 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 5
79.181. 153. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 64. 103. 11 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62.219. 131. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
80. 246. 136. 37 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 4
194. 90. 66. 9 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4
46. 19. 86. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
77.127.243. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
5.28. 142. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
80. 246. 136. 98 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
89. 175. 21. 203 Russi an Federation 147.237.77.216 dover.idf.il SYNHood full table dr op 3
85. 250. 254. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.150. 57. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13. 19. 49 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
91. 231. 193. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.59.104 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
37. 60. 45. 210 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 2
81.218. 182. 85 | srael 147.237. 72. 166 aka.idf.il Invalid TGP H ags drop 2
203. 129. 219. 2 I ndi a 147.237.77. 216 dover.idf.il SYNHood full table drop 2
85. 130. 216. 252 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
212.179. 245. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 194 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
183. 60. 48. 25 Chi na 147.237. 76. 197 e hinush.idf.il Block Udp All Nets Con Linit drop 1
10.0.0. 12 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
2.54.11. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
46.19. 85. 152 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
89. 248. 172. 98 Net her | ands 147.237. 76. 197 e hinush.idf.il ock Wp Al _Nets drop 1
2.54.155. 148 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

93.173. 176. 169 I srael 147. 237. 72. 166 aka.idf.il |CL000004: HTTP. options method (M crosoft) ock 3
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
41.190.132. 132 147. 237. 72. 167 Uganda i shuri maka.idf.il ET SCAN Potential SSH Scan 1
37.26.147. 198 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
217.77.221.85 147.237.0.33 Lkr ai ne idf.il ET SCAN Potential SSH Scan 1
217.77.221.85 147.237.0. 17 kr ai ne mny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
115. 236. 75. 201 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
98. 102. 200. 172 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
94.102. 48. 194 147.237.0. 17 Net her | ands mny- kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.117. 208. 243 147.237.77.19 lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 151. 55. 40 147.237.76. 86 Lkr ai ne navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.168. 186. 32 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
217.77.221.85 147.237.0.19 krai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
115. 236. 75. 201 147.237.76.31 Chi na nakchal .i df.il ET SCAN Potential SSH Scan 1
94. 102. 48. 194 147.237.0. 35 Net her | ands akavs. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 245. 23 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
49. 236. 206. 106 147. 237. 76. 202 Ml aysi a e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
79.181.192. 189 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 131
77.127.243.202 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 129
65.197.242. 127 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 111
37.26.149.173 [Israel 147. 237. 72. 167 [i shuri maka i o 1 [/ €3 NG Engi ner TCP Invalid]inval id segnent retransmssion. | o, 93
Ret r ansm ssi on Packet dr opped.
46.19.85.112  |israel 147. 237, 72. 167 |i shur i maka i o 11 || SAM NG Engine: TQP Inval i dfinvalid segnent retransnissi on. drop 66
Ret r ansni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 60
93.173.177. 153 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 54
95.170.191. 178 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 52
37.26. 146. 198 | srael 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 49
77.158.88.40  |France 147. 237. 77. 216 |dover . i of . Streamng Engi ne: TCP Inval i dlinvalid segnent retramsnission. |, o 48
Ret r ansm ssi on Packet dr opped.
77.158. 88. 40 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
213.61. 154. 165 |Ger many 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 47
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
2.54.56. 237 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
66.249.67.59  |Uited Qates 147. 237. 77. 216 |dover. i of . i1 Streaning Engi ne: TCP Inval i d]invalid segnent retransnission. |, 32
Ret r ansm ssi on Packet dr opped.
100. 100. 1. 201 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 31
54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
84.108. 168. 121 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
2.52.189. 106 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
82.80.144.84  |israel 147.237.76.42 |refuah.id.il Bad TCP sequence mdﬁrsa:;”lt wehdfferent | onitor |25
91.135.102. 163 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
82.80.144.84  |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdro‘f’tvrsa::lnlt wehdifferent | ert 23
66.249.67.53  |lnited Qates 147. 237.77. 216 |dover . i of . Streamng Engi ne: TCP Inval i dlinvalid segnent retramsnission. |, o 22
Ret r ansm ssi on Packet dr opped.
77.158. 88. 42 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
37.140.188. 78 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
84.95. 215. 19 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 21
194. 90. 66. 9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
212.143. 233. 168|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
183.79. 221. 250 |Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
84.94.193.22  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid|invalid segnent retransnissi on, drop 18
Ret r ansni ssi on Packet dr opped.
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
2.54.152. 209 | srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 17
79.183.198.37 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
84.109. 240.35 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
132.76. 61. 23 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
2.54.152.209 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
193. 169. 70. 108 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
37.60. 45. 210 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
109.66.157.3  [Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence md:)itvrsi”;"lt wehdifferent —foonitor  [15
31.168.132.131 |lsrael 147.237.0.15  |kosher-kravi.idf.i|dr op First packet isn't SN drop 14
176. 9. 39. 218 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
2.54.156. 136 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
213.6.64.67 | SStinan Territory.l, 4z 37 77. 216 |dover. i . i1 dr op First packet ism't SWN drop 13

Qcecupi ed
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Action ‘Count
2.52.189.106 |Israel 147.237.0.19 |nadi matal .idf.il Too Muny of the Sane Response Cbde (404) in Session from Bl ock 1982
2.52.189. 106
185. 21. 189. 142 |Netherl ands ~ |147. 237. 72. 166 |aka. i df . i | Ml ti pl e Uhaut horized URL Access from 185, 21. 189. 142 B ock 130
185. 21. 189. 142 Netherl ands ~ |147. 237. 72. 166 |aka. i df . i | PHP Attenpt Bl ock 104
} ] . D stributed Lhaut hori zed URL Access on
75.126.122. 176 |Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx B ock 78
) . . D stributed Lhaut hori zed URL Access on
72.9.148.10  |Wited Sates [147.237.76.86 |navy.idf.il v navy. i df . |/ 994- 8613- he/ navy. aspx. aspx Bl ock 39
185.21.189. 142 |Netherl ands  |147. 237.72. 166 |aka. i df . i | Mil ti ple Admin Bl ocking from 185. 21. 189. 142 B ock 39
212.179.21. 194 (I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwu i df.il/banmahane B ock 39
m ny- kosher - kr avi . i _ ,
176.13. 2. 127 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 26
5.102.222.221 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed UR. Access to wwidf.il/mivtza B ock 26
. . Unhaut hori zed URL Access to
95.86.111.241 | srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nmai n/ har edi nd r esour ces/ cont r ol s/ capt cha. ashx Bl ock 26
41.46.216.81 |Egypt 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to waw i df.il/aman B ock 26
68.180. 228. 112 |Uhited Sates |147. 237.77.216|dover. i df .i | i‘ra;;hzo”zed RL Access to v idf.T1/1540-13036-he/ dover. aspx g 13
Illegal Byte Code Character in Method 9DA° DHA.. AA?ALA-AZA™
109. 66. 190. 254 |I srael 147.237.72. 166 |aka. i df . i | Bo ReCpAf[ [ #11] ] B ock 13
[[#31]] A1 $AEA; [ [ #16] ] AcA-AA-
66. 248. 220. 192 |Canada 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw i df.il/newsite/english/nain. asp B ock 13
194. 6. 255. 4 Qitar 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wwidf.il/1283-en/ B ock 13
89.42.216.25 |Romani a 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 13
. ] D stributed Lhaut horized URL Access on
37.26.147.219 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ st yl ef shar ed/ | ayout 2. css B ock 13
185. 21. 189. 142 |Netherl ands ~ |147. 237. 72. 166 |aka. i df . i | Mil tipl e signatures from 185.21.189. 142 Bl ock 13
109. 66. 203. 179 |l srael 147.237.77.216|dover. i df . i | SSL htraceabl e Connection - (pen Mde None 13
80. 246. 130. 83 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css |Bl ock 13
66.249.93.192 |Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/darontsitel he/ main. asp Bl ock 13
. . Unaut hori zed URL Access to
46.19.85.248 |[lIsrael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or age/ fi | es/ 8/ 1668. doc B ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
185. 120. 126. 9 147.237.72. 166 [aka. i df . i | wiww aka. i o i |/ nai v achar / tf asi m aspx None 13
84.95.215.19 [Israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED i n None 13
wwv aka. i df . i | / mai n/ sachar/ r equest . aspx
2.54.170. 13 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
. . Mil tiple Untraceabl e SS. Sessions from 109. 66. 190. 254 (Pr ot ocol
109. 66. 190. 254 |I srael 147.237.72. 166 |aka. i df . i | viol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 13
66.249.67.71 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 13
198.170.241.5 |lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-adm n/ Bl ock 13
37.26.149.236 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df . i |/ x’x™xex; B ock 13
94. 159. 181. 222 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
132. 64. 25. 184 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 13
81.218. 116. 129 [l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
. . D stributed Lhaut hori zed URL Access on
66.249.93.196 |l srael 147.237.77. 216 |dover.i df .i | Wi df i |/ dar oni si t e/ he/ nai n. asp B ock 13
46.121.13.69 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css Bl ock 13
192.114.7.2 I srael 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to naarachot.idf.il/pdf/ B ock 13
109. 66. 190. 254 |1 srael 147.237.72. 166 [aka. i df . i | Aonornal |y Long Request request version B ock 13
84.109.124.65 |Israel 147.237.77. 216 |dover . i df . i | Mil'tiple Ful lw dth el fw dth Lhicode Encoding on URL/Paraneter(+) g 0 13
from 84. 109. 124. 65
URL is Above Root Directory
182.118. 60. 77 |Chi na 147.237.77.233|atal .idf.il wan atal.idf.il/../shared clientscripts/jquery/jquery.nyronodal -1.6.2.j |B ock 13
s
] . . Unhaut hori zed URL Access to
72.9.148.10  |lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 13
66.249.78.18 |[lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 13
’ . . . D stributed Lhaut hori zed URL Access on
207.46.13.88 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | i chi nuch. aka, i df i 1 /404, htm B ock 13
37.26.149. 248 |Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 13
185.21.189. 142 |Netherl ands ~ |147. 237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/bi gdunp/ bi gdunp. php B ock 13
. . Paraneter Read Qhly Molation in
132.76.50. 6 I 'srael 147.237.72. 166 [aka. i df . i | ww aka i of i |/ nai 1V sachar/ egi strati onvi zardi regi st er . aspx None 13
82 80 134.20 | srael 147. 237.72. 166 |aka. i df .i | _LhknOV\n Par arre_t er (?t | 00%ct | 00$§phh41| _n$cp_hSachar$cth| tul Thushi m None 13
in vww aka. i df.i|/nai n/ sachar/regi strati onw zar d/ st ep3. aspx
. . D stributed Lhaut hori zed URL Access on
66.249. 93.200 |l srael 147.237.77. 216 |dover.i df .i | Wi i df i |/ dar oni si t e/ he/ nai n. asp B ock 13
54.183. 255. 238 |Lhited Sates [147.237.77.74 |lawidf.il PHP Attenpt B ock 13
. . . NULL Character in URL
193. 201. 224. 32 |lkrai ne 147.237.77. 216 |dover.i df . i | J engl i shi or gani zat i on/ homef ront / honef ront 2. st nf [ #0] ] B ock 13
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