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M dover.idf.il
M aka.idf.il
M ishurimaka.idf.il
M navy.idf.il
M anan.idf.il
Wilawid.il
I nat pash. i df . il
M nadimatal.idf.il
mny- kosher -kravi . i df.il
M nakchal .idf.il

Nunber
(6]
At acks

Top Attackers

W 192.114.177. 190
46. 19. 86. 105

I 5.100. 249. 38

84.229.184. 194
M 212. 199. 195. 61
M 46.19. 85. 129
[ 37. 26. 146. 200
W 72.9.148.10

199. 16. 156. 126
M 2.54.50. 222
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46.19. 86. 105 | srael 147.237.72. 167 ishurimaka. idf.il |Anonal y-SS.-renegotiation-Qdi dest - reset 125
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 90
2.54.1. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
62.219. 137. 64 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
192. 118. 48. 248 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
2.54.1. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
2.54.177. 69 | srael 147.237.72. 167 ishurimaka. idf.il |Anonal y-SSL-renegotiation-Qi dest - reset 7
46. 19. 86. 184 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
54.187.55.213 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 3
188. 70. 0. 157 Kuvai t 147.237.77.216 dover.idf.il SYNHood full table dr op 3
132. 74. 209. 225 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
91. 199. 69. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
104. 129. 192. 59 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
192. 168. 1. 102 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
91. 135. 102. 164 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
41. 250. 209. 222 Mor occo 147.237.76. 196 e.sviva.idf.il Bl ock Udp Al _Nets drop 1
213.151. 32. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93.174.93. 181 Net her | ands 147.237.76. 202 e halag.idf.il ock Wp Al _Nets drop 1
2.54.0.73 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
91. 135. 102. 164 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
5.22.129. 76 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

212. 29. 202. 206 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 6
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 11
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
123.196. 116. 66 |147. 237. 76. 176 [Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
111.93.198.54 |147.237.76.44 |india e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
41.190.132. 132 |147.237.72.14 |Uganda dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
5.148.157.229 |147.237.8.50 E?ir:;gom e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 187. 177. 203|147.237.8.50  |Kuwai t e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
123.196. 116. 66 [147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
78.163. 250. 117 |147.237.76.38 [Turkey eeneitav.idf.il ET SCAN Behavioral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
192.114. 177. 190|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 88
212.199.195.61 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 58
84.229.184.194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 56
37.26.146.200 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnission drop 54
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 129 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 42
58.8.5. 14 Thai | and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
212.76.127.212 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
192.0. 81.55 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34
212.29.194. 254 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 28
100. 100. 102. 12 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
46. 19. 86. 105 | srael 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 22
37.142.245.33 | srael 147.237. 72. 156 |anan. i of .i | Bad TCP sequence Seae e Lansmt wehdifferent |oonitor |21
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
85. 250. 225.75 | srael 147.237.77. 216 |dover. 111 || €M Ng Engine: TP Invalid Jinvalid segnent retransmssion. | o 18
Ret r ansn ssi on Packet dr opped.
46.19.86.184  |Israel 147, 237.72. 167 | shurimaka i o i | | S N9 Engi ne: TCP Ivalid finvalid segnent retransnissi on. drop 18
Ret r ansn ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
192. 0. 100. 59 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
46.19.85.129 [ srael 147. 237. 77. 216 |dover. i df . i Stream ng Engl ne: TCP Invalid invalid segnent retransnission drop 15
Ret r ansm ssi on Packet dr opped.
62.219. 124. 191 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 15
Ret r ansmi ssi on Packet dr opped.
37.140.188.78 |USSian 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 15
Feder ati on
192. 0. 81. 57 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
62.219.137.64 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
176. 13. 11. 123 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
194.90.125.41 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnission drop 12
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 172 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
79.182.5. 230 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
198.58.102. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
194. 114. 146. 227 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
132. 68. 23. 107 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
45.33. 117. 254 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 12
2.54.1.40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
46.101. 2. 201 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 10
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
5. 100. 249. 38 I srael 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 10
45.33. 114. 177 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
66.249.67.59  |Uited Sates  |147.237. 77. 216 |dover.idf il Streaning Engine: TCP Invalid  finvalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dr opped.
79.178. 105. 37 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
81.218.175.31 [ srael 147.237.72. 167 |ishurimaka i f .i|Bad TOP sequence mﬁ?fsg‘ reansm wthdifferent |oonitor o
109. 66. 21. 47 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
31.168.196.242 |israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm wthditterent | onitor  |o
46. 19. 86. 76 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
72.218.35.117 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
2.52.191. 48 I'sr ael 147. 237 72. 167 | shurimaka i of || €AM NG Engine: TQP Inval id inval i d segnent retransnissi on drop 9
Ret r ansm ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
192.118. 48. 248 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
31.168.196.242 |Israel 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 8
45. 33. 26. 180 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
5. 100. 249. 38 I srael 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 39
199. 16. 156. 126 |Uhited Sates [147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 199. 16. 156. 126 Bl ock 39
213.151.57. 156 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 39
2.54.50. 222 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df . i |/ hi nush/sitel hel hi nush. asp |Bl ock 39
5. 100. 249. 38 I srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw i df .il/newsite/ hebrew nai n. asp Bl ock 26
95. 86.67. 12 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed UR. Access to ww anan. i df.il/nodiin/default.aspx/ |B ock 26
] . . D stributed Lhaut hori zed URL Access on
199. 16. 156. 124 |lhited Sates |147. 237. 77. 216 |dover.idf .i | vowei i /i p storagelfiles/ 4/ si ze220x0/ 17374. | pg B ock 26
122.96.31.66  |China 147.237.77. 216 |dover . i df . i | WL i's Above Root Directory B ock 13
ww i df.il/../shared/ usercontrol s/ header upper/
m ny- kosher - kravi . i i i
84.228. 238. 223 |Israel 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 13
df.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
203.109. 98. 107 |india 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation lang in . B ock 13
w ti kshuv. i df.il/nodul es/ f oruns/ forunsl i st. aspx
. - Unaut hori zed URL Access to
66.249.64.3 | srael 147.287.77. 176 |nat pash. idf.il wan cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 13
185.32.179.14 |Israel 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85.250. 18. 153 [l srael 147.237.72. 166 [aka. i df . i | voww aka. i o . i 1/ i 1V sachar/ request . asp None 13
66.249.67.210 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww mag. i df . il/228-hel f aq. aspx B ock 13
. . Unhaut hori zed URL Access to
46. 19. 85. 248 I srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31 si p, st or agel {1 | es/ 8/ 1668. doc Bl ock 13
] . . D stributed Lhaut hori zed URL Access on
199. 16. 156. 125 |Wnited Sates |147.237. 77. 216 |dover. i df .i | vowei i /i p storagelfiles/ 4/ si ze220x0/ 17374, | pg B ock 13
147.236.113.1 [israel 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in URL /mai/kapatz//res B ock 13
our ces/ i nages/ i nner page/ goback. gi f
m ny- kosher - kravi . i _ _
84.228.238. 223 |lsrael 147.237.0. 17 df il Mitiple Illegal Paraneter Encodi ng from 84.228. 238. 223 None 13
207. 46. 13. 88 Lhited Sates [147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
66. 249. 64. 17 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df .il/894-he B ock 13
185, 32. 179. 107 |israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter __V1 EVBTATEENCRYPTED i n None 13
wn aka. i df . i |/ mai n/ gi yus/ tal pi ot quest i onnai r e. aspx
93.172.21.180 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed UR. Access to wwidf.il/1 B ock 13
. . . - Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Password in
46. 19. 85. 255 I srael 147.237.76.39 |nobile.neitav.idf.il nobi | e, nei tav. i o i |/t enpl at es/| ogi n. aspx B ock 13
162.243.188.75 |lhited Sates |147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to / B ock 13
2.52.189.106  |Israel 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 13
2.52.189. 106
84.229.184. 194 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 13
66. 249. 67. 59 I srael 147.237.77. 216 |dover . i df .i | DO stributed Suspici ous Response CQode B ock 13
41.215. 151. 246 |Snazil and 147.237.77.216|dover . i df . i | Mil tipl e Unhauthorized URL Access from 41.215. 151. 246 B ock 13
192. 116. 95. 240 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 13
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 13
] . . Unaut hori zed URL Access to
199. 59. 148. 209 |Wnited Sates |147.237.77. 216 |dover.i df . il vowei i1/ p storagel i1 es/ 4/ si ze220x0/ 17374. | pg B ock 13
46.19. 86. 216 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 13
] . . Unaut hori zed URL Access to
168. 235. 198. 192|lhited Sates [147. 237. 77. 216 (dover.i df . il voww i o i 1/ shar ed/ cl i ent scri pt s/ ui /ui . dat epi ckex? (3.3 Bl ock 13
2.54.26.225 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
85. 64.157.193 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 13
66. 249. 67. 65 I srael 147.237.77. 216 |dover.idf .i | D stributed Suspicious Response Code B ock 13
217.194. 206. 108|lI srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 13
41.215. 151. 246 |Snazil and 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover . aspx B ock 13
192. 116. 102. 76 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/main/ B ock 13
109. 66. 178. 161 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gius B ock 13
82.166. 140. 117 |Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/1141-he/ navy. aspx/  |B ock 13
] . . D stributed Lhaut hori zed URL Access on
199.59. 148. 211 |Wited Sates |147.237. 77. 216 |dover.i df .i | vowei i /i p storagelfiles/ 4/ si ze220x0/ 17374, | pg B ock 13
62.219. 165. 164 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct | 00Sct | 00Scphiei nScphSachar $et | 54.y in None 13
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | waw. i df . i 1/ hebrew organi zat i on/ horef r ont / kkkkkkk=cd07c66ckkk |Bl ock 13
kkkk_cd07c66¢c
85.250.18.153 | srael 147.237.72. 166 |aka. i df . i | thknown Parareter _\ EVETATEENGRYPTED | n None 13
ww aka. i df . i |/ mai n/ sachar/ pni asubn t t edsuccessf ul | y. aspx
66.249. 67. 143 |l srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed LR Access to 147.237.77. 170/ robot s. t xt B ock 13
45.57.139. 42 147.237.0.19 |madimatal .idf.il Paraneter Type Mol ation ReturnU| in nadi matal.idf.il/login. aspx B ock 13
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