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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 67. 65 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3120
2.54.131. 25 | srael 147.237.72. 167 i shurimaka.idf.il|Anonal y-SS.-renegotiation-Ai dest - r eset 85
31.168.197. 78 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie dr op 12
109. 65. 159. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212. 150. 143. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 150. 214 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 12. 151. 94 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
144. 63. 247. 12 Sweden 147.237.77. 216 dover.idf.il SYNHood full table drop 3
138. 134. 192. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
37.142.107. 167 | srael 147.237. 72. 156 anan.idf.il Invalid TGP H ags drop 2
174. 236. 0. 195 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 1
41.215. 151. 246 Shazi | and 147.237.77. 216 dover.idf.il SYNHood full table drop 1
41.215. 151. 246 Shazi | and 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|
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41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 12
185.58.201.28 |147.237.76.30 |Lebanon hi nush. i df .i | ET SCAN NVAP -sA (2) 12
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
110. 180. 44. 65  |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 17 147.237.77.176|Whited Sates  |natpash.idf.il ET SCAN NVAP -sA (2) 2
110. 180. 44. 65  |147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
59. 6. 238. 70 147.237.8. 14 okfrea’ Republ i C o o chot i f i | ET SCAN Potential SSH Scan 1
110. 180. 44. 65  |147.237.76.86 [China navy.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147.237.76.176|lhited Sates test.ncore.idf.il ET SCAN NVAP -f -sS 1
110. 180. 44. 65  |147.237.76. 34 |[China yohal an. i df .i | ET SCAN Potential SSH Scan 1
193.107. 16.206 |147.237.77.234 ?éj::;’}m hal ag. i df . ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
110. 180. 44. 65 |147.237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
182. 48.151. 231 [147.237.76.30 |New Zeal and hi nush. i df .i | ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
110. 180. 44. 65 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
ET SCAN Behavi oral Lhusual | y fast inbound Tel net
117.9.119.219 [147.237.76.31 |China nakchal .idf.il . . 1
Gonnections, Potential Scan or Brute Force
110. 180. 44. 65  |147.237.0.17 [China mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
110. 180. 44. 65 |147.237. 77. 226 |Chi na v chanat z. aka. i df . il |ET SCAN Potential SSH Scan 1
88. 249, 34. 225|147 237 76.31 |Turke nekehal i df i ET SCAN Behavi oral Uhusual | y fast inbound Tel net 1
. . . . . . ur . . . .
y Gonnections, Potential Scan or Brute Force
110. 180. 44. 65  |147.237.77. 176 |Chi na nat pash. i df .i ET SCAN Potential SSH Scan 1
59. 6. 238. 70 147.237.8. 46 g?rea, Republ i C o chi uch. i df . i1 ET SCAN Potential SSH Scan 1
110. 180. 44. 65  |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
59. 6. 238. 70 147. 237. 8. 24 okfrea’ Repblic o )i testyle idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147.237.76.176|lnited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
993 115, 56. 142 147 237 0.33  |cni na o~ ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
T T ' Gonnections, Potential Scan or Brute Force
110. 180. 44. 65  |147.237.76. 42 |[China refuah.idf.il ET SCAN Potential SSH Scan 1
193.107. 16. 206 |147.237. 77. 234 23::;'}0'1 hal ag.i df .i | ET SCAN NVAP -sS wi ndow 1024 1
110. 180. 44. 65  |147.237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
110. 180. 44. 65  |147.237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
119. 10. 8. 133 147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
110. 180. 44. 65 |147.237.0.19 [China nadi matal .idf.il ET SCAN Potential SSH Scan 1
110. 180. 44. 65  |147.237. 77. 227 |Chi na e. hanaz. i df.il ET SCAN Potential SSH Scan 1
104. 171. 122. 161|147. 237. 77. 170 |Lhited Sates naar achot . i df i ET SCAN NVAP -sS wi ndow 3072 1
110. 180. 44. 65  |147.237.77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
110. 180. 44. 65  |147.237. 77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
59.6.238.70  [147.237.8.28 |0 PEPUDIIC o niie ks ich il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Si gnature
46. 19. 86. 24 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 106
188. 143. 232. 70 |Russi an Federation 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 74
96. 225.47.128 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
46. 19. 86. 40 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 61
109. 160. 134. 115|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 57
79.183.215.21 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
202. 67. 40. 50 I ndonesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
202.67.41.51 | ndonesi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
149.78.154.69 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 37
41.215. 151. 246 |Snazi | and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
66.249.93.192 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
212.235.98. 139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26
66.249.67.65  |lnited Qates 147.237.77. 216 |dover. i i1 | €M NG Engine: TP Invalid invalid segrent retramsmssion. | o 26
Ret r ansm ssi on Packet dr opped.
100. 100. 54. 240 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 23
37.140.188. 78 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
188. 244. 211. 128|Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
37.142.125.247 |israel 147.237.72. 166 |aka i df . i Bad TCP sequence ﬂe}ﬁtﬁﬁx?&gth moni tor |20
66.249.67.59  |lnited Qates 147.237.77. 216 |dover. ir i1 | €M NG Engine: TG Invalid invalid segrent retramsmssion. | o 20
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
80.178. 201. 104 |I srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 18
Ret r ansm ssi on Packet dr opped.
66.249.67.53  |Wnited Sates 147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
144.63.247.12 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
199.30. 25.247 |Wited Sates 147.237.77. 234 |hal ag. i of .11 Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 12
Ret r ansm ssi on Packet dr opped.
104. 131. 234. 217|Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
77.127.191. 120 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
37.26.146.132 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
37.142.166.30 | srael 147. 237.72. 166 |aka i f . i Bad TCP sequence ;ﬂ'\fﬁtﬁxgzz&gth moni tor |12
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
37.8.5. 250 gcf;iig;a” Territory,ty 47, 237. 77. 216 |dover. ick. il |drop First packet isn't SWN drop 12
46.19.85.8 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
2.54.131.25 | srael 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SYN drop 11
2.54.38.139 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 11
46. 19. 86. 51 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
54.235.136.3 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
24.185. 95. 37 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
31.168.197.78 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
31.210. 186. 146 |[Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 10
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
2.54.38.139 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 9
46.19. 86. 117 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
66.249.93.234 |lnited Qates 147.237.77. 203 |rwbi e i1y | €AM NG Engine: TCP Inval id finvalid segnent retransnission. |y 9
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 214 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
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|Top Attackers In V\AF|

A tacker

Devi ce

win i df . i |/ sip storagel/ fil es/ 7/ si ze220x0/ 12607. j pg

ount ry ‘Target Address |Site Sgnature Acti on ‘Count
46.19.86.228 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 1508
46.19.86.116 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 988
82.102. 169. 113 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 299
46.19.85.196 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 26
80.179.19.40 |israel 147.237.77. 176 |mat pash. i df .il |Mitiple Unhauthorized URL Access from 80.179. 19. 40 B ock 26
. . D stributed Lhaut hori zed URL Access on
66.249.67.53 |[Israel 147.237.77. 216 |dover . i df . i | Wi df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 13
157.55.39. 255 [lLhited Sates  |147.237.77.216|dover.idf .il Unaut hori zed URL Access to www i df.il/1283...en/ dover. aspx Bl ock 13
66.249.75.16  |Israel 147.237.76.42 |refuah.idf.il D stributed Unaut hori zed URL Access on 147. 237. 76. 42/ robot s. t xt B ock 13
54.235.136.3 [lhited Sates [147.237.77.216|dover.idf.il D stributed Suspicious Response Gode B ock 13
’ . . Unhaut hori zed URL Access to
199. 16. 156. 126 |Lhited Sates  |147.237.77.216|dover.idf.il Wi df i 1/i . storagel il es/ 6 si ze220x0/ 17416, | pg Bl ock 13
66.249.67.59 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to www i df.il/atal 1/izkor/vi ew i ng. asp B ock 13
182. 118. 70. 240 |Chi na 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwy aka. i df.il/mai n/scriptresource. axd¥sfd |B ock 13
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
79.179. 121. 176 [l srael 147.237.72.166 |aka. i df . i | wiw aka. i o . i |/ nai v Sachar / tf asi m aspx None 13
62. 219. 165. 164 I srael 147. 237.72. 166 |aka. i df . i | thknown Par ameter __V ENSTATEENCRYPTED i n None 13
vy aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
212.179. 21. 194 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 13
100.11.14. 131 |thited Sates  [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v idf.il/ https:/twtter.cond B ock 13
66.249.67.65 |Israel 147. 237.77. 216 |dover . i df . i | Distributed Uhauthorized LR Access on B ock 13
wwy i df.il/atal 1/izkor/view i ngtop. asp
46.19.86.126 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text. css B ock 13
66.249.65.31 |Israel 147.237.76.31 |nakchal .idf.il |Uhauthorized UR. Access to 147.237.76. 31/ robots. t xt B ock 13
. . Unhaut hori zed URL Access to
109.67.57. 242 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ nai n/ har edi nd r esour ces/ cont r ol s/ capt cha. ashx B ock 13
66.249.67.65 |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew i ngt op. asp B ock 13
Russi an Unaut hori zed URL Access to
188.143. 232. 70 Federat i on 147.237.77.216|dover.idf .i | vy i df . il /tenpl ates/articlel/article.in. aspx/tenpl ates/sendtof ri end/ sendto |B ock 13
friend. aspx
80.179.19.40 |[israel 147.237.77. 176 |nat pash. i df . i | f,i‘f‘x'jf;' zed LR Access to v cogat. idf. il /wanlaw idf. Tl:xxzx— 15 o\ 13
1
66.249.67.53 |Israel 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 13
41.215. 151. 246 |Snazi | and 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.i|/mai n/ sachar/en Bl ock 13
157.55.39. 212 |lhited Sates  [147.237.72.166 |aka. i df . il Unknown Par aret er 4f 9c0c80 i n ww aka. i df . i |/ mai n/ hore/ def aul t. aspx  [None 13
66. 249. 67. 234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 13
Unaut hori zed URL Access to
46.116. 247. 231 |I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ i nagevi deogal | eryl obby/ i nagevi deogal |Bl ock 13
| eryl obby.js
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
80. 246. 139. 197 |I srael 147.237.72. 166 |aka. i df . i | aka. i f .i 1/ nai 1V gi yus/ | ogi n. aspx None 13
188. 143. 232. 70 :Z::;”ion 147.237.77. 216 |dover. i df . i | Ml tipl e Unaut horized URL Access from 188.143. 232. 70 B ock 12
199. 16. 156. 125 |United Sates  |147.237.77. 216 [dover. i df . i | thaut hori zed LR Access to Bl ock 12
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