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|Attacker Country
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Device Action
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93.172. 135. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka.idf.il ock_Udp All _Nets drop 3
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
71.6.167. 142 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets drop 1
79.177.159. 239 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
114. 112. 90. 54 Chi na 147.237. 76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

|Signature

41.33.231.90 147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
180. 251. 134. 114 [147. 237. 77. 216 |1 ndonesi a dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) |6
198. 154. 241. 142 [147.237. 72. 166 [Lhited Sates aka.idf.il SERVER- WEBAPP backup access 5
195. 34.150. 18 |147.237.77. 216 [Austria dover.idf.il Tehila - Perl LW with fake user agent 2
77.236.96. 52 147.237.0.15  |Ger many kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
50.242.74.241  |147.237.76. 176 |Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
14.169.162.22 [147.237.8.28 |V etnam e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 4096 1
210. 61. 150. 154 |147. 237.76. 177 |Tai wan ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
165. 228. 233. 142 |147. 237.76. 86 |Australia navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
50.242.74.241  |147.237.76.176 |Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
5. 39. 222. 253 147. 237. 77. 226 |Net her | ands waw chamat z. aka. i df .il |ET SCAN NVAP -sS wi ndow 1024 1
218.108.132.58 |147.237.8.14 |China e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 104
46. 19. 86. 78 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 79
180. 166. 23.5 Chi na 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 47
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 41
66.102.8.238  |Uited Sates  [147. 237. 77, 216 |dover.iar i1 || @M NG Bngine: TP Invalid  Jinvalid segnent retransnission drop 30
Ret ransm ssi on Packet dr opped.
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 23
66.102.8.233  |wited Sates 147,237, 7. 216 |dover. icr. i1 |2 €@M NG Engine: TP Invalid  invalid segnent retransnissi on drop 22
Ret ransni ssi on Packet dr opped.
82. 80. 25. 221 I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
108. 231.90. 214 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
71.191.246.117 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
37.140. 188. 112 gs::;”i on 147. 237.72. 166 |aka i of . i | ;; ?Z:STT? si?gcl):e: TeP Invalid 'Pg‘éakjeitd dsreggggg_ retransmssi on. drop 12
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash.i df . il |[dr op First packet isn't SYN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
185.58.201. 28  |Lebanon 147.237.76.30 |himsh.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
78.108. 161. 226 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 9
2.54.165.73 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
185.58.201.28 |Lebanon 147.237.76.30 |himsh.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 8
80. 246. 130. 199 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
203.116.59.35 |9 ngapore 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
54.244.22.103 |lhited Sates 147.237.77. 176 |t pash.i df . il |dr op Frst packet isn't SN drop 6
128.180. 96. 215 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
93.172.135.57 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
93.172.184.58 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
212.242.246.30 |Denmar k 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
131, 253. 25. 245 |Uited Sates  |147. 237, 76. 200 |6 ten aka i | | Com N9 Bngine: TQP Invalid  imvalid segnent retransnissi on drop 4
Ret ransni ssi on Packet dr opped.
202.232.11. 178 |Japan 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
109. 66. 200. 212 |Israel 147.237.72.156 |anan.idf.i1  |Bad TOP sequence mﬁsrc‘; rea”smt wehdifferent | nitor |4
79.177.159. 239 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
109. 67. 102. 103 |I srael 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
41.232. 143. 127 |Egypt 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 3
176.13.12.6 | srael 147.237.77.74 |lawidf.il dr op Frst packet isn't SYN drop 3
5.9. 36. 66 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 3
185. 58. 201. 28 |Lebanon 147.237.76.30 |himush.idf.il |drop Frst packet isn't SYN drop 3
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
185.58.201.28 |Lebanon 147.237.77.233|atal .idf.il  |Bad TOP sequence mdgitvrsin;"lt wth different aert 2
46.19.85.73 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
68.180.228. 112 |United Sates 147,237 7. 216 |dover ior.i1 |2 " €@M NG Engine: TP Invalid  invalid segnent retransnissi on drop 2
Ret ransni ssi on Packet dr opped.
173.252.73. 118 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
5.29. 176. 238 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
153. 168. 28. 68  [Japan 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
185.58.201.28 |Lebanon 147.237.77.233|atal .idf.il  |Bad TCP sequence VS\T': dﬁrsaé;"gt wth different monitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
5.29. 46. 164 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2564
- . Uhaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | Wi cogat i o i |/si p storagelfi | es/ O/ si 2e220x0/ 3410.  pg. St Bl ock 2464
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
157.55.39. 211 |lhited Sates [147.237.76. 147|chi nuch. aka.idf.il |Wauthorized URL Access to wwu chinuch. aka.idf.il/404. htm B ock 26
31.193.51. 80 France 147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 13
188. 143. 232. 24 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e Lhaut horized URL Access from 188. 143. 232. 24 B ock 13
79.176.202. 164 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
157.55.39.131 |[lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to wawu navy.idf.il/70344. | pg B ock 13
66.249. 75. 8 I srael 147.237.76.42 |refuah.idf.il O stributed Unauthorized URL Access on 147.237.76.42/robots. txt [B ock 13
Russi an Unhaut hori zed URL Access to
188. 143.232. 24 r at i on 147.237.77.216|dover. i df .il wwv i df.il/tenpl ates/article/article.in. aspx/tenpl at es/ sendtof ri end/ s |Bl ock 13
endt of ri end. aspx
. . . Unaut hori zed URL Access to
80. 246. 136. 233 |l srael 147.237.77. 243 |nobi l e.idf . il nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 13
66.249.75.120 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 13
] . . . D stributed Lhaut hori zed URL Access on
207.46. 13. 88 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | whan chi nuch. aka, i df 117404, htm B ock 13
- kosher - kravi . i df i
84.108. 237. 116 |Israel 147.237.0.16 |- KOSer-kravi. i df funaut hori zed URL Access to o Bl ock 13
il vy ny- kosher-kravi . i df.il/inmages/ 1. he/enai | /mail _|ink.gif
2.54.165. 73 I srael 147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 13
URL is Above Root Oirectory
180. 153. 180. 92 |Chi na 147.237.76.31 |nakchal .idf.il ww nakhal . idf.il/../shared clientscripts/jquery.plugns/jquery.chart |B ock 13
S.js
66. 249. 78. 11 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 13
207.46.13.126 |nited Sates  [147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df . i1/894-he B ock 13
. . Unhaut hori zed URL Access to
106.185.54.59  |Japan 147.237.77. 216 [dover . i df . i | w i df . i | / 894- en/ shar ed/ user cont r ol s/ header upper / Bl ock 13
185. 58.201. 28 |Lebanon 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock 13
207.46.13.187 |lLnited Sates [147.237.72.166|aka.idf .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
109.65. 211.30 | srael 147.237.77. 216 |dover. i df . i | Distributed thaut horized LR Access on B ock 13
v i df il /https: /v df.il/
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