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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
203. 116. 59. 35 S ngapor e 147.237.77. 216 dover.idf.il SYNHood full table drop 15

62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3

188. 120. 148. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1

188. 143. 232. 37 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

113. 14.110. 94 Chi na 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
125.9.0. 185 Japan 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp Al _Nets drop 1
37.142. 234. 165 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

210. 61. 150. 154

147.237.77.121

Tai wan

e navy.idf.il

ET SCAN NVAP -sS wi ndow 4096

60. 184. 237. 175

147.237.77. 226

Chi na

W chamat z. aka. i df . i |

ET SCAN Potential SSH Scan

202. 202. 232. 160

147.237.77. 216

Chi na

dover.idf.il

ET SCAN NVAP -sS w ndow 2048

5. 39. 222. 253 147.237.0.15 [Netherl ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024
60.184. 237. 175 |[147.237.77.121|Chi na e.navy.idf.il ET SCAN Potential SSH Scan

158. 85. 158. 198 |147.237.76. 198 |Lhited Sates |e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096
118. 144. 164. 249|147. 237. 77. 216 [Chi na dover.idf.il ET SCAN NVAP -f -sS

117. 135. 163. 104|147. 237. 77. 178 |Chi na e. nat pash. i df .i| ET SCAN NMAP -sS wi ndow 3072
113. 204. 149.2  |147.237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 2048

Attacker Address |Target Address Aototuiikre; Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
60. 184. 237. 175 [147.237.77. 205 |thi na prisha.idf.il ET SCAN Potential SSH Scan 2
60. 184. 237. 175 |147.237.76.38 [China e.eneitav.idf.il ET SCAN Potential SSH Scan 2
60. 184. 237. 175 [147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 2
60. 184. 237. 175 |147.237.76. 197 |Chi na e himush.idf.il ET SCAN Potential SSH Scan 2
60. 184. 237. 175 |147.237. 76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 2
104. 171. 122. 161|147. 237. 77. 243 |Wnited Sates [nobile.idf.il ET SCAN NMAP -sS wi ndow 3072 1
60. 184. 237. 175 |147.237.72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
61.186. 173. 193 |[147.237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
60. 184. 237. 175 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
11 22 151193 |147. 237. 76. 30 |Tai van hivsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
60. 184. 237. 175 |147.237. 77. 227 |Chi na e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
210.61. 150. 154 [147.237.77. 121 |Tai van e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
202. 202. 232. 160(147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -f -sS 1
60.184.237.175 [147.237.77.61 |thina e.cogat.idf.il ET SCAN Potential SSH Scan 1
118. 144. 164. 249|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
60.184.237.175 [147.237.76.198|Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
117. 135. 163. 104|147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 4096 1
60. 184. 237. 175 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
117. 135. 163. 104|147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 204. 149.2  |147.237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -f -sS 1
60.184.237.175 [147.237.72.167 |China i shurimaka.idf.il ET SCAN Potential SSH Scan 1
104. 171. 122. 161|147. 237. 77. 243 |Lhited Sates |nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
60. 184.237. 175 [147.237.72. 156 |Chi na aman. i df . il ET SCAN Potential SSH Scan 1
61.186.173.193 [147.237.77.216|Chi na dover.idf.il ET SCAN NVAP -f -sS 1
60. 184. 237. 175 |147.237.0.17 |China mny-kosher-kravi .idf.il1 |[ET SCAN Potential SSH Scan 1
1
1
1
1
1
1
1
1
1
1

60. 184. 237. 175

147.237.76. 34

Chi na

yohal an.idf.il

ET SCAN Potential SSH Scan
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
188. 143, 232, 37 |RSSIan 147. 237.77. 216 |dover. i df . i |dr op First packet isn't SWN drop 566
Feder ati on
128.180. 96. 215 |lLhited Sates 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 131
143. 229. 247. 154|Whited Sates 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 104
203.116.59.35 |9 ngapore 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 81
149.78.154.69 |l srael 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 50
37.142.170.95 |lsrael 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SN drop 46
2.54.26.235 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 37
37.26.149.201 |lsrael 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 34
64.233.173.151 |Wnited Sares  |147. 237, 77. 216 |cover i i| | SAM NG Engine: TP Invalid nvalid segnent retransmssi on. drop 32
Ret r ansni ssi on Packet dr opped.
37.140. 188. 112 g;z::t”ion 147.237.72. 166 |aka. i of . i | i: ?2:]";;? S?g(;:e: T Invalid 'Pg‘(’:ak‘;tddsregg;;‘;' retransmssi on. drop 30
176.13.11.8 | srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 28
174. 29. 254. 251 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 27
64.233. 173,156 |Uited Sates  |147,237. 77, 216 |dover. ior [ €2M NG Engine: TGP Invalid nval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 19
52.16.5.197 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 18
165. 123. 193. 103|Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 18
202.86.209.59 |Australia 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 17
212.179.90.106 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 16
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 14
104. 131. 234. 217|lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 12
64.233.173.161 |Uited Sates  |147. 237, 77. 216 |cover i i| 2 SAM NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 11
109. 64. 126. 77 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 11
41. 33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 11
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 10
84.110. 34. 187 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 10
159.63.76.160 |Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 9
212.199. 182. 150|l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 9
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 8
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 8
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 8
186. 19. 165. 105 |Argentina 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 7
84.109.73.41 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 7
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 6
66.240.67.50  |uited Sates 147,237, 77. 216 |dover. i of [P €AM NG ENgine: TCP Inval i d Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
176.13.18. 122  |lIsrael 147.237.77.74 [lawidf.il [drop First packet isn't SYN drop
76.108.248. 122 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop
109. 66. 21. 47 | srael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop
79.183.127.21 |israel 147237, 72. 166 |aka i ot 11 [ A NG Engine: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.i df .i|dr op SAMrul e drop 5
173.252.121. 118|lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 5
157.55.39.255 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 5
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 4
46. 19. 85. 106 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 4
194.187. 168. 22 |Pol and 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 4
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 4
185. 27.105. 117 |l srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 3
173.252. 121. 114|Whited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 3
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 3
173.252. 121. 119|Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
188. 143. 232. 37 R‘SIS:;”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e Lnaut hori zed URL Access from 188. 143. 232. 37 B ock 832
198. 154. 241. 142|United Sates  |147.237.72.166|aka. i df . il Mil ti pl e Unaut hori zed URL Access from 198. 154. 241, 142 B ock 130
198. 154. 241. 142|thited Sates  |147.237.72.166|aka. i df . il PHP Attenpt B ock 104
79.179. 139. 178 |1 srael 147.237.0.19 |madimatal .idf.il Too Many of the Sanme Response Code (404) in Session from 8 ock 78
79.179. 139. 178
68.180.228.175 [Lnited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nag. i df . il/228-he/ f aq. aspx B ock 78
68.180.230.29 [Uited Sates [147.237.77. 176 mat pash. i df . i | Paraneter Type Vol ation Pagehumin B ock 78
wan cogat . i df . i | /1934- he/ cogat . aspx
Russi an Unhaut hori zed URL Access to
188. 143. 232. 37 r at i on 147.237.77.216|dover. i df . il wwv i df.il/tenpl ates/article/article.in. aspx/tenpl at es/ sendt of ri end/ |Bl ock 78
sendt of ri end. aspx
66. 249. 67. 65 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unauthorized URL Access from 66.249. 67. 65 B ock 52
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il Vv navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 52
198. 154. 241. 142|United Sates  |147.237.72.166|aka. i df . il Mil tipl e Admin Bl ocking from 198. 154. 241. 142 B ock 39
66. 249. 67. 65 I srael 147.237.77.216|dover . i df . i D stributed Suspicious Response Code B ock 39
66. 249. 67. 53 I srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 67. 53 B ock 26
66. 249. 67. 59 I srael 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 26
66. 249. 67. 53 I srael 147.237.77.216|dover . i df . i D stributed Suspicious Response Code B ock 26
194.187. 168. 22 |Pol and 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to ww i df.il/894-en/idf gdover. aspx B ock 13
66. 249. 67. 59 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 67. 59 B ock 13
17.138.57.204 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwuidf.il/appl e-app-site-associ ation|B ock 13
91.108.88.144 |Ger many 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 13
74.208.75.106 |Wited Sates |147.237.77.74 [lawidf.il Enail collector robots 14 B ock 13
. . . URL is Above Root Oirectory
180.97.62. 222 [Chi na 147. 237.77. 176 nat pash. i df . i | Wy cogat . idf.il/../shared/clientscripts/jquery.plugins/slider.js Bl ock 13
. - - Unhaut hori zed URL Access to
66.249.78.216 |Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1880 Bl ock 13
198. 154. 241. 142|thited Sates  |147.237.72.166|aka. i df . il Admin Bl ocki ng B ock 13
66. 249. 67. 59 I srael 147.237.77. 216 |dover.idf.i |l Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewing. asp |B ock 13
54.245.64.111 |tnited Sates |147.237.77.176 [nat pash. i df . i | Mil tipl e Unaut horized URL Access from 54.245. 64,111 B ock 13
91.108.88.204 [Ger many 147.237.77.216|dover . i df . il D stributed Suspicious Response Code B ock 13
74.208.75.106 |lhited Sates |147.237.77.74 |lawidf.il eMii | Hoardi ng B ock 13
66. 249. 67. 65 I srael 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to waw i df.il/irag/ english/nedia stm B ock 13
198. 154. 241. 142|thited Sates  |147.237.72.166|aka. i df . il Unaut hori zed URL Access to aka.idf.il/bi gdunp/ bi gdunp. php B ock 13
. ny- kosher-kravi . idf.i .
184.105. 139. 68 |lLhited Sates 147.237.0.16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 13
. . Unhaut hori zed URL Access to
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df .i | ww i i 1/ hebr ew or gani zat  onV si gnal s/ at ar/ B ock 13
79.181.17.1 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - CGpen Mde None 13
. . Unhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.77.216|dover . i df . i Wi i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 13
54.245.64.111 |thited Sates |147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/894- he Bl ock 13
URL is Above Root Drectory
119. 188. 66. 142 |Chi na 147.237.76.86 |navy.idf.il waw navy. i df . i1/../shared/ clientscripts/jquery/jquery. nyronodal -1. [B ock 13
6.2.js
74.208.75.106 |Lhited Sates |147.237.77.176 [nat pash. i df .i | Enail collector robots 14 B ock 13
66.249.67.134 |l srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 13
207.46.13.187 |Wited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/doctor B ock 13
84.110.34.187 [Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 13
. . D stributed Uhauthori zed URL Access on
66. 249. 65. 31 I srael 147.237.76.31 |nakchal .idf.il 147 237.76. 31/ robot s. t xt B ock 13
176.13.8. 21 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ reset . css |B ock 13
74.208.75.106 |lhited Sates |147.237.77.176 [nat pash. i df . il eMai | Hoardi ng B ock 13
. . D stributed Unhauthorized URL Access on
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ robot s. txt Bl ock 13
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 59 I srael 147.237.77.216|dover . i df . i ww i df i 1/ at al 1/ Zkor/ vi ew i n. asp B ock 13
m ny- kosher - kravi . i j i
87.69.78.240  |Israel 147. 237.0.17 my 'l1egal Paraneter Encoding rnd in . None 13
df.il m ny-kosher -kravi . i df . i |/aj ax/ creat ecapt chai nage. aspx
5.157.57. 14 Sweden 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 13
66.249.67.65  |Israel 147. 237.77. 216 |dover . i df . i | D stributed Uhaut hori zed LR. Access on Bl ock 13
wwy i df.il/atal 1/izkor/vi ew i ny. asp
198. 154. 241. 142|nited Sates |147.237.72.166|aka. i df . il Mil tipl e signatures from 198. 154. 241. 142 B ock 13
180. 76. 15. 136  |Chi na 147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 13
. . D stributed Unhauthori zed URL Access on
66.249.75.120 |Israel 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ robot s. txt Bl ock 13
207.46.13.187 |Lnited Sates [147.237.72.166|aka.idf .il Unknown Paraneter catid in aka.idf.il/main/snalinifag. aspx None 9
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