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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 3
204. 42. 253. 130 Lhited Sates 147.237.76. 39 nobi le.neitav.idf.il [B ock Udp Al _Nets drop 2
204. 42. 253. 130 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets dr op 2
93. 174. 93. 100 Net her | ands 147. 237. 76. 201 e.atal.idf.il Bl ock Udp All Nets drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
118.101. 134. 144 Mil aysi a 147.237.8. 50 e. tikshuv.idf.il JIMPurple Gon Linit Htp drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock_Wp Al _Nets drop 1
93. 174. 93. 100 Net her | ands 147.237.76. 39 nobi le.neitav.idf.il [B ock Udp Al _Nets drop 1
204. 42. 253. 130 Lhited Sates 147.237.76. 38 eengitav.idf.il B ock Wp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

of

Count r
41.33.231.90 147. 237. 77. 216 |Egypt . dover.idf.il Tehila - Perl LW with fake user agent 10
182. 209. 172. 140|147. 237. 76. 31 ok‘f’rea Republ i C | chal i of i ET SCAN Potential SSH Scan 2
190. 128. 136. 222|147. 237. 77. 216 |Par aguay dover.idf.il ET SCAN Potential SSH Scan 1
182. 209. 172. 140|147. 237. 0. 34 Efrea’ Republ i€ s, i of i ET SCAN Potential SSH Scan 1
183. 196. 130. 141|147. 237. 76. 38 |Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
182. 209. 172. 140|147. 237.0. 17 okfrea’ Republic | v kosher-kravi.idf.i1 |ET SCAN Potential SSH Scan 1
183. 196. 130. 141|147. 237. 0. 200 |Chi na rdu. i df il ET SCAN Potential SSH Scan 1
182. 209, 172. 140|147.237.0.15 [\ PP hoeher i it il ET SOAN Potential SSH Scan 1
183. 196. 130. 141(147. 237.0.15 |China kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
182. 209. 172. 140|147. 237. 76. 199 okfrea’ Republ i C 1o akchal idf i ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147.237. 77. 212 |Tai wan e. dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
61.7.186. 141 147. 237. 72. 167 |Thai | and ishurimaka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
182. 209. 172. 140|147, 237. 76. 147 Efrea’ Republ i€ i ch. aka i of i ET SCAN Potential SSH Scan 1
202, 180.87. 8 147 237.76. 30 |New zeal and  |hi rmush. i f i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.7.186. 141 147. 237.72. 167 |Thai | and i shuri maka.idf.il ET SCAN NVAP -f -sS 1
199. 101. 186. 134|147.237.77. 74 |Uited Sates |[lawidf.il ET SCAN NVAP -sS w ndow 1024 1
182. 209. 172. 140|147. 237. 8. 50 Okfrea’ RepubliC 1o i kshuv. i of i ET SCAN Potential SSH Scan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
182. 209. 172. 140|147. 237. 0. 35 Okfrea' RepUDI T C | v, i i1 ET SCAN Potential SSH Scan 1
183. 196. 130. 141|147. 237. 76. 199 [Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
182. 209. 172. 140|147. 237. 0. 33 Okfrea Republicl; 4 i ET SCAN Potential SSH Scan 1
183.196. 130. 141|147. 237. 76. 34 |Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
182. 209. 172. 140|147. 237. 0. 16 ok‘f’rea Republic| o \osher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
183. 196. 130. 141|147.237.0. 17  [China mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
182. 209. 172. 140|147. 237. 76. 200 Okfrea REPUDI T C | i o, aka i of i ET SCAN Potential SSH Scan 1
115. 248.28.41  |147.237.76. 202 |Indi a e.halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
182. 209. 172. 140|147, 237. 76. 148 ok‘f’rea RepubliC | center. aka. i df il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147.237. 77. 212 |Tai wan e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.7.186. 141 147. 237.72. 167 |Thai | and i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
182. 209. 172. 140|147. 237. 76. 44 Okfrea RepubliClo | of uah. i of i ET SCAN Potential SSH Scan 1
199. 101. 186. 134|147.237.77. 74 |lhited Sates |[lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
182. 209. 172. 140|147. 237. 76. 30 ok‘f’rea Republ iy uh i i i1 ET SCAN Potential SSH Scan 1
199. 101. 186. 134|147.237.77. 74 |Uited Sates |[lawidf.il ET SCAN NVAP -f -sS 1
182.209. 172. 140147 237.8.45  |FOVe& FeRWDIICl ion iaf il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature

174.115.28.30 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 94
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 50
187.91.54.237 |Bazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 39
176. 13.5. 175 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
12.107.72.115 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
157.55.81.9 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
73.227.192.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
68.180.228. 112 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SWN drop 12
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
195. 34. 150. 18 Austria 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 11
37.140. 188. 78 gz::;”ion 147.237. 77. 216 |dover.idf i1 drop First packet isn't SN drop 10
173.252.115.89 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
173.252.115.85 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
187.65.67.125 |Bazil 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
207.46.13.178 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
84.109.231.26 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
68.50.241. 14 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
109. 66. 132. 30 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
173.252.115.87 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
54.244.22.103 |lhited Sates 147. 237. 76. 147 [chi nuch. aka.i df . i I{dr op First packet isn't SYN drop 7
118. 144. 164. 249|Chi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109.64.1.215  |israel 147. 237. 77. 216 |dover. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 6

Ret r ansni ssi on Packet dr opped.
37.140. 188. 112 g;z::t”ion 147.237.72. 166 |aka i df .i ;: ?i:sr;? SES:g(;:e: T Invalid Lg\(l:ileitd ;eggge”; retransmssion. -y 6
176.13.18. 122  |lIsrael 147.237.77.74 |lawidf.il drop First packet isn't SN drop 6
203. 45.125. 180 |Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
100. 100. 95. 67 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
84.109. 38.179 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
66.249.67.59  |Uited Sates  |147.237. 7. 216 |dover.idf il Streaning Bngine: TCP Invalid Jinvalid segnent retransmission. | 6
Ret r ansni ssi on Packet dr opped.

157.55.39.255 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
1.152.97. 12 Australia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
109. 64. 1. 215 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
173.252.115.84 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
199. 59. 148. 210 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
2.54.167. 214 | srael 147.237.77.233 |atal .idf.il drop First packet isn't SYN drop 3
65. 55.210.9 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
37.26.146.208 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
157. 55. 39. 13 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
77.237.138.51 |Czech Republic |147.237.77.212 |e.dover.idf.il Geo-| ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 2
188. 165. 15. 126 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
173.252.115.88 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
50. 165. 82.238 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
68.180.228. 112 |Liited Sates 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code Bl ock 78
68.180. 228.112 |[hited Sates 147.237.77. 216 |dover.i df . i | Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 112 Bl ock 78
. . . Unhaut hori zed URL Access to
68.180. 228.112 |[Lhited Sates 147.237.77. 216 |dover . i df . i | vou i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 78
68. 180. 229. 239 |Wited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. idf.il/tiznoret/horme Bl ock 78
. . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
177.124.4.27  |mazil 147.237.77. 216 |dover . i df . i | Mitiple Illegal Byte Code Character in Header Nane from B ock 39
177.124. 4. 27
199. 16. 156. 125 |Uhited Sates 147.237.77. 216 |dover.i df .i | Ml ti pl e Unaut horized URL Access from 199. 16. 156. 125 Bl ock 26
188. 168. 17. 209 RJSIS:;ni on 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response Qode B ock 13
85.93.91. 84 Ger many 147.237.77. 216 |dover.i df .i | DO stributed Suspici ous Response Qode Bl ock 13
207.46.13.178 [lnited Sates 147.237.72. 156 [anan. i df . i | D stributed Waut hori zed LR Access on |ist.ips.gov.il/robots. txt Bl ock 13
39.34.143.154 |Pakistan 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to www i df.il/xmrpc. php B ock 13
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
] . . Unknown Paraneter _ VI EASTATEENCRYPTED i n
68.196. 137. 237 |[Lhited Sates 147.237.72. 166 |aka. i df . i | aka i o i |/ i 1V sachar/ r equest . aspx None 13
66. 249. 67. 65 | srael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code Bl ock 13
. . . Unknown HTTP Request Method COX in URL
189. 202. 45.24  |Mexi co 147.237.77.216|dover. i df .i | v i df . i 1/ 1283- 14994- en dover . aspx B ock 13
95. 37. 49, 6 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Paraneter Type Violation id in wwidf.il/1294-en/ dover. aspx B ock 13
66. 249. 65. 23 I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/robots. txt B ock 13
184. 105. 247. 196|Lnited Sates 147.237.0.19 |[madimatal .idf.il|Uhauthorized URL Access to 147.237.0. 19/ Bl ock 13
66. 249. 67. 65 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Unauthorized UR. Access from 66.249. 67. 65 Bl ock 13
157.55.39.58  |lited Sates  |147.237.77.74 |lawidf.il Uhaut hori zed LR Access to B ock 13
waw. mag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
66. 249. 67. 53 I srael 147.237.77. 216 |dover.i df .i | Mil tiple Unauthorized UR. Access from 66.249. 67. 53 Bl ock 13
184. 105. 247. 196|Lhited Sates 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to 147.237.72. 156/ Bl ock 13
75.194.170.242 [nited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sacha B ock 13
66. 249. 69. 35 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 13
) . . Unhaut hori zed URL Access to
199. 16. 156. 125 |Lhited Sates 147.237.77.216|dover. i df . i | v i i1/ p storagel i1 es/ 6/ si ze220x0/ 17416. | pg B ock 13
177.124. 4. 27 Brazil 147.237.77. 216 |dover . i df .i | Illegal Byte Qode Character in Header Nane ConexAfo Bl ock 13
68.180.228.175 [lhited Sates 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/robots. t xt Bl ock 13
66. 249. 67. 59 I srael 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code Bl ock 13
. . Uhaut hori zed URL Access to
188.165.15.89 |France 147.237.72. 166 |aka. i df . i | aka. i df i1/ portal nil ui it enpl at es/ ww behazdaa. or g Bl ock 13
Russi an - - Paraneter Type Molation lang in
78. 25. 120. 252 e ot i on 147.237.77.216|dover. i df . i | v i df i 1/ enpl at es/ navmenu/ navnenu. css. aspx B ock 13
66.249.78. 4 I srael 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 13
207.46.13.101 |Wited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1241- he/ at al . aspx Bl ock 13
39.34.143.154  |Pakistan 147.237.77. 216 |dover.i df .i | PHP At t enpt Bl ock 13
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 13
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