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M dover.idf.il

Wiawidf.il

M aka.idf.il

B chi nuch. aka. i df . i

M navy.idf.il

M nobi le.idf.il

W lawforumidf.il

Meitan aka. idf.il
i shuri maka.idf.i

M natpash. i df i |

Ml 174. 89. 162. 229

154. 104. 138. 138
I 185. 26. 182. 34

68. 180. 228. 112
W 68. 180. 229. 31
M 68. 180. 229. 239
[ 42.107. 175. 150
M 66. 249. 67. 53

54. 244. 22. 103
M 99. 224.92. 175
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All _Nets drop 3
115. 239. 228. 8 Chi na 147. 237. 76. 42 refuah.idf.il JLM Under _Attack_Con_Htp drop 2
114.112. 90. 54 Chi na 147. 237. 76. 202 e halag.idf.il B ock Udp Al Nets dr op 1
71. 6. 165. 200 Lhited Sates 147.237.76.31 nakchal .idf.il B ock_Udp Al _Nets drop 1
93. 174. 93. 100 Net her | ands 147.237.76. 196 e.svivaidf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount
84.229. 107. 227 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
138. 47.27.43 Lhited Sates 147.237.77.74 lawidf.il |0008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address | Target Address

|Attacker Qountry ‘Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
77.236. 96. 52 147.237. 8. 50 Ger many e tikshuv.idf.il ET SCAN NMVAP -sS w ndow 1024 1




10-20-2015-03:04:04 to 10-20-2015-04:04:04

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry|Target Address |[Ste Signature Acti on ‘Count
154. 104. 138. 138|Tuni sia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 188
185. 26.182. 34  |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 122
174. 89. 162. 229 |Canada 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 109
42.107.175. 150 |India 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 75
99.224.92. 175 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 57
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 50
46.19. 86. 121 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
79.129.43.130 |Geece 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
70.81.128.224 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
Russi an . . -
188. 143. 232. 24 eration 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 34
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
54. 244, 22. 103 Lhited Sates 147.237.72. 166 |aka. i df . i | dr op Frst packet isn't SN drop 24
157.55.81.9 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
Sreaming Engine: TCP Invalid i i ssi
37.26.148.225 | srael 147. 237. 76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 11
Sreaning Engine: TP Invalid i i ssi
109.64.1.215  |Israel 147. 237. 77. 216 |dover i df . i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
87.68.241.185 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y 9
Ret r ansni ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
178.152.57. 121 |Qitar 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi
219.74.36.64 |9 ngapore 147. 237. 77. 216 |dover. i df . i | 9 =g Inval id segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66.249.67.65 |Wited Sates  |147.237.77.216|dover.idf. il 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249.67.59  |lited Sates  |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
109. 64. 1. 215 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
54.244.22.103 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i I{dr op First packet isn't SN drop 7
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
41.225.19. 17 Tuni si a 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 7
Russi an s -
37.140. 188. 78 ration 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
118.210.76.216 |Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
54.242.37.10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Russi an S Sreaming Engine: TCP Invalid (invalid segnent retransnission.
37.140. 188. 112 ration 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 6
Sreaning Engine: TCP Invalid i i ssi
66.249.67.53  |lnited Sates  |147. 237.77. 216 |dover.icf . il g =g Invalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
109. 65. 146. 187 |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
199. 203. 67. 223 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
212.227.118.21 |CGermany 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Russi an o Streaning Engine: TCP Invalid |invalid segnent retransmission.
66. 249. 81. 215 Feder ati on 147.237.77. 216 |dover.idf.il Ret r ansni ssi on Packet dr opped. drop 6
84.109. 98.237 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
2.54.13.18 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
177.83.193.99 |Bazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
157.55.39.237 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
176.205. 61. 144 | ted Arab 147. 237. 77. 216 |dover. i df .i drop SAMrule drop 4
Enrat es
Sreaning Engine: TP Invalid i i ssi
66.249.67.122 |lnited Sates  |147. 237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
107.178. 209. 181 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

At acker Devi ce

‘Count

‘Target Address |[Site Sgnature

Gountry Action
174. 89. 162. 229 |canada 147.237.77.74 |lawi df il ma{ztlvelr d:Y?Ie/\;Ggl_Ztr]i/ th ';”:t erf)'fader 13uchbader Sear cht xt Sear ch in Bock  [141
68.180.229.31 |United Sates  [147.237.76. 147 chi nuch. aka. i df . i mmmx?vu(t:rr:ior:l:czliikﬁd’fa‘?(i:?lstse:r; at es/ shar ed/ user cont r ol s/ header upper / Bl ock /8
68. 180. 229. 239 |Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 78
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf .il Mitiple Illegal Byte Gode Character in LR from68. 180. 228. 112 B ock 65
66.249.67.53 |[Israel 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 52
75.23.196.15 |Wiited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 52
54.244.22.103 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspicious Response Code_Qust om Tenporary B ock 39
72.9.148.10  |Uhited Sates |147.237.76.86 [navy.idf.il bt L;E’,l;,t od et b zea ey 2o 25D Bock |39
68.180.228. 112 |Lhited Sates |[147.237.77.216|dover.idf .il Paraneter Type M ol ati on PageNumin vww i df . i|/1397-en/ dover. aspx Bl ock 26
66. 249. 67. 122 [l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 26
66.249.67.65 |Israel 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Qode B ock 13
176.13.19.9 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhauthorized URL Access from176.13.19.9 B ock 13
77.237.138.51 |Czech Republic (147.237.77.19 |lawforumidf.il |Dstributed WLhauthorized LRL Access on / B ock 13
92.225.35. 231 |Ger many 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Qode B ock 13
68.196. 137. 237 |Wnited Sates |[147.237.72.166|aka. i df .i | mna?(v:i Ef_rﬁr;er:;bs—a;ﬂa?ﬁrgpm? in None 13
66.249.67.65 |[Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df . il/newsite/ english/bin B ock 13
176.13.19.9 I srael 147.237.77.243|nobi | e.i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 13
77.237.138. 202 |Czech Republic [147.237.77.19 |lawforumidf.il |Wauthorized URL Access to / B ock 13
133. 130. 48. 124 |Japan 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_storage/ fil es/ 8/ 888. pdf  |B ock 13
66.249.67.71 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 13
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df .i | www i df . i 1/ hebr ew or gani zat i on/ homef r ont / kkkkkkk=cd07c66ckkkkkkk_c |Bl ock 13
d07c66¢
85. 64. 205. 157 |l srael 147.237.72. 166 |aka. i df . i | L'u'riizl/ i?'ta;egﬁdsng:;‘;g‘;%;kﬁ f/ i 1V kapat 2/ [ res Bock |13
66.249.67.53 |lsrael 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to wwnidf.il/atal 1/izkor/vi ew i ng. asp B ock 13
151.80.31.141 |italy 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw idf.il/14-he B ock 13
72.9.148.10  |wited Sates [147.237.76.86 [navy.idf.il mu;;u”tngs;' e R e navy. aspx. asp HBock |13
Russi an ) ) Uwaqt hor'i zed LRL Acces; to ' _ '
188. 143. 232. 24 Federat i on 147.237.77.216|dover. i df . i | w|m.| I/tenpl ates/articlelarticle.in. aspx/tenpl ates/ sendt of ri end/ sendtof r |Bl ock 13
i end. aspx
88. 75.185. 185 |Ger many 147.237.77. 216 |dover.i df .i | DO stributed Suspici ous Response Qode B ock 13
66.249.67.59 |[Israel 147.237.77. 216 |dover.i df .i | Suspi ci ous Response Code B ock 13
Illegal Byte Code Character in URL /m vtza>xj ><Y><°><:v XXV KIXEX0R
Xj X?XTMXEXe</ a>, X XZX—X"X?2X?X?XZX0® X"X>A; A€ZXCX"x¥ x: XoX>
xex™ </ di v>
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il B ock 13
<tabl e cel | spaci ng=
198. 20. 69. 74 Lhited Sates [147.237.77.243|nobi | e.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 13
91.55.188.12  |Ger many 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 13
68.196. 137. 237 |Wnited Sates (147 237.72.166|aka. i df . i | i;?%fm| IP/anra]a:/e;:Crh aﬁx;\ﬁﬁwm in None 13
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