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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66.134. 176. 24 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4279

62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka.idf.il|Bl ock Udp All Nets drop 3

173. 3.144. 90 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
89.248. 172. 98 Net her | ands 147. 237.76. 196 e.sviva. idf.il Block Udp All Nets drop 1

89. 248. 172. 98 Net her | ands 147.237.76. 200 eitan.aka.idf.il |Bock Wp All Nets drop 1

89. 248. 172. 98 Net her | ands 147.237.76. 201 eatal.idf.il ock Wdp Al _Nets drop 1

89. 248. 172. 98 Net her | ands 147.237.76.176 test.ncore.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
199. 101. 186. 134 147.237.77. 226 Lhited Sates wwv chamat z. aka. i df . i | ET SCAN NVAP -f -sS 1
82.117. 208. 243 147.237.0.35 akaws. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 33 147.237.76. 38 Net her | ands eeneitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
80.82.64.33 147. 237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN NVAP -f -sS 1
27.17.39. 82 147. 237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
27.17.39. 82 147. 237.72. 156 Chi na aman.idf.il ET SCAN Potential SSH Scan 1
212.143. 36. 96 147.237.77. 226 I srael wwv chamat z. aka. i df . i | ET SCAN NMVAP -sS w ndow 3072 1
212.7.199. 208 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
199. 101. 186. 134 147.237.77. 226 Lited Sates ww chamat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
80.82.64.33 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 33 147. 237.76. 38 Net her | ands eeneitav.idf.il ET SCAN NVAP -sS wi ndow 2048 1
27.17.39. 82 147. 237.72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147.237.8. 14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.7.199. 208 147.237.0. 33 Net her | ands idf.il ET SCAN Potential WNC Scan 5900- 5920 1
199. 101. 186. 134 147.237.77. 226 Lited Sates ww chamat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
89. 154. 156. 57  |Portugal 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 80
37.142.103.41 [israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SmAae et remS"ht wehdifferent | onitor |52
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
80. 230. 17. 29 | srael 147.237.77. 170 |naar achot . i df . i 1|dr op First packet isn't SN drop 35
142. 105. 50. 2 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
80.246.130.1  |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdﬁvr::;r? Wth different moni tor (33
185. 4. 255.196  [Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 28
46.19.85. 77 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 26
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
178.62.213. 221 [United Kingdom|147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 20
37.142.157.231 |israel 147.237.72. 156 |[anan.idf.il  [Bad TOP sequence mﬁﬁsg Lansm't wthdifferent | ohitor |16
207.241. 225, 195|Uited Sates  |147. 237. 72. 166 |aka i f . i Veb Server Enf or cerent Vb Servers Sow HITP enial of | . oy 16
Mol ation Servi ce
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
66.134.176.24 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
80. 246. 130. 137 |lsrael 147.237.76.31 [nakchal .idf.il |drop Frst packet isn't SYN drop 12
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 11
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.178.201. 174 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  finvalid segnent retransmissi on. drop 9
Ret r ansm ssi on Packet dr opped.
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
190. 211. 196. 10 |Argentina 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
79.183.199. 150 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op SAMrule drop 8
23.24.141. 89 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
157.55.39.255 |lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 8
37.26.147. 132 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
72.218.35.117 |lWhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
203.6.176.21 Australia 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 7
104. 162. 227. 223|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
157.55.39.237 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
213.171.218. 193|Uhi ted Ki ngdom|147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 7
104. 162. 163. 237|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
37.26.148.134 |lsrael 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 6
174.29. 254. 251 |lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 6
79.182. 29. 252 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
31. 168. 216. 108 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid finvalid segnent retransmissi on. drop 6
Ret r ansm ssi on Packet dr opped.
108. 185. 160. 198|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
37.140. 188. 112 gjziion 147. 237.72. 166 |aka i of . i ‘:E; ?Z:'S?g slzﬂig(;nne: T Invalid 'P’;‘éi'eitd diefgsgg retransmssi on. drop 6
176.13.7.49 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 5
80. 82. 115. 66 Uni ted Ki ngdom|147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 5
109. 66. 21. 47 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 4
213.8.121.234 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
54.244,22.103 |lhited Sates 147.237.77. 176 [matpash.iof .il |dr op Frst packet isn't SYN drop 4
68. 61. 162. 85 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
174. 89 162. 229 |canada 147.237.77.74 lawidf.il Par anet er Type M ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 78
wwy | aw i df . i|/657-en/ pat zar . aspx
] . - DO stributed Whaut horized URL Access on
72.9.148.10 Lhited Sates |147.237.76.86 |navy.idf.il Wy navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock >2
104. 236. 197. 227 147.237.76.42 |refuah.idf.il |Miltiple Uauthorized URL Access from 104. 236. 197. 227 B ock 39
157.55.39. 212 |lhited Sates |147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
68.180.228. 175 |Lhited Sates [147.237.76.42 [refuah.idf.il |Uhauthorized URL Access to 147.237.76. 42/ robots. txt B ock 13
213.171.218. 193 E?';;gom 147.237.76.42 [refuah.idf.il |Uauthorized LR Access to refua. atal.idf.il/test/wp-admn/ B ock 13
87.69. 139. 12 I srael 147.237.77.234|hal ag. i df . i | |Wauthorized UR Access to 147.237.77.234/ i nages/ shared/ bul | et 1. gi f B ock 13
184.168.200. 23 |Lhited Sates |147.237.76.42 |refuah.idf.il |Uhauthorized UR Access to refua atal.idf.il/wp-admn/ B ock 13
80. 82. 115. 66 Ei“'r]tgegom 147.237.76.42 |refuah.idf.il |thauthorized URL Access to refua atal.idf. /bl og/ wp-adnin/ B ock 13
. . |Whaut hori zed URL Access to
104. 236. 197. 227 147.237.76.42 |refuah.idf.il refua.atal i df.i1/shared usercontrol s/ header upper/ B ock 13
. . |Uhaut hori zed URL Access to
66.249.64. 17 | srael 147.237.77. 176 [mat pash. i df . i | ww cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 13
188. 165. 156. 243|France 147.237.76.42 [refuah.idf.il |Wauthorized URL Access to refua. atal.idf.il/wp/wp-admn/ B ock 13
80. 246. 130. 1 | srael 147.237.76.42 |refuah.idf.il |Unauthorized URL Access to 147.237.76. 42/ styl e/ shar ed/ 960. css Bl ock 13
122.224.8.111 |China 147.237.77.216|dover. i df .i| [Wauthorized UR. Access to vwwuidf.il/ckfinder B ock 13
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 13
192.157.245.13 |Uhited Sates |[147.237.77.216|dover.idf.il |Wauthorized URL Access to wawidf.il/pricing Bl ock 13
81.169. 201. 47 [Ger many 147.237.76.42 |refuah.idf.il |Uauthorized URL Access to refua atal.idf.il/ol d/ wo-adnin/ B ock 13
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