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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
37.26.147. 141 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 20
0.0.0.0 147.237.77.216 dover.idf.il[SINHood full table dr op 6
37.26.147. 141 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 5

190. 245.128. 11 Argentina 147.237.77. 216 dover.idf.il|[SINHood full table drop 2
47.21.13.194 Lhited Sates 147.237.77. 216 dover.idf.il|[SINHood full table drop 1

37. 46. 39. 58 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1

199. 48. 241. 231 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
38.108. 216. 178 Lhited Sates 147.237.76. 86 navy.idf.il |B ock Udp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
. e ET QURRENT_EVENTS Possible dsco P X ASA Denial O Service
96.45.72.4 147.237.77.216|hited Sates  |dover.idf.il - 96
Attenpt (Hping O eated Packets)

41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9

Russi an o ET QURRENT_BEVENTS Possible dsco P X ASA Denial O Service
185. 58. 207. 47 |147.237.77.216 . dover.idf.il , 8

Federat i on Attenpt (Hping O eated Packets)
85. 132. 197. 199 [147. 237. 77. 216 |Czech Republic [dover.idf.il ET QJQQEI\IT_!EVEI\ITS Possible d'sco X ASA Denial O Service 7

Attenpt (Hping O eated Packets)

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
74.82.194.10 |147.237.0.16 |Canada ny-kosher-kravi.idf.il |[ET SCAN Potenti al VNC Scan 5900- 5920 3
74.82.194.10 [147.237.0.33 |Canada idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
74.82.194.10 [147.237.77. 179 |Canada e.nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
74.82.194.10 |147.237. 76. 200 [Canada eitan aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
79.143.180. 44 |147.237.77.74 |Ger many lawidf.il ET SCAN NVAP -sS w ndow 1024 1
74.82.194.10 [147.237. 77. 235 |Canada sviva. idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
74.82.194.10 |147.237.77.19 [Canada I awforumidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
74.82.194.10 [147.237.76.38 |Canada eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
198.20.69. 74  [147.237.77.227 |Uited Sates  |e hanaz.idf.il ET DRCP Dshield B ock Listed Source 1
50.242. 74.241 |[147.237.77.176|Wnited Sates  |natpash.idf.il ET SCAN NMAP -sS wi ndow 4096 1
128. 199. 79. 190 |147. 237. 77. 205 |S ngapor e prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
50.242.74.241 |147.237.77.176|lhited Sates nat pash. i df . i | ET SCAN NVAP -f -sS 1
14.169. 162. 22 |147.237.76. 177 |M et nam ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
5.39.222.253 |147.237.8.24 |Netherlands elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
77.236.96.52 |147.237.0.16 |Ger many ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
74.82.194.10 [147.237.0.35 |Canada akavs. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
176. 100. 78.50 |147. 237. 76. 197 gzzi;”ion e. hi mush. i df .i | ET SCAN Potential SSH Scan 1
50.242.74.241 |147.237.77.176|Uited Sates nat pash. i df .i | ET SCAN NVAP -sS w ndow 2048 1
124. 248. 40. 133 [147. 237.77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
94, 102. 48. 194 [147.237. 77. 170 |Net her | ands maar achot . i df . i ET SCAN NVAP -sS w ndow 1024 1
5.39.222.253 [147.237.76.34 |Netherl ands yohal an. i df . i ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

50. 117. 34. 29 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 624
94.121.195. 127 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 184
2.54.37.17 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 162
38.111.147.88 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 128
104.177.184. 24 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 118
217.132. 236. 139|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 92
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 90
46. 19. 85. 204 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 84
46. 121. 26. 56 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 73
46. 19. 85. 48 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 72
212.25.102.63 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
46. 19. 86. 89 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
52.16.5.197 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 45
168. 235. 200. 199|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
199.48.241. 231 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
46.19. 86. 117 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 41
85. 65.203. 169 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
188. 143. 232. 70 |Russi an Federati on 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
37.26.146.208 |Israel 147, 237, 76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP Irvalid invalid segnent retransnissi on, drop 30

Ret r ansm ssi on Packet dr opped.
79. 182. 48. 66 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 26
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
197. 134. 255. 103 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
199.48.241.231 |lhited Sates 147, 237.72. 167 | shurimaka i i || S N9 Engi ne: TCP Invalid invalid segnent retransnissi on, drop 24
Ret r ansni ssi on Packet dr opped.

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
93.172.184. 58 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
37.26.149.197 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
185.22.32. 15 Lebanon 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
207.46.13. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
66. 108. 28. 32 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
46. 19. 85. 76 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
41. 69. 137. 65 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
209. 133. 111. 215|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
212.199. 182. 150|I srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 14
185. 5. 221. 13 (F;ajcis;iigjja” Territory,\1 47, 237. 7. 216 |dover. i df il drop Frst packet isn't SN drop 13
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
50.87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
109. 159. 50. 168 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
81.218.48.37 | srael 147.237.77. 176 |nat pash.i df .i | drop Frst packet isn't SN drop 12
157.55.39. 237 |Whited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
50. 166. 236. 135 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
73.149.108. 198 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
164. 138. 120. 230|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
73.132.139. 237 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf .il Paraneter Type M ol ati on PageNumin v i df .il/1779-he/ dover. aspx Bl ock 78
68.180.230.29 |Uhited Sates [147.237.77. 176 [mat pash. i df .i| |Paraneter Type Mol ation PageNumin waw cogat. i df.il/1927-he/ cogat.aspx |B ock 78
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il m;;?/‘;t o et 2o oo 2o 25D Bock  [52
64.134.66.1 Lhited Sates [147.237.77. 176 |nat pash. i df . i| |Paraneter Type Mol ation SearchText in wan cogat.idf.il/938-en/cogat.aspx |B ock 39
176.12.148. 195 |l srael 147.237.77. 243 |nobi | e. i df .i | m;ﬂteh_?rc;fz_??/geggfyim s/ 1 st chi | ddocunent s/ 1403 B ock 26
109. 65. 106. 252 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 26
85. 64. 205. 157 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from85. 64. 205, 157 B ock 26
66. 249. 67. 53 I srael 147.237.77. 216 |dover. i df .l Ml tiple Unaut hori zed LRL Access from 66.249. 67. 53 B ock 13
85. 65. 169. 235 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 13
68.180. 228. 112 |[lhited Sates [147.237.77. 216 |dover.idf.i | Paraneter Type Mol ati on PageNumin wwwyidf.il/1133-he/ dover. aspx B ock 13
79.179.198. 74 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docld in ww aka. i df.il/chi nuch/klali/ None 13
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 13
Uhaut hori zed URL Access to
180. 153. 180. 111|Chi na 147.237.76.200|ei t an. aka. i df . i [|ww eitan. aka.idf.il/shared clientscripts/inagevi deogal | eryl obby/ i magevi deog |Bl ock 13
al | eryl obby. j s¥8f si t ever si on
89.138.194.43 [Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
65.52.240.20  |lhited States [147.237.72. 156 [anan. i df . i | mg&u;.?ddfwﬂ”; Eg:j'i fi(/’nz:‘l :I‘:.C:z;xg'}cati 4=605708d0ci d72235 Bl ock 13
123.125.71.87 |[China 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 13
79.183.51.131 |l srael 147.237.72.166 |aka. i df . i | m”;’k“g I??Tﬁ:}r n/C;;gr?:}C/trle%?itcfgt’vihgg\icgfics?zgggitU| Trushimin —1yone 13
66. 249. 67. 65 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/atal 1/izkor/print_text.asp B ock 13
197.38. 195. 174 |Egypt 147.237.72.156 lanan. i df . | mﬁmﬁ? L|JI:1; n?dcieisnsl rtngsl ul . aspxA¢cat i d=60570&doci d=72235 Bl ock 13
93.172.12.78 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/https:/www aka.idf.il/ Bl ock 13
68.180. 228. 175 |[hited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 13
66. 249. 64. 9 I srael 147.237.77. 176 [mat pash. i df . i| |Wauthori zed URL Access to waw cogat . i df . i1/894-he Bl ock 13
164. 138. 120. 230|I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter sa in v aka. idf.il/mai n/ haredi nd general . aspx None 13
85. 64.205. 157 [ srael 147.237.72.166 |aka. i df . i | 'o'u'ri%il/ i?ﬁ;g’ﬁﬁﬂg’;‘;‘g;&kﬁ f’ nai 1V kapat 2/ res Bl ock 13
66. 249. 67. 89 I srael 147.237.77. 216 |dover.i df . il D stributed Unaut horized URL Access on 147.237.77. 216/ B ock 13
31.13.113.85  [ireland 147. 237. 72. 156 |anan. i df . i | g??tdhfgéégg&ﬁfgzszz;so v anan. i df. i1/ modi i n/ nast ul . aspx@y Bl ock 13
207.46.13.141 |lhited Sates [147.237.76.30 |hi nush. i df . i mummszﬁdatffigcfcﬁftzﬂpl at o5/ neus/ nevs. aspx Bl ock 13
Unknown Par arret er
95. 86. 68. 87 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $enai | Updat e$hi ddenUpdat eEnai | i n [None 13
wn aka. i df . i |/ mai n/ gi yus/ f ag. aspx
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 13
168. 235. 200. 199|Uhited Sates |147.237. 77. 216 (dover.i df . i | mﬂté\forl Iﬁiﬁarl'g/ C?Ci(;ifzc:iopt s/j query. pl ugi ns/j query. scre 30 Bl ock 13
66. 249. 67. 247 |Israel 147.237.77. 170 |n@ar achot . i df . i [|naut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 13
46. 19. 85. 68 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
96.45.72.4 Uhited Sates |147.237.77. 216 |dover.idf .l Unt raceabl e SS. Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLO None 13
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