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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|

0.0.0.0 147.237.77. 216 dover.idf.il|SYINHood full table drop 102
76.108. 248. 122 Lhited Sates 147.237.77.216 dover.idf.il[SINHood full table dr op 20
212.179.21.194 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 10
5.102. 254. 128 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 8
80. 230. 23. 70 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 8
213.151. 32. 163 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 6
79.182.231. 144 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 6
80. 246. 136. 207 | srael 147.237.77.216 dover.idf.il[SINHood full table dr op 6
192.168.111. 100 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 6
62.219. 254. 22 I srael 147.237.77. 216 dover.idf.il|Bl ock Udp All Nets drop 3
109. 64. 22. 201 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 3
82. 8. 132. 142 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|SINHood full table drop 2
80. 246. 136. 62 | srael 147.237.77. 216 dover.idf.il|SYINHood full table drop 2
77.125.104. 211 | srael 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 2
80. 246. 136. 62 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1
176.12. 148. 30 | srael 147.237.77. 216 dover.idf.il|SINHood full table drop 1
67.234.193. 115 Lhited Sates 147.237.77. 216 dover.idf.il|SINHood full table drop 1
10.0.0. 12 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1
31.168.173. 118 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cookie drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
158. 69. 194. 189 147.237.77.216  |Wnited Sates dover.idf.il Tehila - Perl LW with fake user agent 20
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
74.82.194. 10 147.237.0.19 Canada nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 2
74.82.194. 10 147.237.0. 16 Canada ny-kosher -kravi .idf. il ET SCAN Potential WNC Scan 5900- 5920 1
46.116. 84. 104 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
37.26.147. 232 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
199. 101. 186. 134 147.237.72. 217 Lhited Sates eidf.il ET SCAN NVAP -sS w ndow 3072 1
198. 154. 60. 27 147.237.77.216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
108. 30. 58. 44 147.237.77.216  [lhited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
74.82.194. 10 147.237.72.217  |Canada eid.il ET SCAN Potential WNC Scan 5900- 5920 1
74.82.194. 10 147.237.0. 17 Canada m ny-kosher -kravi . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
46. 120. 206. 122 147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
23.27.220.171 147.237.77.216  |Wited Sates dover.idf.il portscan: TCQP D stributed Portscan 1
199. 101. 186. 134 147.237.72. 217 Lhited Sates eidf.il ET SCAN NVAP -sS w ndow 1024 1
117.135. 163. 104 147. 237. 76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 4096 1
89. 139. 8. 40 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
141.0. 13. 60 Nor way 147.237.77. 216 dover.idf.il drop First packet isn't drop 295
23.27.220.171 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 217
5.1.106. 32 Irag 147.237.77. 216 dover.idf.il drop First packet isn't drop 201
213.67.45.77 Sweden 147.237.77. 216 dover.idf.il drop First packet isn't drop 155
5.1.106. 92 Iraq 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 145
87. 68. 160. 242 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 134
107. 72. 164. 50 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 106
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 104
5.1.106. 251 Irag 147.237.77. 216 dover.idf.il drop First packet isn't drop 98
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 96
152. 130. 6. 130 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 94
5.1.106. 30 Irag 147.237.77. 216 dover.idf.il drop First packet isn't drop 87
32.212.116. 215 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 85
46.19.86. 11 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 67
5.1.106. 63 Irag 147.237.77. 216 dover.idf.il drop First packet isn't drop 66
5.22.129. 230 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 66
109. 135. 7. 163 Bel gi um 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 62
37.247. 88. 189 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 60
37.60.47.131 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 55
89. 139. 20. 129 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 53
66. 249. 81. 215 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 47
109. 186. 173. 177 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 46
197. 206. 65. 108 Ageria 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 45
190. 150. 215. 161 H Sal vador 147.237.77.216 dover.idf.il drop First packet isn't drop 45
54.187.55. 213 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 44
192. 138. 59. 36 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 43
66. 249. 81. 218 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 42
37.26. 149. 197 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
66. 249. 81. 212 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 40
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 38
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 37
207. 243.57. 18 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 37
41. 33. 232. 66 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 36
76.108. 248. 122 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
84.108. 42. 89 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 36
109. 67. 182. 137 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 36
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 35
84.94.173. 136 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 34
66. 102. 8. 243 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 31
82. 81.18.93 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 29
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 28
45. 55, 229. 93 147.237.72. 166 aka.idf.il drop First packet isn't drop 28
100. 100. 40. 169 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 27
85.64.7.65 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 27
93.172.184.58 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 27
164. 126. 36. 143 Pol and 147.237.77. 216 dover.idf.il drop First packet isn't drop 27
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
66. 249. 88. 81 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 26
172. 56. 40. 230 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 26
176. 127. 80. 75 Switzerl and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 25
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
213.57.31. 142 |l srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 1027
213.57.31. 142
173.208. 169. 34 [Lhited Sates  [147.237.72. 156 |anan. i df . i | Ml tipl e Uhaut horized URL Access from 173.208. 169. 34 B ock 325
173.208.169. 34 [Lhited Sates  [147.237.72. 156 |anan. i df .i | Ml tipl e Admin Bl ocking from173.208. 169. 34 B ock 169
} . . D stributed Lhaut horized URL Access on
75.126.122.176 |Lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- hel navy. aspx. aspx Bl ock 78
173.208.169. 34 [Lhited Sates  [147.237.72. 156 |anan. i df . i | PHP Att enpt B ock 78
; . . D stributed Unaut hori zed URL Access on
72.9.148.10  |Wnited States  |147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
- . D stributed Lhaut hori zed URL Access on
149.78.58.99 |[lIsrael 147.237.72. 166 |aka. i df . i | o akaL i o i1/ i n sachar ] undefi ned B ock 39
185.32.179. 69 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 26
157.55.39. 237 |lhited Sates  |147.237.77.216|dover.idf .il D stributed Suspicious Response Code B ock 13
66.249.67.53 |lIsrael 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 66.249. 67. 53 B ock 13
109. 64.13.89 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
5.102. 254. 108 |[lsrael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 13
84.109.153.1 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
66.249.67.65 |Israel 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Code B ock 13
m ny- kosher-kravi .id ing - : i
176.12.139.86 |Israel 147.237.0. 17 "y Doubl e LRL Encoding - paraneter: Feturnul in Bl ock 13
foil mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
. . Unaut hori zed URL Access to
38.110.71.98 |Canada 147.237.77. 176 |nat pash. i df . i | voww cogat . i df i1 /si p storagel i1 es/ 6/ 4616, pg Bl ock 13
149. 78. 149. 184 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/https:/aka idf.il/ B ock 13
m ny- kosher-kravi .id i i
87.69.78.240 |Israel 147.237.0.17 y llegal Paraneter Encoding rnd in . None 13
f.oil mny- kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
Russi an . . Lht raceabl e SS. Sessions: Protocol violation
185.58.207.47 | 2 Cion 147.237.77. 216 |dover. i df .i | (SSL_OONN OLI ENT FELLO) None 13
; . . SS. Lhtraceabl e Gonnection - Protocol violation
74.84.138.68 [Lhited Sates  [147.237.77.216|dover.idf.il (SSL CONN GLI ENT FELLO None 13
173.208. 169. 34 |nited Sates  |147.237.72. 156 |anan. i df . i | Adnin B ocki ng B ock 13
66.249.67.53  |lIsrael 147.237.77. 216 |dover.idf . il Lhaut hori zed LRL Access to waw idf.il/irag/ english/nedia stm |B ock 13
5.102. 254. 176 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Gode B ock 13
109. 64. 165. 197 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code B ock 13
213.57. 145. 170 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Uhaut horized URL Access from 213.57. 145, 170 B ock 13
. . Paraneter Read Qnly Molation in
84.109. 156. 91 |Israel 147.237.72. 166 |aka. i df . i | v aka, i f i |/ mai 1V sachar/ regi strat i onvi zardl regi ster . aspx None 13
P . SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 81. 134 |[lsrael 147.237.72.166 |aka. i df . i | (SSL CONN GLI ENT FELLO) None 13
m ny- kosher -kravi . id _ .
176.12.139.86 |[lsrael 147.237.0. 17 £l Ml ti pl e Doubl e URL Encodi ng from 176. 12. 139. 86 B ock 13
- - Unhaut hori zed URL Access to
45.55. 229. 93 147.237.72.166 |aka. i df . i | aka i df . i 1/ nai r/ hone/ def aul t . aspxdef aul t . asp B ock 13
149. 78. 169. 235 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ at al . aspx |Bl ock 13
87.69.161.191 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
. . - Unaut hori zed URL Access to
193. 201. 224. 32 |lkrai ne 147.237.77. 216 |dover. i df .i | vaw i dff i |/ shar ed/ user cont r ol s/ header upper/ B ock 13
66.249.67.59 |[Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 66.249. 67. 59 B ock 13
. . Paraneter Type M ol ati on SearchText in
31.154.173.65 |[lIsrael 147.237.77. 216 |dover. i df .i | v i df i 171065- he/ dover . aspx B ock 13
109. 64. 174.86 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwv aka. i df.il /v tikshuv.idf.il B ock 13
213.57. 145. 170 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/https:/aka idf.il/ Bl ock 13
. . - Uhtraceabl e SS. Sessions: Protocol violation
85. 132. 197. 199 |Czech Republic |147.237.77.216|dover.idf.il (SSL OONN LI ENT FELLO) None 13
68. 61. 162. 85 Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 13
m ny- kosher-kravi .id
176.12.143.26 |[lsrael 147.237.0. 17 f Inly Dstributed I11egal Paraneter Encodi ng None 13
; . . Unaut hori zed URL Access to
157.55.39.32 |Lhited Sates [147.237.77.170|n@arachot . i df.il mmar achot i df i 1/ pdf /111 es/ 2/ 112922, pdf x3x s B ock 13
. . - Unhaut hori zed URL Access to
46. 19. 86. 49 I 'srael 147.237.77.243|nobi l e. i df . i | nobi | e. i df i 1/ cat egoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 13
89.139. 49. 138 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 13
207.46.13.141 |Whited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paranet er docid in aka.idf.il/nai n/haredi nigeneral . aspx |None 13
77.237.138. 202 |Czech Republic (147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to / B ock 13
. . Unaut hori zed URL Access to
66.249.67.59 |[lIsrael 147.237.77. 216 |dover. i df . il vow i df i | /atal /i zkor/ vi ew i ngt op. asp B ock 13
37.26.147.160 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
85. 250. 158. 92 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
68. 180. 228. 112 |Lhited Sates 147.237.77. 216 |dover. i df . i | D stributed Suspici ous Response Code B ock 13
. - . Unhaut hori zed URL Access to
180.97.63.55  |China 147.237.76.86 [navy.idf.il W navy. | df . 1/ vebr esour ce. axd9@t d Bl ock 13
157.55.39. 121 |[thited Sates  [147.237.77.233|atal .idf.il Abnormal |y Long Request URL B ock 13
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