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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
77.125. 149. 143 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegot i ati on-Q i dest - r eset 634
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 118
46.19. 85. 175 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiati on-Qd i dest - r eset 45
178.116.56. 117 Bel gi um 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 29
31. 210. 186. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 19
91.228.127.198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
5.22.130.214 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
87. 68. 146. 76 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 6
79.183.195. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
5.22.130. 214 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.228. 30. 224 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
5.29. 98. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.180. 62 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
93. 169. 132. 48 Ronani a 147.237.77. 216 dover.idf.il SYNHood full table drop 4
105. 108. 133. 222 Ageria 147.237.77. 216 dover.idf.il SYNHood full table drop 4
91.228.127. 198 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
213.57.31. 142 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
46.19. 85. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
108. 30. 58. 44 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
104. 200. 28. 151 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 2
94, 209. 102. 118 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 242 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
5.22.129. 227 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
80. 195. 228. 124 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 2
128. 78. 78. 156 France 147.237.77. 216 dover.idf.il SYNHood full table drop 2
173. 208. 168. 163 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|bl ock-sp-trafl drop 1
77.126.236. 225 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
5.22.129. 227 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
95. 86. 66. 110 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il [Tehila - Perl LWP with fake user agent

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LWP with fake user agent

213.57.84.82 [147.237.72. 166l srael aka.idf.il [portscan: TCP D stributed Portscan

_ _ . |ET SCAN Behavi oral Whusual Iy fast inbound Tel net Gonnections, Potential
113. 232. 29. 168 |147.237.0.34 |China tikshuv. i df.i
Scan or Brute Force
79.178.161.8  [147.237.72. 166 [ srael aka.idf.il [portscan: TCP D stributed Portscan
79.180. 121. 106 [147. 237. 72. 166 |1 srael aka.idf.il [portscan: TCP D stributed Portscan
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

129. 42.208. 183 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 948
208.248.33.30 |lWhited Sates 147.237.77. 216 |dover.i df .i |dr op First packet isn't SYN drop 191
212.179.21.194 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 157
95. 86. 66. 110 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 140
41.249. 8. 45 Mor occo 147.237.77. 216 |dover.i df .i |dr op First packet isn't SYN drop 126
178.116. 56. 117 |Bel gi um 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 105
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 105
91.8.216. 184 Ger many 147.237.77. 216 |dover.i df . i |dr op First packet isn't SYN drop 94
70.102. 205. 154 |lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 92
23.27.220.171 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 89
37.26.147.229 |lsrael 147.237.77. 216 |dover.i df . i |dr op First packet isn't SYN drop 84
176. 13.5. 187 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 73
188. 143. 232. 35 :ZZ::FI on 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 70
79.176. 230. 234 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 68
149.78.154.69 |l srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 66
74.192.154. 102 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 66
46. 19. 86. 94 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 65
162. 225. 168. 192|Lhited Sates 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 64
65.115.233. 195 |Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 64
46. 19. 86. 207 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 64
87.68.160.242 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 63
70.196.84.238 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 63
87. 68. 39. 180 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 61
46.210.213.10 |Israel 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 61
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 60
91.228.127.198 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 59
54.72.0.55 Irel and 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 59
31.175. 223. 207 |Pol and 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 57
176.13.19.226 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 57
212.76.101. 250 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 57
105. 107.53. 250 |Ageria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 54
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 53
87.69. 28. 14 | srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 52
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 52
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 51
150. 135. 210. 72 |Whited Sates 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 51
37.142.226.56 | srael 147.237.72. 166 |aka i of .i1 |Bad TCP sequence S e r:'nsm wehdifferent | onitor  [as
81.218.149.33 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 46
79. 180. 132. 46 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 46
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover.i df . i |dr op First packet isn't SYN drop 46
84.228.55.18 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 45
31.210.186. 151 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 43
212.179.90.106 |lsrael 147.237. 77. 216 |dover.i df .i|dr op First packet isn't SYN drop 42
46.116.75.184 |Israel 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 41
79.180. 17. 96 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 40
84.109. 144. 110 |lsrael 147.237. 77. 216 |dover.i df .i|dr op First packet isn't SYN drop 40
66.240.67.65  |uited Sates  |147.237.77. 216 |dover. ior [ €AM NG Engine: TGP Invalid nvalid segnent retransmssi on. drop 38

Ret r ansni ssi on Packet dr opped.

37.142.64.71 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 38
71.99.166.122 |lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 37
149.78.172.18 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 35
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.57.31.142 | srael 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (404) in Session from B ock 3373
213.57.31. 142
] . . Unaut hori zed URL Access to
158. 69.194. 189 |Lhited Sates [147.237.77.216|dover.idf . il i df i1/ 1283 15965- en/ dover . aspx&anp Bl ock 104
68.180.230.29 [Uited Sates [147.237.77. 176 |nat pash. i df . i | Paranet er Type Vol at| on Pagehumi n Bock |78
waw cogat . i df . i |/ 1043- he/ cogat . aspx
109. 160. 254. 245| srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df .il/mai n/ sachar/undefined |B ock 65
. . . Unhaut hori zed URL Access to
79. 182. 224. 241 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 52
] . - Distributed Lhaut hori zed URL Access on
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wan i df . il/newsite/english/fence- B ock 39
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 26
m ny- kosher - kravi . i i i
85. 64.202.120  |Israel 147.237.0.17 my Paraneter Type Mol ation ReturnU| in B ock 26
df.il mny-kosher-kravi.idf.il/tenpl ates/| ogi n. aspx
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Waut hori zed URL Access from 68.180. 228. 112 B ock 26
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 250. 71. 69 I srael 147.237.72. 166 [aka. i df . i | v aka. i o . i |/ i v Sachar/ pni asuibnit t edsuccessf ul |y. aspx None 13
. . O stributed Unhaut hori zed URL Access on
79.180. 181. 176 |l srael 147.237.72. 166 |aka. i df . i | vows aka, i o i1/ htt ps: /v aka i f i1/ B ock 13
66.249. 65. 211  |Israel 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237. 76. 31/ robot s. t xt B ock 13
Russi an Unaut hori zed URL Access to
188. 143.232.35 erati on 147.237.77.216|dover. i df . i | v i df.il/tenpl ates/articlelarticle. in. aspx/tenpl at es/ sendt of ri end/ s |Bl ock 13
endt of ri end. aspx
46.19. 86. 43 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
. . Unaut hori zed URL Access to
84.110. 208. 242 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc Bl ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
213.57.183. 248 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i |/ mai n/ sachar / pi r suneynof et . aspx None 13
46.116. 159. 194 |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwn i df.il/894-he Bl ock 13
] . . Unaut hori zed URL Access to
157.55. 39. 194 Lhited Sates |147.237.77.170|n@ar achot . idf.il i maar achot . i df i 1/ pdf /i1 es/ 5/ 112435, pof ) Bl ock 13
95. 86. 89. 44 I srael 147. 237.72. 166 |aka. i df . i | tnknown Par anet er _V1 EVETATEENCRYPTED i n None 13
ww aka. i df . i | / nai n/ sachar/ vi ewpni ot . aspx
ny-kosher - kravi . i df . [unaut hori zed URL Access to
79.180.184. 237 I srael 147.237.0.16 il wwe ny- kosher-kravi .idf.i1/1746-hel/lifestyl e. aspx Bl ock 13
192. 116. 167. 41 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
66. 249. 67. 59 I srael 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Qode B ock 13
115. 230. 126. 48 |Chi na 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df . il/ckfinder B ock 13
46. 19. 86. 49 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 13
m ny- kosher - kr avi . i j i
84.228.207.30 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 13
daf.il mny-kosher - kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
46.116.171.86 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
157.55.39.200 |[hited Sates |[147.237.77.176|nat pash.idf.il Unaut hori zed URL Access to 147.237.77. 176/ Bl ock 13
] . . Unknown Par anet er nodul et ogo in
107.23.56.124 |lhited Sates [147.237.72.166|aka.idf.il vown aka. i o i |/ i 1V ni | i | ogi . aspx None 13
212.199. 107. 106 |l srael 147.237.72. 166 |aka. i df . i | Too Many 403: Response Code per Session B ock 13
66.249. 67. 247 |l srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/robots. t xt B ock 13
149.78.1. 55 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 13
46. 19. 86. 158 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
m ny- kosher - kr avi . i _ .
84.228.207.30 |lsrael 147.237.0. 17 o il Miltiple Illegal Paraneter Encodi ng from 84.228. 207. 30 None 13
46.121.68.117 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
109. 64. 147. 232 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
. . Unaut hori zed URL Access to
82.102. 136.68 |l srael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 13
213.57.31.142 |Israel 147.237.0.19 |madimatal .idf.il Too Many 404: Response Code per Session B ock 13
149.88.213.95 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 13
46.19. 86. 191 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index [B ock 13
79.176.225.18 |lsrael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to v idf.il/giyus B ock 13
m ny- kosher - kr avi . i
54.234.140.73 |lhited Sates |147.237.0.17 of niyl Unaut hori zed URL Access to waww m ny- kosher-kravi.idf.il/ B ock 13
. . O stributed Unhaut hori zed URL Access on
176.12.139.15 |l srael 147.237.76.42 |refuah.idf.il 147 237, 76. 42/ styl el shar ed! reset . css B ock 13
Unknown Par arret er
109. 67.19. 131 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$cphSachar $chkBit ul T ushi min None 13
v aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ st ep3. aspx
31.154.12. 22 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
84.110. 110. 196 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Miolation in o None 13
waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
157.55.39. 110 [lhited Sates [147.237.76.31 [nakchal .idf.il D stributed Unhaut hori zed URL Access on 147.237.76.31/robots. txt |B ock 13
46.116. 158. 110 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 13
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