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|Top Attackers | n DDoS- Def ence |

Attacker Country

Address Address

Attacker ‘Target

‘Signature

0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 49
5.102. 254. 172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
109. 64.17.9 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 19
109. 186. 43. 126 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
2.54.183. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 249. 67. 53 Lhited Sates 147.237.77. 216 dover.idf.il ;c/]; handshake viol ation, first packet not . 4
62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Udp All _Nets drop 3
176.12.137.211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19. 85. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
192.114.7. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.121. 100. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
31.168.113. 167 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
84.94.182. 229 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 3
87.69. 169. 178 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
37. 26. 148. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
188. 143. 232. 16 Russi an Federati on 147.237.77. 216 dover.idf.il ;c/]; handshake viol ation, first packet not . 2
Pal estinian Territory, s
37.8.28.38 . 147.237.77. 216 dover.idf.il SWNHood full table drop 1
Cccupi ed
46.121.59. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93. 174. 93. 146 Net her | ands 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 1
46. 121. 59. 197 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
142.54.172. 101 Lhited Sates 147.237.77. 176 nat pash. i df .i | bl ock-sp-traf 1 drop 1
71.6.167. 142 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il|Bl ock Udp All Nets drop 1
100. 100. 87. 247 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
142.54. 174. 67 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il [bl ock-sp-trafl drop 1
46. 19. 86. 2 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
192. 168. 1. 104 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

37.142.64.116 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
181. 177. 245. 75 |147. 237. 77. 234 |Feru hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.19.86.179  |147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
116. 31. 103. 100 |147. 237. 72. 14 |[Chi na dover.idf.il(od) |ET SCAN Potential SSH Scan 1
109. 66.37.91  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
37.142.243.6  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
85.64.168. 82  [147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
81.218. 144. 226 (147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
79.182.33.177 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
218, 164. 194. 38 |147 237 76. 30 |Tai ven Hivmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.143.180. 44 |147.237.77. 205 |Ger many prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 120. 126. 20 |147. 237. 77. 216 dover.idf.il portscan: TGP D stributed Portscan 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP D stributed Portscan 1
181. 177. 245. 75 |147. 237. 77. 234 |Peru hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46.120.212. 41 |147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
181. 177. 245. 75 |147. 237. 77. 234 |Peru hal ag.idf.il ET SCAN NVAP -f -sS 1
46.19.86.152  |147.237.72. 166 [I srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 67. 208. 198 [147. 237. 72. 166 || srael akaidf.il portscan: TGP D stributed Portscan 1
37.200.33,151 |147.237.76.34 |Germany yohal an.i df. i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85. 64.254. 98  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
5.28.168.128  [147.237.72. 166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
84.108. 41. 242 (147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.182.63.86  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
19 77 19. 4 147.237.77. 227 |Fong Kong o haraz. i f il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.181.97.61  |147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
67.194. 229. 137 [147. 237. 77. 216 [Lhited Sates |dover.idf.il portscan: TGP D stributed Portscan 1
185. 32. 179. 245 [147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
49. 236. 206. 106 [147. 237. 76. 147 |\l aysi a chinuch. aka.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature

37.60. 45. 31 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 557
188. 143. 232. 16 |Russi an Federation 147.237.77. 216 |dover.i df .i l[{dr op First packet isn't SN drop 371
208. 115.111. 73 |lhited Sates 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SYN drop 148
82.145. 223.32 |Europe 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 116
168. 235. 198. 229|Lhited Sates 147.237.77. 216 |dover.i df .i l{dr op First packet isn't SN drop 114
148.228. 124. 31 |Mexi co 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 110
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 92
46. 19. 85. 66 | srael 147.237.77. 216 |dover.i df .i l|dr op First packet isn't SN drop 81
80.246.130.83 | srael 147.237.76.42 |refuah.idf.ilBad TOP sequence mdroffvrsa:;"lt wth dfferent moni tor |69
66. 87.98.173 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 64
192.114. 91. 244 |l srael 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 63
85. 64. 89. 201 | srael 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SN drop 61
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 61
178.138.98. 123 |Ronani a 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 61
149. 78. 40. 46 | srael 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop 60
166. 137.139. 60 |lLhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 58
46.121. 159.57 |Israel 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 54
79.179. 140. 214 |l srael 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop 52
67.141. 165. 226 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 51
54.72.73.168 Irel and 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 51
41.13.8.155 South Africa 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop 50
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 49
176.13.7. 166 | srael 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 47
46. 19. 85. 129 | srael 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop 47
188. 161. 104. 217 g‘ilcisgii:;a” Territory. {147, 237, 77. 216 |dover. i o .i1|dr op Frst packet isn't SN drop 46
66.214. 14. 24 Lhited Sates 147.237. 77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 45
87.69. 244. 228 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 44
2.54.36. 40 I srael 147, 237. 72, 166 |aka a1 |7 3M NG Engine: TCP Inval id —imvalid segment retramsmssion. |, o 42

Ret r ansni ssi on Packet dr opped.
46. 121. 69. 63 | srael 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop 39
46. 19. 85. 235 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 38
79.180.192.96 |lsrael 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 37
31.168.113. 167 |lsrael 147.237. 77. 216 |[dover. i of . i l{dr op First packet isn't SN drop 36
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 36
93.172.184.58 |lsrael 147.237.77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 33
66.249.67.65 |ited Sates 147, 237, 77. 216 |dover i .11 | €A NG Engi ne: TCP | nvalid invalid segnent retransnission drop 32
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 202 | srael 147.237.77. 216 |dover.i df . i l|{dr op First packet isn't SN drop 31
212.179.90. 106 |l srael 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 31
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 31
2.54.28. 63 | srael 147.237.77. 216 |dover.i df . i l|{dr op First packet isn't SN drop 29
64.229.49.203 |Canada 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 29
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of .il{dr op Frst packet isn't SN drop 28
46.116. 135.69 [l srael 147.237.72. 166 |aka.idf.il [drop First packet isn't SN drop 27
100. 100. 69. 75 147.237.72. 166 |aka idf.il [drop First packet isn't SYN drop 26
96.57.116.226 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 26
95. 86. 73. 180 | srael 147.237.77. 216 |dover.i df . i l[{dr op First packet isn't SN drop 26
80. 246. 133. 188 |l srael 147.237.77.74 [lawidf.il [drop First packet isn't SYN drop 25
37. 142. 68. 86 | srael 147.237.77. 216 |dover. i of . i l{dr op First packet isn't SN drop 24
41. 33.231.90 Egypt 147.237.77. 216 |dover.i df .i l[dr op First packet isn't SN drop 24
37.142.237.154 |israel 147.237.72. 156 |anan.idf i1 [Bad TOP sequence mﬁsg ;a”sm't wthdifferent | onitor |24
46.19.85.129 | srael 147. 237. 77. 216 |dover. 1 o 11| X 1 €3M NG Engi nex TCP Inval id —imval i d segment retramsmssion. |, o 24

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
188. 143. 232. 16 R‘SIS:;”i o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 188. 143.232. 16 B ock 117
] . . D stributed Lhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 52
84.111.36.103 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 84.111. 36. 103 B ock 39
105. 159. 149. 205 |Mor occo 147.237.77. 216 |dover.idf . il Ml tiple Unhauthorized URL Access from 105. 159. 149. 205 B ock 39
Russi an Unaut hori zed URL Access to
188. 143. 232. 16 erati on 147.237.77.216|dover. i df . il v i df . i1 /tenpl ates/articlel/article.in aspx/tenpl at es/ sendtof ri end/ s |Bl ock 26
endt of ri end. aspx
46. 19. 86. 240 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed LR. Access to nobil e.idf.il/sachar/index B ock 26
168. 235. 198. 229|Lhited Sates 147.237.77.216|dover. i df . il Mul tipl e Whaut hori zed URL Access from 168. 235. 198. 229 Bl ock 26
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 26
66. 249. 67. 247 |l srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed LRL Access to 147.237.77. 170/ robot s. t xt Bl ock 13
. ; Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
109. 65. 151. 42 |l srael 147.237.72. 166 |aka. i df . i | £ rom 109. 65. 151. 42 Bl ock 13
85.98.176.123 [Turkey 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 13
) ) i H i %™ e Do TM
79.176.191. 184 |Israel 147.237.72.166 |aka. i df . i | thauthori zed LRL Access 1o wwin aka. i df.i | /x—xTtxoe xxPxex g 13
X"/ hone/ def aul t . aspx
. . Unaut hori zed URL Access to
212.34.11.65 Jor dan 147.237.77.216|dover.idf . i v i df i |/ 1133- 22600- ar / dover . aspx) Bl ock 13
. . Unknown Par arret er utm canpai gn i n
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ r abanut / gener al . asp None 13
87. 68. 40. 34 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |Bl ock 13
84.108. 249. 102 |l srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw idf.il/aman Bl ock 13
Unaut hori zed URL Access to
192.116.169.9 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ i nagevi deogal | eryl obby/ i nagevi |B ock 13
deogal | eryl obby. j s
ny-kosher - kravi . i df |tnhaut hori zed LR. Access to
66.249.81. 141 I srael 147.237.0.16 il v ny- kosher -kravi . i df .i1/1746-he/lifestyl e. aspx Bl ock 13
46.117.214. 151 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
109. 67.68. 115 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Lhaut hori zed LR. Access on aka.idf.il/https:/aka. idf.il/ |B ock 13
85.98.176.123 [Turkey 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 13
79.180.56.149 | srael 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EWETATEENCRYFTED i n None 13
wwn aka. i df . i |/ mai n/ sachar/tfasi maspx
168. 235. 198. 229|Lhited Sates |147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to waw i df.il/shavascript B ock 13
87. 69. 38. 156 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 13
] . . DO stributed Unaut hori zed URL Access on
199. 16. 156. 125 |lhited Sates |147.237.77.216|dover.idf . il vowei i /i p_storagel i1 es/ 6/ si e220x0/ 17416, | pg Bl ock 13
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 13
62.90.163.46 | srael 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI ENSTATEENCRYFTED i n None 13
wwy aka. i df . i |/ mai n/ sachar/request . aspx
. . D stributed Lhaut hori zed URL Access on
109. 67. 68. 115 |l srael 147.237.72. 166 [aka. i df . i | v aka i o i1/ htt ps: /ww aka. i o i1/ Bl ock 13
85.98.176.123  |Turkey 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147.237.77.234/ B ock 13
. ] D stributed Lhaut hori zed URL Access on
80.246.130.83 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl & shar ed/ t ext . css Bl ock 13
. . . URL is Above Root Directory
182.118. 45. 215 [Chi na 147.237.76. 86 [navy. i df. i W navy.idf.il/../shared/clientscripts/scroller/jquery.jcarousel.js Bl ock 13
66. 249. 67. 53 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 13
. - Unaut hori zed URL Access to
84.111.36.103 |[Israel 147.237.72. 166 [aka. i df . i | vanw aka, i df i 1/ @i 1/ gi yus/ yahash2015/ sheel on. aspx Bl ock 13
] . . Unaut hori zed URL Access to
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9032- he/ r ef uah. aspx Bl ock 13
] . . Unaut hori zed URL Access to
199. 59. 148. 209 |lhited Sates |147.237.77.216|dover.idf .il vowei i1/ p storagel i1 es/ 6/ si ze220x0/ 17416. | pg Bl ock 13
62.90.163.46  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter _\ EVBTATEENCRYPTED i n None 13
wwv aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
109. 67. 206. 83 |l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 13
85.98.176.123 [Turkey 147.237.77.235|sviva.idf . il Unaut hori zed URL Access to 147.237.77. 235/ B ock 13
. . SS. Lhtraceabl e Gonnection - Protocol violation
80. 246. 139. 232 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 13
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ r obot 5. t xt B ock 13
2.52.62.79 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to ww aka.idf.il/gyus B ock 13
105. 159. 149. 205|Mr occo 147.237.77. 216 |dover.idf .l Lhaut hori zed URL Access to www i df.il/ar=123 B ock 13
84.228.65.131 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Gode B ock 13
; ; ; Unaut hori zed URL Access to
208.115.113.89 |lhited Sates 147.237.77.216|dover.idf . il i df . i |/ hebr ew o gani zat i on/ ar mor edl Bl ock 13
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
62.219.137.5 I srael 147.237.72. 166 |aka. i df . i | voww aka, i df i |/ i 1V g yus/ t al pi of quest i onnai r e, aspx None 13
. . D stributed Lhaut horized URL Access on
149. 88.123. 109 |l srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 13
85. 250. 66. 47 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
83.17.122.250 |Pol and 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 13
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