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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
185. 27. 105. 137 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 449
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 79
185. 24. 207. 15 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 69
77.125.159. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
213. 57. 155. 196 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 19
100. 100. 23. 10 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
79.182.194. 110 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 11
87.68.249. 1 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 6
82.81.32.214 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.177.59. 237 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
46.19. 85. 115 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 5
2.54.132. 23 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
80. 246. 136. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
46. 19. 85. 254 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y-SS.-renegotiation-Ai dest - r eset 5
2.54.3.19 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84. 109. 100. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81. 218. 208. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
87.69. 222. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.26. 146. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
31.168. 133. 226 | srael 147.237.72. 167 ishurimaka. idf.il|Bl ock Udp All _Nets drop 3
212. 150. 245. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.116. 166. 10 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
31.168. 174. 146 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.54.180. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
81.218. 85. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.150. 203. 146 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 3
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
62.219. 44. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
61. 182. 170. 38 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt_Tcp drop 1
185. 32. 179. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
93. 174. 93. 146 Net her | ands 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
176. 13. 6. 37 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
212.179. 23. 29 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
212. 150. 245. 250 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 1
80. 246. 139. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
64.233.172.171 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
212. 150. 203. 146 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
31.210. 186. 140 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
142.54. 174. 66 Lhited Sates 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl drop 1
82.166. 134. 108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
79.182.201. 171 | srael 147.237.77. 74 lawidf.il Bl ock_Up Al _Nets drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.180. 250 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
93. 174. 93. 146 Net her | ands 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
176.13. 2. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
80. 246. 136. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

81.218.245. 1 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

109. 66. 24. 29 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218.57. 61 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
80. 246. 130. 166 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
50. 151. 50. 165 147.237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
37.26.148. 159 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
212.199. 195. 83 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
31. 210. 186. 147 147.237.72. 166 I srael aka.idf il portscan: TP D stributed Portscan 1
192.88.162. 1 147.237.77. 216 Lited Sates dover.idf.il portscan: TGP D stributed Portscan 1
5.22.129. 156 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
165. 228. 233. 142 147. 237. 77. 205 Australia prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 66. 57. 96 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
89. 138. 82. 96 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 77 147.237.72. 166 I srael aka.idf il portscan: TP D stributed Portscan 1
50. 151. 50. 165 147. 237. 76. 39 Wited Sates nobi | e. nei tav. i df.il ET SCAN NVAP -sS wi ndow 2048 1
46.117. 105. 246 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
218.108. 132. 58 147.237.72. 167 hi na i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26. 147. 200 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
5.28.139. 136 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
176. 12. 160. 5 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
149. 88. 74. 172 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5676
46. 19. 86. 74 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 757
31.44.131.211 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 633
2.54.18.153 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 325
212.76.101. 250 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 300
46. 19. 85. 37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 170
168. 63. 137. 102 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 121
119. 137.63.37 |China 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 118
77.126.221.39 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 117
192. 115. 177. 203l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 115
46.117.63.169 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 99
195.243.181.2  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 92
107. 6.142.117 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 84
87.69.197.242 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 81
46. 19. 85. 38 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 81
37.26. 147. 230 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 76
147. 236. 138. 212l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 70
109. 226. 21. 156 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
76.23.52.122 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 62
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 61
77.126.168.94 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 58
217.66.178. 124 |Czech Republic 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 55
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 53
212.130. 119. 209|Dennar k 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 52
37.26.147.170 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 51
2.54.129. 106 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 49
2.54.1.243 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 44
77.125.130. 63 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 43
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 36
176. 13. 6. 37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
78.40.176.178 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
2.54.132. 187 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 35
80. 246. 136. 243 |Israel 147. 237, 72. 167 |i shurimaka i of . || SaM NG Engi ne: TCP Inval id invalid segnent retransnissi on. drop 33
Ret r ansni ssi on Packet dr opped.
2.54.3.19 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 33
46.117. 89. 37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
82. 80. 135. 16 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
2.54.19.50 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
31.168.201. 2 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
109. 64. 9. 215 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
62.90. 107. 178 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31
176. 13. 6. 37 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor  [30
176. 106. 42. 93 g";'cisgiigcija” Territoryly 47 237.77. 216 |dover.ict.il~ |drop First packet isn't SWN drop 30
2.52.31.33 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 30
213.57.183.10 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29




10-19-2015-14:04:00 to 10-19-2015-15:04:00

|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |[Site Sgnature Devi ce

‘Count

Country Action
2.54.150.185  |Israel 147.237.0.19 |madimatal .idf.il [0 MW of the Sane Response Code (404) in Session from Bock |08
2.54.159. 185
m ny- kosher - kravi . i , _
109. 64. 34. 244 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encodi ng from 109. 64. 34. 244 None 88
. . Uhaut hori zed URL Access to
192. 115. 177. 203l srael 147.237.76.86 [navy.idf.il v navy. i of i 1/si p st or agel fi | es/ O/ si 7e338x0/ 1620 | pg B ock 78
37.26.149.163 |[Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 78
68. 180. 231. 61 g‘;tt:: 147.237.76.31 |nakchal .idf.il Paraneter Type M ol ati on PageNumin nakhal . i df.i|/1072- he/ nakhal . aspx |Bl ock 76
46.120. 216. 135 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to www i df . il/hi nush/ si t e/ he/ hi nush. asp B ock 52
Lhited . . - D stributed Lhaut hori zed URL Access on
207.46.13.141 [o o 147.237.76. 147 |chi nuch. aka. i df . i | o chi nuch. aka, i df i1/ 404, htm B ock 26
84.108.158.31 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 26
138. 134. 102. 16 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to wan idf.il/nivtza B ock 26
Lhi ted . . Uhaut hori zed URL Access to
168.235.198.76 Sates 147.237.77. 216 |dover. i df . i | v i df . i |/ shared/ cl i entscri pts/ ui/ui.dat epi cker. @G0 Bl ock 13
37.187.56. 47 France 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/tenpl at es/ honepage B ock 13
. . Unknown Paranet er ctl 00$ct | 00$cphMai n$cphSachar $chkBi t ul Tl ushi m
84.108.106.23 I srael 147.237.72.166 |aka. i df . i | in ww aka.idf.il/nain/sachar/registrati onw zar d/ st ep3. aspx None 13
-kosher-kravi . i df.
66. 249. 65. 239 | srael 147.237.0. 16 :'le Lhaut hori zed URL Access to www ny-kosher-kravi.idf.il/ Bl ock 13
- . D stributed Lhaut hori zed URL Access on
46.117.247.21 |israel 147.237.72.166 |aka. i df . i | vowe aka i o i1/ htt ps: /ww aka. i f i1/ B ock 13
132. 70. 66. 11 I srael 147.237.77. 170 |n@ar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/7 Bl ock 13
. . . - SS. Lhtraceabl e Gonnection - Protocol violation
85. 250. 169. 32 |Israel 147.237.72. 167 )i shuri maka. i df .i | (SSL_OONN QLI ENT FELLO) None 13
2.85.143. 64 G eece 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/xnhrpc. php B ock 13
- - D stributed Lhaut hori zed URL Access on
66. 249.93. 140 | srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query.scrol I followjs B ock 13
212.143.133. 107|l srael 147.237.77.216|dover. i df . il Paraneter Type Mol ation SearchText in wwidf.il/1065-he/ dover.aspx |Bl ock 13
184. 105. 139. 68 LSJIantt:sd 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ B ock 13
62.90.194.104 [israel 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 13
109. 66. 6. 159 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 13
Uhaut hori zed URL Access to ww idf.il/shared/clienthttp/1.1 200
46.19. 85.91 | srael 147.237.77.216|dover. i df . i | okdate: non, 19 oct 2015 05:40:25 gml ast-nodified: sun, 03 jun Bl ock 13
2012 07:44:40 gnt et ag:
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/redirects/ssl-redirect. htnh |B ock 13
Lhi ted . . Unknown Par aret er 136¢d360 in
207.46.13.187 [g 147.237.72.166 |aka. i df . i | vaw aka. i f . i 1/ mai n/ home/ def aul t . aspx None 13
46.117.247.21 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka idf.il/https:/aka.idf.il/ B ock 13
138. 134. 102. 15 |lIsrael 147.237.77. 216 |dover.i df . il D stributed Unaut horized URL Access on waw i df.il/mlnet B ock 13
87.69. 231. 61 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
- - Unaut hori zed URL Access to
5.102.212.112 |[Israel 147.237.77.74 |lawidf.il v | aw i df i1 /i nages/ 1. he/ i nf ocent er i t end B ock 13
. . Uhaut hori zed URL Access to
212.199. 112. 144|| srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl el shar ed/ dat epi cker . css B ock 13
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 13
. . D stributed Lhaut hori zed URL Access on
46.19. 86. 104 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/j query. pl ugi ns/j query.scrol I fol lowjs Bl ock 13
109.67.11. 117  |israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 13
2.54.159. 185 I srael 147.237.0.19 [madi matal .idf.il Too Many 404: Response Code per Session B ock 13
84.108. 226. 185 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLQ |None 13
66.249.78.173 |lsrael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code B ock 13
209. 88.198. 1 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to www aka. idf.il/main/scripts/css3pie htc  |B ock 13
46.120.69.178 |Israel 147.237.72. 166 [aka. i df . i | D stributed Whauthorized URL Access on aka.idf.il/https:/aka.idf.il/ B ock 13
108. 46. 177. 198 g“'attssd 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/english/gg B ock 13
31.44.133.143 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 13
217.194. 193. 202|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 13
79.179.56.155 | srael 147. 237.72. 166 |aka. i df . i | llegadl Byte Code Caracter in LR /main/kapatz//res Bock |13
our ces/ i mages/ i nner page/ goback. gi f
Wi ted . . Unknown Paranet er ctl 00$ct | 00$cphMai n$cphSachar $chkBi t ul Tl ushi m
199.207. 253. 101 g -\ 147.237.72.166 |aka. i df . i | i n aka.i df i1 /nai v sachar / regi strati onw zar d/ st ep3. aspx None 13
66. 249. 64. 249  |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 13
46.19. 86. 160 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 13
109. 226.30.78  |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
85. 250. 147.57  |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 85. 250. 147. 57 B ock 13
66.249.78.206 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/default.asp B ock 13
212.76.125.126 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212.76. 125. 126 Bl ock 13
147.236.28.31 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
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