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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

Signature

Address Country Address

46.19. 85. 22 I srael 147.237.77.216  |dover.idf.il ;(/]; handshake violation, first packet mot 2528
192. 114, 87. 2 I'srael 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet mot . 380
37.26. 149. 215 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 87
81. 218. 166. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
46. 19. 85. 252 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 11
149. 78. 192. 209 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
80. 246. 137. 33 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
84.94.21. 22 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
46.19. 86. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.179. 238. 58 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 3
199. 203. 130. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 3
81. 218. 208. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 7. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 2
199. 203. 132. 2 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
142.54.172. 99 lhited Sates 147.237.0.17 i kosher-kravi. idf- 1t ook-sp-traf 1 drop 1
149.78. 141. 112 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
46. 19. 85. 8 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
107. 150. 55. 53 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
46.19. 86. 103 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
5. 8. 202. 76 Russi an Federation 147.237.0. 33 idf.il L4 Source or Dest Port Zero drop 1
107. 167. 112. 173 Lhited Sates 147. 237.77. 216 dover.idf.il ;c/]; handshake viol ation, first packet not . ) 1
37.26.148. 197 I srael 147.237.77.216  |dover.idf.il ;C/]; handshake violation, first packet mot . 1
173. 208. 168. 165 Lhited Sates 147.237.76. 31 nakchal . i df.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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46. 19. 86. 136 147.237.77. 216 |l srael dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 3
1. 235. 195. 234 147.237.77.61 |Korea, Republic of |e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
185. 32. 179. 81 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
119.90.18.5 147.237.8.24 Chi na elifestyleidf.il ET SCAN Potential SSH Scan 1
109. 65. 125. 202  [147.237.72. 166 |Israel aka.idf.il portscan: TCP Distributed Portscan 1
84.111. 65. 180 147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
79.182.130. 137  |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
50. 252.197. 194  |147.237.0. 17 Lhited Sates mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
46. 19. 85. 152 147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
217.194.195. 141 |147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
1. 235. 195. 234 147.237.77.61 |Korea, Republic of |e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
188. 68.224.151 |147.237.77.176 |Poland nat pash. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
142.0.41. 41 147.237.0. 35 Lhited Sates akavs. i df .i | ET SCAN Potential SSH Scan 1
109. 186.41. 179  [147.237.72. 166 |Israel akaidf.il portscan: TCP Distributed Portscan 1
93.172. 184. 58 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 179. 22. 30 147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
52. 16. 5. 197 147.237.77.216 |Wited Sates dover.idf.il portscan: TCP Distributed Portscan 1
2.52.187.240 147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220 |147.237.0. 16 Sweden ny- kosher -kravi .i df . il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker
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212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 1713
185. 120.126. 3 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 348
81.218.251. 250 |lsrael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 229
66.87.116.225 |Wiited Sates |[147.237.77.216 |dover.idf.il|ldr op Frst packet isn't SN drop 185
208.115.111. 73 |lhited States |[147.237.77.216 |dover.idf.il{dr op First packet isn't SN drop 138
54.244.22.103 |Lhited Sates |[147.237.77.216 |dover.idf.il{dr op First packet isn't SYN drop 111
46.19. 86. 113 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 109
77.125.135.14 |lsrael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 102
185. 26. 180. 32 LK?ir::gom 147.237.77. 216 |dover. i df.il|dr op First packet isn't SN drop 100
199. 203. 132. 2 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 91
2.54.32.160 | srael 147.237.77. 216 |dover. i df . i l|dr op First packet isn't SYN drop 88
149.78.154.69 |l srael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SN drop 86
195.93.234.9 | srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 61
80. 246. 133. 188 |l srael 147.237.77. 216 |dover. i df . i l|dr op First packet isn't SYN drop 55
69.234.177.17 |Lhited States |[147.237.77.216 |dover.idf.il{dr op First packet isn't SN drop 52
205.203.135.1 |Wited Sates |[147.237.77.216|dover.idf.il|ldr op Frst packet isn't SN drop 52
46. 19. 85. 212 | srael 147.237.77. 216 |dover. i df . i l|dr op First packet isn't SYN drop 52
2.52.29.74 | srael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SN drop 50
82.81.129.53 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 50
195. 242. 191. 45 |Rance 147.237.72. 166 |aka.idf.il |dr op SAMrul e drop 47
212.199. 57. 207 |lsrael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SN drop 45
54.187. 55. 213 Lhited Sates |[147.237.77.216 |dover.idf.illdr op First packet isn't SN drop 44
54.72.0.55 Irel and 147.237.77. 216 |dover. i df . i l|dr op First packet isn't SYN drop 44
109. 152. 226. 50 zint:gom 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 44
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 43
212.199.103.79 |lsrael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 42
212.116.166.10 |[Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 41
146. 185.58.66 |Israel 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 40
52. 16. 5. 197 Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 40
81.218. 198. 54 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 39
212.179.90.106 |lsrael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 39
212.143. 133. 107 |l srael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 38
78.40.176.178 |Lebanon 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 38
2.54.188. 142 | srael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 37
81.218.208. 169 |lsrael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 37
100. 100. 2. 93 147.237.72.166 |aka.idf.il |dr op Frst packet isn't SN drop 36
68.180.228. 112 |lhited States |[147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 35
185. 69. 144. 33 LK?ir::gom 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 35
93.172.184. 58 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
37.26.146. 247 |lsrael 147.237.77. 216 |dover. i df .i l|dr op First packet isn't SYN drop 34
132.64.162.32  |Israel 147.237.76.42 |refuah.idf.i|Bad TCP sequence SZ; ;mransmt with different wndow |ooiior |34
82.80. 203. 20 | srael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 33
46.19.85.235  |Israel 147,237, 72. 166 jaka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.
79.177.222.11 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 32
62. 24. 252. 133 LKTi;;éjom 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 31
80. 246.130.96 |l srael 147.237.77. 216 |dover. i df .i1|dr op First packet isn't SN drop 31
84.109.76.220 |lsrael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 31
46. 19. 86. 106 | srael 147.237.77. 216 |dover. i df . i 1|dr op First packet isn't SYN drop 29
193.5.216.100 |Satzerland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 29
93.173.61.253 |lsrael 147.237.77. 216 |dover. i df .il|dr op First packet isn't SN drop 28
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Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
192.116. 232. 69 |Israel 147.237.77.74 |lawidf.il Mil tiple Unauthorized URL Access from 192. 116. 232. 69 B ock 351
138.134.192. 10 |[lsrael 147.237.77.216|dover . i df . il Uhaut hori zed LR Access to wwwidf.il/nil net B ock 143
] . . Paraneter Type M ol ati on PageNumin
68.180. 230. 224 [Uhited Sates 147.237.76.31 [nakchal .idf.il vw nakhal i df i 1/ 1117- he/ nakhal . aspx Bl ock 78
] . Dstributed Paraneter Type Mol ation on
46.19.86.219 I srael 147.237.77. 216 [dover . i df . i | waw i df . i | / 1065- he/ dover . aspx par anet er Sear chText Bl ock 65
. . Unhaut hori zed URL Access to
81.218.241.25 |[lsrael 147.237.72.166 |aka. i df . i | wiw aka, i df i1 /i p storagel il es/ 6 67906. pdf B ock 65
; . ] Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 52
. . Dstributed Paraneter Type Mol ation on
212. 143.133. 107 I sr ael 147.237.77. 216 (dover. i df . il v i of i | / 1065- he/ dover . aspx par anet er Sear chText Bl ock 39
46. 19. 85. 50 | srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 26
147.236.28.31 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 26
79.177.51.177 |[israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 26
147.236.38.135 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL B ock 26
176.13.14. 116 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 13
. . D stributed Uhauthori zed URL Access on
192.114.23.208 |[Israel 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 13
46.116. 129. 207 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 13
nobi | e. nei tav.idf.i i 003! i
176.12. 141. 228 |israel 147. 237. 76. 39 R:\rgrreter_Type.\A ol.atl on ctl . nt ent A acetbl der 1$txt Title in B ock 13
| nobi | e. nei tav. i df.il/1494- he/ nei t av. aspx
2.54.15.190 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 13
. . SS. Lhtraceabl e Gonnection - Protocol violation
85. 65. 15. 215 I srael 147.237.77.216|dover . i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 13
213.57.61.29 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
. . D stributed Lhaut hori zed URL Access on
66. 249.93. 132 | srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ ui / ui . dat epi cker. j s Bl ock 13
46.19.85.194  |Israel 147.237.0.19 |nadimatal .idf.il [Wtiple Fullwdislfwdth hicode Encoding on LRYParaneter() g oo 13
from46.19. 85. 194
180. 76. 15. 144  |China 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/a B ock 13
46.117.138. 248 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized URL Access from 46. 117. 138. 248 Bl ock 13
176.12. 143. 218 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 13
. . Unhaut hori zed URL Access to
2.54.191. 161 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31 si p, st or age/ f | es/ 8/ 1668. doc B ock 13
91.230.79.254 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 13
. . Unhaut hori zed URL Access to
66.249.93.136 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shar ed ol i ent sori pts/ i /i . dat epi cker | s B ock 13
46.19. 85. 252 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 13
Pal esti ni an
185.21.121. 113 |Territory, 147.237.77. 176 |mat pash. i df . i | Mil tiple Abnormal |y Long Request from 185.21.121.113 B ock 13
Qccupi ed
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.177. 120. 206 |l srael 147.237.72.166|aka. i df . i | wiw aka, i o . i |/ mai v sachar / f agsel ecti on. aspx None 13
199. 203. 240. 37 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 13
46.117.138. 248 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/https:/aka.idf.il/ B ock 13
176.12. 151. 241 |l srael 147.237.72. 156 |aman. i df . i | Too Many Qookies in a Request - 102 cooki es B ock 13
Uhaut hori zed URL Access to waw idf.il/shared/clienthttp/1.1 200
46. 19. 85. 22 | srael 147.237.77.216|dover. i df . il okdate: non, 19 oct 2015 05:40:25 gnil ast-nodified: sun, 03 jun |B ock 13
2012 07:44: 40 gntetag:
109.165.12.81 |Russian Federation |147.237.0.34 |ti kshuv.idf.il Paraneter Type Miolation catld in Bock |13
v ti kshuv. i df . il /sitel general . aspx
. . D stributed Lhaut hori zed URL Access on
46.19.86. 104 | srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ ui / ui . dat epi cker. j s Bl ock 13
Pal esti ni an
185. 21.121. 113 |[Territory, 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Unhaut hori zed URL Access from 185.21.121. 113 Bl ock 13
Qccupi ed
149. 88.233.9 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wawn i df.il/894-en B ock 13
79.179.56.155 | srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in URL /naikapatz//res Bock |13
our ces/ i mages/ i nner page/ goback. gi f
212.116.166. 10 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/894-he Bl ock 13
66.249.78.159 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Gode B ock 13
46. 19. 85. 50 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 13
176.13.9.117  |israel 147. 237.72. 166 |aka. i df . i | thknown Par aneter __VI EVETATEENCRYPTED i n None |13
wwy aka. i df . i | / mai n/ sachar/tfasi maspx
132.64.162.32 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ 960. css  [B ock 13
68. 180. 230. 244 |[wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 13
188. 165.15.89 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/iturinasp/iturinpages.asp |B ock 13
176.12.141. 125 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |B ock 13
66.249.78.166 [Israel 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code Bl ock 13
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